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Abstract—In thiswork, a class of information theor etic secrecy
problems is addressed where the eavesdropper channel state
is completely unknown to the legitimate parties. In particular,
a Gaussian MIMO wiretap channel is considered where the
eavesdropper channel state can vary from one channel use to
the next, and the overall channel state sequence is known only
to the eavesdropper. When the eavesdropper has fewer antennas
than the transmitter and its intended receiver, a positive secrecy
rate in the sense of strong secrecy is proved to be achievable
and shown to match with the converse in secure degrees of
freedom. This yields the conclusion that secure communication
is possible regardless of the location or the channel states of
the eavesdropper. Additionally, it is observed that, the present
setting renders the secrecy capacity problems for some multi-
terminal wiretap-type channels more tractable as compared to
the case with full or partial knowledge of eavesdropper channel
states. To demonstr ate this observation, secure degrees of freedom
regions are derived for the Gaussan MIMO multiple access
wiretap channel (MIMO MAC-WT) and the two-user Gaussian
MIMO broadcast wiretap channel (MIMO BC-WT) where the
transmitter (s) and the intended receiver (s) have the same number
of antennas.

Index Terms—Information theoretic secrecy, MIMO wiretap
channel, MIMO MAC wiretap channel, MIMO BC wiretap chan-
nel, strong secrecy, eavesdroppers with unknown and varying
channel gains.

I. INTRODUCTION

Information theoretic secrecy dates back to the seminal work
by Shannon [1], where it was shown that if the eavesdropper
had perfect knowledge of the signals sent by the transmitter
and had unbounded computational power, for perfect secrecy,
the transmitter and the receiver would have to share a key
whose rate equals that of the data.

Wyner, in [2], found that Shannon’s result was overly
pessimistic, and showed that for the wiretap channel, where the
eavesdropper had a noisy observation of the signals sent by the
transmitter, a positive rate could be supported for transmitting
confidential messages without requiring the communicating
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parties to share a key. The model was generalized by Csiszar
and Kaorner in [3].

The wiretap channel model in [2]-[4] has inspired consid-
erable effort toward identifying secure communication limits
of various channel models, e.g. [5]-[16]. In these works, it is
assumed that the transmitter(s) has (have) perfect knowledge
of the eavesdropper channel states, which may be difficult
to obtain in a practical system, since the eavesdropper is by
nature a passive entity. To resolve this issue, recent works
attempt to relax this condition by assuming the transmitter only
has partial knowledge about the channel states of the eaves-
dropper. Notably, this line of work includes the compound
setting, where the eavesdropper channel can only be taken
from a finite selection [17]-[20], and the fading channel, where
the transmitter only knows the distribution of the eavesdropper
channel [21]. These each call for different types of codebook
design. For example, in [17]-[19], the coding scheme depends
on the possible channel gains of the eavesdropper included
in the finite set. For the fading setting [21], the duration of
communication needs to be able to accommodate a sufficient
number of channel uses to ensure that the ergodicity assump-
tion is valid. In addition, the rate of the codebook depends on
the fading parameter of the eavesdropper, e.g., the variance
of the Rayleigh distribution, and thus needs to be acquired,
which may be difficult to do with a passive but malicious
entity. Given the absence of a robustness analysis toward
understanding how sensitive the achievable secrecy rate is to
errors in the aforementioned modeling parameters in [17]-
[19], [21], it is difficult to ascertain how close these can model
a realistic secure system design based on information theoretic
guarantees.

The case where the eavesdropper’s location is not perfectly
known was also considered in the context of network coding
[22], [23]. In [22], the eavesdropper is assumed to monitor no
more than K edges in a network, while the locations of these
edges can be arbitrary. The code designer uses the fact that
there are more than K routes connecting the sender and the
receiver of the confidential message, while the eavesdropper
cannot monitor all routes®. The simple, yet powerful insight
offered by references [22], [23] on the merit of utilizing
the advantage enjoyed by the legitimate nodes via multiple
routes, can be brought into the wireless setting by utilizing
multiple antennas. Specifically, if the intended receiver has
more antennas than the eavesdropper, then even though the
eavesdropper can be anywhere, i.e., experience any channel
state, it cannot monitor all antennas of the receiver.

1Results of similar spirit can be traced back to [24], where the eavesdropper
has access to a K transmitted bits, but the bits it has access to are not specified.
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Inspired by this observation, in this work, we study the
MIMO wiretap channel, where the eavesdropper has fewer
antennas than the transmitter and its intended receiver. The
channel state of the eavesdropper can take any value at each
channel use and vary from one channel use to the next.
We assume the sequence constituted by these channel states
are perfectly known by the eavesdropper but is completely
unknown to the legitimate parties. Conditioned on any given
channel state sequence, we assume that the eavesdropper
channel is memoryless.

The main contribution of this work is to prove the existence
of a universal coding scheme that secures the confidential
message against any sequence of eavesdropper channel states
for the MIMO wiretap setting described above. The universal
nature of the coding scheme is what sets this work apart from
the previous work that considered a time-varying eavesdropper
channel [25]. Additionally, unlike [26] and [27] which consid-
ered the discrete arbitrarily varying wiretap channel, this work
considers a Gaussian setting which does not lend itself to a
direct extension from its discrete counterpart.

The achievable rates we prove in this work satisfy strong
secrecy requirements [28], which may be better suited for
practice [28]-[30] as compared to weak secrecy that is more
frequently considered for secrecy capacity analysis in infor-
mation theory [2]-[16], [25]. It is often argued that strong
secrecy can be obtained from weak secrecy through privacy
amplification, as shown in [28]. In the setting considered in
this paper, however, how to use privacy amplification is still
an open problem. Therefore, a direct proof of strong secrecy
is provided?.

The achieved rate derived in this work is shown to be tight
in terms of secure degrees of freedom (s.d.o.f.), which is a high
signal-to-noise® (SNR) characteristic of the secrecy capacity.
For low and moderate SNR regimes, we provide the achievable
rates, but the secrecy capacity characterization remains open.

We also extend our results to a MIMO MAC wiretap
channel (MIMO MAC-WT) and a MIMO Broadcast wiretap
channel (MIMO BC-WT), for the case with two users where
legitimate transmitter(s) and receiver(s) have the same number
of antennas, and identify their secure degrees of freedom
region.

The remainder of the paper is organized as follows. The
system models are introduced in Section Il. In Section IlI,
we state the main results, which are proved in Section IV.
Section V presents a discussion on strong secrecy as well as a
detailed comparison to related work. Section VI concludes the
paper. Appendices A-G contain the various necessary proofs in
support of the main achievability proof. Appendix H describes
a simple upper bound on secrecy rate used for numerical
comparison with the achievable rate. Appendix | provides the
weak secrecy proof for completeness and consistency with the
previous literature.

2As the proof techniques for weak and strong secrecy differ considerably,
and for the sake of comprehensiveness and consistency with the recent
information theoretic secrecy literature, we also provide the proof for weak
secrecy in an Appendix.

3for the legitimate receiver and the eavesdropper
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Il. SYSTEM MODELS
A. The (N, Ng, Ng) MIMO Wretap Channel

The channel from the transmitter to the intended receiver,
i.e., the main channel, is assumed to be static. Let A(7) denote
the value of the signal A during the ith channel use. The input
and output of the main channel during the ith channel use are
related as:

Ynex1(i) = Hypune Xnpx1 (1) + Zygxa (i) (1)

where the subscripts denote the dimension of each term. H
denotes the Nr x Np channel matrix with complex entries*.
It is assumed that H is perfectly known by the transmitter,
the intended receiver and the eavesdropper, and H has full
rank. Z is a Ny x 1 vector representing the additive noise.
Z is composed of independent rotationally invariant complex
Gaussian random variables, each with zero mean and unit
variance®. X and Y are the transmitted and received signals
respectively.

The channel from the transmitter to the eavesdropper, i.e.,
the eavesdropper channel, varies from one channel use to the
next. It can be expressed as:

Y vox1(i) = Hypxng (1) X npx1 (i) )

where Y(i) denotes the signals received by the eavesdropper
during the ith channel use. Hy, . (7) is the channel state
matrix for the eavesdropper channel during the sth channel
use. We use H" to denote H(1), ..., H(n). H" is any arbitrary
sequence. However, we stress that the channel states by the
eavesdropper are not chosen in an adversarial manner adapting
to the transmitted signals in previous channel uses. H™ is not
known at the legitimate parties and is perfectly known by the
eavesdropper.

Note that we assume the eavesdropper’s channel is noise-
less. This is obviously a worst case assumption, and if the
eavesdropper’s signals are corrupted by additive noise, they
can always be considered as a degraded version of the signals
received by the eavesdropper considered in this work.

Let W denote the confidential message transmitted to the
intended receiver, over n channel uses using X ™. In addition,
we assume that there is a local random source F' which is only
known to the transmitter. X" is computed by the transmitter
from W, F and H using the following encoding function f,,:

X" =1,(W, F,H). (3)

Note that f,, does not depend on H~, since the transmitter
does not know the channel state of the eavesdropper.

We represent X™ as a Ny x n matrix. The transmitter is
constrained in terms of average transmission power:®

lim lTr(X"(X")H) < P.

i @)
n—oo N,
The decoder is defined as

W =, (Y™, H) (5)

4Since we assume that the main channel is static, H remains fixed for all
channel uses.

5The assumption on the equal noise variances is without loss of generality.

6Tr denotes the sum of the diagonal elements of a square matrix.
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Fig. 1. The MIMO Wiretap Channel.

where T denotes the decoder output of the intended receiver
from Y. Then we require the average probability of decoding
error to vanish:

lim Pr(W # W) =0. (6)

n— o0

The message W must also be kept secret from the eavesdrop-
per regardless of the channel state sequence it observes. This
is represented by the following strong secrecy constraint:

hrn sup I(W; Y"H" =h") =0. (7

hn
For the MIMO wiretap channel, the secrecy rate Ry is
defined as
1
Rs = lim —H(W). (8)

n—o00 N,

The rate R, is said to be achievable if for each n there exists
a fixed encoding function f,, and decoding function ,, as
defined by (3) and (5), such that (4), (6), (7) and (8) are
satisfied. The supremum of all possible values for R is called
the secrecy capacity of this channel model.

The high SNR behavior of the secrecy rate is characterized
by the secure degrees of freedom defined as:

s.d.o.f. —hmsupM
P—oo 1Og2 (P)

where we write R, as R,(P) to emphasize its dependence on
p.

9)

We use the term the secure degrees of freedom of a channel
to represent the largest possible value of (9).

Remark 1: While (7) represents the strong secrecy con-
straint, the following weak secrecy constraint has been more
frequently used for secrecy capacity analysis, e.g., [2]-[16],
[25].

lim sup — I(W Y"/H" =h") = 0.
n—oo E”

(10)

The achievability proof in our setting for this weaker secrecy
notion is relatively simpler and is provided in Appendix |
for completeness and for reference for the case where the
eavesdropper channel does not change over time. [J
Remark 2: Another way to model the eavesdropper channel
is to define the distribution of H™ for each n, see [21], [30]

Ny antennas N, antennas

X Y 1

Nr  antennas Ng  antennas
Eavesdropper

— Y
W, Y X,

Fig. 2. The (Np, Ny, Np,Ng) MIMO MAC wiretap channel where
legitimate nodes have Np = 2 antennas each, and the eavesdropper has
Ng = 1 antenna.

for example. The secrecy constraint in (7) implies that the
message is secure for this setting if the distribution for H”
is defined to be independent from the channel inputs X ™. To
show this, first note that the secrecy constraint in this case is
given by:

lim I(W;Y", H") =0.

n—oo

(11)

Since H" is independent from the channel inputs X ™, (11)
can be written as:

lim I(W;Y"|H") = (12)

n—oo

which is implied by (7).

B. The two-user MIMO MAC Wiretap Channel and MIMO
Broadcast Wiretap Channel

The single user MIMO Wiretap channel defined earlier can
be extended to the two-user MAC channel and broadcast chan-
nel. In this section, we briefly discuss these two extensions
when each legitimate transmitter and each intended receiver
has Np antennas, and the eavesdropper has N g antennas.

These two channel models are shown in Figure 2 and
Figure 3 respectively, where (N7, Np, Nr, Ng) represents
the antenna number configuration. During the ith channel use,
the (N, Ny, Ny, Ng) MAC channel is defined as:

Y (i) = H1 X (i) + Ha X (i) + Z(d),
Y (i) = Hy (1)X (i) + Ha (i) Xo(i)
and the (N7, Np, Ny, Ng) broadcast channel is given by
Y5 (i) = Hp X (i) + Zg (i),
Y (i) = H(i)X (i)

(13)
(14)

k=1,2, (15)

(16)

where Hy, k = 1,2, Hy(i),k = 1,2 and H(i) are the
channel matrices. Z and Z, k = 1,2 are the additive Gaussian
noise observed by the intended receivers, which has the same
distribution as Z in (1).

We assume the main channels Hy,k = 1,2 are known
by both the legitimate parties and the eavesdropper. The
eavesdropper channel state sequence, H ,k = 1,2 for the
MAC channel and H™ for the broadcast channel is unknown
to the legitimate parties but known by the eavesdropper.
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Fig. 3. The two-user (N, Np, N7, Ni) MIMO BC Wiretap Channel where
legitimate nodes have Ny = 2 antennas each, and the eavesdropper has
Npg =1 antenna.

The confidential messages are denoted by Wy, k = 1,2. For
the MAC channel, the secrecy constraint for these messages
is given by:

lim
n— 00

sup I (WI,WQ;S?"&"I" —h' k= 1,2) —0.
h? k=1,2

17)
For the broadcast channel, the secrecy constraint is

lim
n—oo =~

sup I (WI,WQ;S?"&"I;; —h' k= 1,2) —0.
h" k=12
(18)

For the MAC channel, the average power constraints of the
two transmitters are given by

lim 1TI"(X”(X”) )< Pyk=1,2. (19)

n—00 N

For the broadcast channel, the average power constraint of the
transmitter is given by

lim lTr(x"(X")H) < P. (20)
n—oo N
The secrecy rate for Wy, R, , is defined as
1
RS k= lim H(Wk) k= 1, 2 (21)

n—o00 N,

such that the average power constraint and the secrecy con-
straint(s) are satisfied and the average probability of decoding
error at the intended receiver(s) — 0 when n — oo.

The secure degrees of freedom region for these models is
defined as’:

{(dl,dg) s dy :limsules’]}D,k: 1,2}. (22)

P—oco 1082

"For the MAC channel, we assume P, = P,k =1, 2.
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I11. MAIN RESULTS

Let [z]* equal to z if z > 0 and 0 if = < 0. Define C(z)
as logy (1 + x). Define N g as

NT,R = min{NT,NR}. (23)

Let s;, 1 <i < Np g, be the Nr r singular values of H. For
a positive constant o2, define P as

P = max{P — Ng ro?,0}. (24)

As we shall show later, the variable N1 ro? represents the to-
tal power of the artificial noise [25] injected by the transmitter.
The variable P represents the remaining power available to the
transmitter.

Equipped with the notation defined above, the first result of
this work is given by the following proposition.

Proposition 1: Any secrecy rate R that satisfies

0<Rs <
Nr.r +
SUPs2>0 72 ¢ ((S (TZ-H)NT R) . Nr,r > Ng
“NuC (W)
0, Nrr < Ng
(25)

is achievable for the MIMO-wiretap channel described in
Section II-A.
Proposition 1 is proved in Section IV.

In Section IV-F, we show that the achievable secrecy rate
given by Proposition 1 matches the converse in terms of secure
degrees of freedom. Hence we have the following theorem.

Theorem 1. If H has rank Nt g, then the s.d.o.f. of the
MIMO-wiretap channel described in Section II-A is

maX{NT,R - NE, 0} (26)

The achievable secrecy rate given by Proposition 1 can be
easily extended to the MIMO (N¢, Ny, Np, Ng) MAC wire-
tap channel and the MIMO (N, Ny, Ny, Ng) BC wiretap
channel using time sharing. Let « be the time sharing pa-
rameter, and @ = 1 — «a. For a positive constant o, Define
Pro,k=1,2as:

P +
Pio = [—’“ —NTU,@} . k=1,2.
(0%

(27)
Let “co” denote the convex hull operation, and s,k = 1,2
denote the Nt singular values of Hy. Then, for the MIMO
(N7, Nr, Ny, Ng) MAC wiretap channel, the achievable se-
crecy rate region is given by:

(Rs,1, Rsy2) :
0<Rs1 < N
o | [EC(%) —NEC(E%)} ’
o k=12 | 0< Rya < .
o[ (o) - voo (23]

(28)
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For the MIMO (N7, Ny, Nr, Ng) BC wiretap channel, for
P = [P — Nro?] T, the achievable secrecy rate region is given
by:

(Rs,laRs,Q) : (O 0)
s? . P
c( Li )
SUP,2( ZZ1 (%, + DN 0],
co _NEC(W)
+
C 52,4
oy | 5 ()
—NEC (#)

(29)

We shall show next that these achievable regions match their
converse in terms of secure degrees of freedom region. Hence
we have the following theorem.

Theorem 2: If Hy, k = 1, 2 has full rank, the secure degrees
of freedom region of the two-user MIMO MAC wiretap
channel in Figure 2 and the two-user MIMO BC wiretap
channel in Figure 3 are both given by

di +ds < maX{NT — NE,O}
d; >0, 1=1,2.

(30)
(31)

Proof: For the MIMO MAC-WT, the secrecy rate region
in (28) is achieved by time sharing, i.e., letting user 1 transmit
during « fraction of the channel uses alone, and user 2 for
the remaining channel uses. The region then readily follows
from Proposition 1. The achievability of the s.d.o.f. region
follows from the achievable secrecy rate region (28), by letting
P, = P, = P — oo. The achievable secrecy rate region
for the MIMO BC-WT s also obtained by time sharing. The
secrecy rates achieved by receivers 1 and 2 are found to be
(29) as a consequence of Proposition 1. The achieved s.d.o.f.
region then follows from the achievable secrecy rate region
(29), by letting P, = P, = P — oo.

For the converse, we simply combine the two transmitters
for the MIMO MAC-WT and combine the two receivers for
the MIMO broadcast channel. The channel then becomes a
single-user MIMO wiretap channel in each case. The inequal-
ity di + do < max{Np — Ng,0} then follows from the
converse of Theorem 1. |

Remark 3. When the eavesdropper’s channel state is fixed
and known by the transmitters, the s.d.o.f. region for the
MIMO MAC wiretap channel is still an open problem [19],
[31], [32]. When the eavesdropper’s channel state can take
more than one possible value from a finite set and the set is
known by the transmitters, the s.d.o.f. region for the MIMO
BC wiretap channel is also open. On the other hand if the
eavesdropper’s channel state sequence is arbitrary and all
legitimate nodes have the same number of antennas, the s.d.o.f.
capacity region of both problems are found in this paper. O

IV. THE MIMO WIRETAP CHANNEL

In this section, we present our detailed results on the MIMO
wiretap channel with strong secrecy. We first present the

Atrtificial noise

’
5

V

Channel Model
Transformation

Codebook Construction

i

___ | Static Eavesdropper Channel

Channel state
quantization and approximation

Information spectrum method

Varying
Eavesdropper Channel

- - >

Correlation elimination argument

Fig. 4. Organization of the proof for Proposition 1.

notation. Section IV-B provides the channel transformation
and signaling scheme. Section IV-C presents the codebook
construction. Section IV-D presents the achievability proof
for the static eavesdropper channel, which is extended to the
varying eavesdropper channel in Section IV-E. A diagram
summarizing the steps leading to the achievability proof is
provided in Figure 4. Finally, in Section IV-F, we present the
converse to establish the secure degrees of freedom result in
Theorem 1.

A. Notation

We use pw(w) to denote the probability mass function
(p.m.f.) of a random variable T evaluated at w. f. a(a)
denotes the probability density function (p.d.f.) of a random
variable A at value a with parameter . f, 4z(alb) denotes
the conditional p.d.f. of a random variable A conditioned on
a random variable B when A = a, B = b with parameter ~.
For a vector =™, we let ||z™| denote its Lo-norm. For a matrix
A, we let ||A||? denote the sum of the Ly-norm squared of
all the row vectors of A. E[A] denotes the expectation of A

averaged over B. We define
ATL _ Bncn (32)

as the row concatenation of the matrices {A(i) —
B(i)C(i),1 < i <n} and

B"C" (33)

as the row concatenation of the matrices {B(7)

C(i),1<i<

B. Channel Model Transformation

We first observe that we only need to consider the case
where N7 = Ny and that it is sufficient to consider the main
channel matrix H to be diagonal without loss of generality.
For a general channel matrix H, we can always transform it
into this form by (1) performing singular value decomposition
(SVD) on it, (2) canceling the right and left unitary matrices
of its SVD decomposition and (3) discarding channel inputs
that cannot reach the receiver and channel outputs that only
contain channel noise when designing the coding scheme.
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We only consider N < N7, since the achievable secrecy

rate in Proposition 1 is zero otherwise. For this case, H(4) has
the following form of SVD decomposition:
H(i) = [InpxNg O (V- JU (D) (34)

where U(i) is a Ny x Ny unitary matrix. I is an identity
matrix. This can be achieved by canceling the left unitary
matrix of the SVD decomposition of H(7) and normalizing the
singular values at the eavesdropper. Note that the transmitter
does not know U(). _

Remark 4: Note that if H(:)(U(i))~* has all zero rows,
we can alter appropriate entries to be 1s so that the resulting
channel matrix has the form in (34). The signals received by
the original eavesdropper is always degraded compared to the
signals received by the eavesdropper after this modification.
Hence, it is sufficient to consider the eavesdroppers with H(i)
in the form given by (34). O

Since the eavesdropper channel is assumed to be noiseless,
we have to introduce artificial noise [25] at the transmitter to
limit the receiving capability of the eavesdropper. We express
X(i) as

X (i) = X(i) + N(i) (35)
where N is the Ny x 1 artificial noise vector consisting of
independent rotationally invariant complex Gaussian random

variables with zero mean and variance o2. Coding is over X.
Define N and N(i) as

N(i) = HN(i), (36)
N(i) = H(i)N(i). (37)

Viewing X as the input to the channel, the channel model can
be expressed as:

Y(5) = HR() + N() + Z(0),
(i) = AEX() +NG).

From (34) and (37), we observe that N has zero mean and
is Gaussian distributed. The covariance matrix of N is

E[H()N(0)(N(i)" (H(0)"]
)

(38)
(39)

=H(i)E[N(i)(N(i) "] (H()" (40)
=o”H(i)(H(i))" (41)
:UQINEXNE- (42)

C. Codebook Construction

The codebook ensemble is denoted by {C}. Each codebook
C in the ensemble is constructed as follows:

Recall that P was defined in (24). Let X denote a
rotationally invariant zero mean complex Gaussian random
variable with covariance matrix (M)INTxNT, where € is
a constant such that 0 < ¢ < 1. Let Q<% (v) denote the
probability density function of Xg.

Define the n-letter truncated Gaussian distribution Qxn (™)
as follows: Let z; denote the ith component of z". Q. (2")
is given by:

Qsp(a") = (43)

IEEE TRANSACTIONS ON INFORMATION THEORY

where
m_ [ 1, i platP <P
ol ){ 0, otherwise (44)
i = [ 0@ ] @x, (o (45)
i=1

Note that 0 < p,e < 1, and for a given €, we have there
exists an a(€) > 0, such that [33, (B2)]

7na(€)’

(46)
(47)

]-_Nn€<€
lim «(€) = 0.

é—0

Let Xg denote the length-n sequence sampled in an
independent and identically distributed (i.i.d.) fashion from
the input distribution Q% (). Let X7 denote the length-
n sequence sampled in an i.i.d. fashion from the n-letter
truncated Gaussian input distribution Q)—(%.S

The codebook C contains 2™ sequences sampled from the
distribution Q% in an i.i.d. fashion. R is chosen as

R=1X¢;Ye) -0, (48)

where Y denotes the outputs observed by the intended
receiver when X is used as inputs in (38). The variable ¢’
is a positive constant that can be arbitrarily small.

The codewords are then divided into N bins, each con-
taining N¢ codewords. This is done by labeling each sam-
pled codeword with label (z,7), with i € {1,...,Np} and
J € {1,...,Nc}, where i is the bin this codeword belongs
to, and j is the index of the codeword in the bin. Let Y¢
denote the output signal from the eavesdropper channel when
its input is X5. Then Np and N¢ are given by:

NB — 2n(R71(XG;?G)75)7 (49)

Ne = on(I(Xa:;¥e)+o) (50)

where the variable ¢ is a positive constant that can be made
arbitrarily small. Note that the value of the mutual information
I(X ;Y ) does not depend on the value of H” due to the fact
that the eavesdropper channel state matrix can be transformed
to the form given by (34) thanks to the eavesdropper channel
being noiseless.

Let 27, denote the codeword in the codebook C that is
labeled with (3, j).

As in [34], for a given codebook C, the intended receiver
uses a maximum likelihood decoder: Upon receiving Y " =
y™, the decoder ¢ (y™) is given by

Ye(y”) =arg min_[y" — H"2]

By Ll 6y

VR

The probability of decoding error for each codeword, and the
average probability of decoding error for each codebook and
the codebook ensembles are defined as:

A = Pr(ve(Y"™) # (i,5)1X" = z7;)

1
Ac = Ac,i j )
C NBNC ; C,i,j

(52)
(53)

8This input distribution was also used in [34, Section 7.3].
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A =TFe ). (54)

We next present the achievability proof for strong secrecy
rate when the eavesdropper’s channel is static, i.e., H(i) =
H 1<i<n.

D. Unknown Satic Eavesdropper Channel

For a given codebook C, the encoder f,, o used by the
transmitter is described as follows: Let {i} denote the set
of possible values of the confidential message. We assume
the confidential message W is uniformly distributed over
{i}. Given W = 14, f, ¢ selects a codeword from all the
codewords with label 7 in codebook C according to a uniform
distribution. With this encoder, we observe that (i, ) has a
uniform distribution.

Let Y%, Y’ Y% denote the outputs of the eavesdropper
channel when its input X" is X%, X% or uniformly distributed
over the codebook C respectively.

Let h" denote the eavesdropper channel state sequence over
n channel uses. For the static eavesdropper channel, h" is
composed of n copies of an Ng x Np matrix denoted by h.
We use dj., . to denote the variational distance between two
distribution pw fi. ¢ and pw fgn 3y, Which is defined as:

dgn o =d (prfln,7?g7prf1n7?g‘W) =

S [ Jow () i 5 07 = 2w () o s 0 )] ™
: (55)

=3 o @) [ [fanse )~ Fae sz 070
: (56)

The proof of achievability we present can be outlined in
four steps:

1) As in [30], [35], we first prove for any eavesdropper
channel state sequence h", dj, . averaged over an
ensemble of wiretap codebooks decreases uniformly and
exponentially fast with respect to the code length n.
As in [30], [36], the proof here uses the information
spectrum method from [37].

2) We then quantize the channel gains and construct a
finite subset of values of the eavesdropper channel state.
We show that for this subset, there must exist a good
codebook that retains the property of the codebook
ensemble that d,,, . is small.

3) We show that when the eavesdropper channel state is
not in the finite subset, the resulting variational distance
can be approximated by the variational distance when
eavesdropper channel state sequence is in the finite
set and hence is also small. This is the approximation
argument from [38].

4) Building on 3), we then use [35, Lemma 1] to prove
that the secrecy constraint (7) is satisfied, and hence the
codebook secures the message for all possible values of
eavesdropper channel states.

We start the proof with the following lemma.

Lemma 1: [30, Appendix Il, Section D] For a fixed code-
book in the ensemble, we have:

din ¢ <

i c
2w () [ [ 5y 07— Fi gy (07 0)] ™
w
&7

For each integral in the sum in (57), using the triangle
inequality, we can write

[ Vi3 07 = Fi s 07|
< / ‘fﬁnj(g ") = S zmw (y"|w)‘ dy"+

/ ‘f i (V") = S (U7)

The second term in (58) can be readily upper bounded with
the following lemma.

Lemma 2: For sufficiently large n, such that 1/2 > ¢,
we have:

/ [ Frnzn (07) = e g (™) dy < 47O (59)

where «/(€) is the positive exponent defined in (46).

Proof: This lemma is a natural consequence of the
Data Processing Inequality for variational distance stated in
Lemma 11. A proof is given in Appendix A for completeness.

[ ]

dy™. (58)

Bounding the first term in (58) takes a few more steps.

Let fﬂ,,’?p—( denote the conditional p.d.f. implied by the
channel matrix H™ = h". Define information density [37],
ifn 07 (X’%W'), as :

o _1:[1 Jan w1% (?ip_(i)
i 5 (X7 Y") = logy = . (60)
vy (¥7)
Then we have the following lemma.

Lemma 3: For a given € > 0, there exists a constant a’(g) >
0, such that

1. TN N SR, —na'(e)
Pr {Ezhn’)—%Yg (X&) > 1 (Xai o) +e] <e .
(61)

Proof: The proof utilizes the fact that the probability for
the Lo norm of a length-n sequence sampled from a Gaussian
distribution divided by n to be larger than the variance of
the Gaussian distribution is negligible [33]. The details are
provided in Appendix B. ]

Remark 5: Note that the subscript of i g ¢n X", Y™
simply indicates the p.d.f.s we use to compute the information
spectrum, which are fj, ¢\ and Jin 3 in this case. The

arguments of ij, 5. ¢, (X", ¥"), X" and Y", can have
a different{.d.f. than the one indicated by the subscript of

Q0 gnn (X" ?"). O
A Xnyrn )
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cubeg

~—_ H

Fig. 5. Conceptual illustration of the construction_of the finite set Sy: The
dashed circle indicates the set of all H such that HH? = Ing, xNg- Each
square represents a hyper-cube cubeg for different H which is one of its
vertex. The set S, is composed of all the black dots on the dashed circle.
Each square contains exactly one black dot if it intersects with the dashed
circle.

Remark 6: The random variables X7, Y? satisfying
Lemma 3 are called to be exponentially information stable
in [35, Section 2]. O
We next use Lemma 3 to bound the first term of (58), and
use Lemma 2 to bound the second term, which leads to the
following lemma.

Lemma 4: If § in (49)-(50) is positive, then there exists a
constant ¢’ such that for sufficiently large n, we have:

Ec 2 pw(w) /y Jin gn W) = Jan 5myw (y"|w)‘ dy"]
< exp(w—c’n) (62)
and

Ee |dg ] <

Ec 2) pw(w) /y ey (y") —fﬁn,?gw(ynlw)‘dy"}
< eXp(w—c'n). (63)

The value of ¢’ depends only on ¢ and €. The minimum n, for
(62) and (63) to hold depends only on e.

Proof: Two proofs utilizing different techniques are pro-
vided in Appendix C and Appendix D respectively®. The proof
in Appendix C utilizes results from [37, Proof of Theorem 4]
and the proof in Appendix D suggested by a reviewer uses
results from [39]. [ ]
Note that (63) is the result mentioned in the first step in the
proof outline.

We next construct the finite set S, of quantized eavesdrop-
per channel state values as mentioned in the second step of
the proof outline. As illustrated in Figure 5, S, is defined as
follows:

9We thank the anonymous reviewer for providing the proof in Appendix D
in during the second revision cycle of the paper.
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Note that from (34),

HH? = Iy, n,. (64)

Hence the absolute value of the real and imaginary parts of
each element in H cannot exceed 1. Define H as any matrix
such that MH is composed of elements with integral real
and imaginary parts taking values in the set {—M,—M +
1,...,M—1}.Forsuch a H, define a hyper-cube over N7 x Ng
matrices, denoted by cubeg, as

} . (65)

: < P . ) <
cubeg = { H: 0<Re(MH;; - MH;;)<1

0<Im(MH;; — MH,;) <1
The expression |Jcubeg contains all matrices whose ele-
H
ments” real and imaginary parts are within interval [—1,1].
For each H, we choose any single matrix from cubeg that
satisfies (64) if it exists and include it in S;;. Since there are
at most (2M + 1)2N7Ne hyper-cubes cubeg, Sis is a finite
set with at most (2 + 1)2¥7 Ve elements. 1
Then from (63), we have:

" Be [dgc] < (20 + 12NN exp(—cm).
heSy

(66)

Remark 7: Note that this is the same strategy used in proving
the compound channel coding theorem in [38]. Reference [38]
considered a discrete memoryless channel which is taken from
a potentially infinite set and S, is constructed by quantizing
the channel transition probability matrix. Here, since we are
considering the Gaussian channel, doing so will not lead to
a finite set. The remedy we have is that we construct S,; by
quantizing the channel gains instead, which leads to a finite
set owing to the fact that the channel gains are bounded'*. [J

Since the codebook ensemble is constructed as in [34], for
some ng, we have [34]

A < 5exp(—nE(R(d))),Vn > ng (67)

where )\, defined in (54), is the average probability of the
decoding error for the codebook ensemble.

Hence, as in [30, Appendix Il, Section E], from Markov
inequality and (67), we know there must exist one codebook
such that

1) The probability of decoding error of the intended re-

ceiver vanishes as n — oo.

2) For each h € Sy, we have

dﬁn7c S

22 pw(w) /y ‘fﬁ"t,?g ") = fan gy (0" w) | dy”
(68)

< 3% 2(2M 4 1)2NrNee—c'n, (69)

Also, we observe, by our definition of the codebook ensemble
that, for this fixed codebook, the average power of each
codeword must be less than or equal to P.

08, is not empty since it at least contains the matrix

(INgxNg» ONp s (Np—Ng)l-
we thank the reviewer who suggested we include this insight.
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This concludes the second step in the proof outline. From
here onward, all the discussion is for this fixed codebook.

We next evaluate d,. . when h¢Sy.

Let A; denote the zth row of matrix A. We know there
must exist a h’ € Sy, such that for the ith row of ha (k) =
h(k) — h’'(k), denoted by hn ;(k), we have:'?

Ilha (k

Let hy = h™ — h'". With the notation (33), we define
2k =hRa™, 2™ € C. Note that 2™ is an N x n matrix and
Trlz™(2™)H] < nP,Va" € C.

Let Amax(A) be the largest eigenvalue of matrix A. Then
for the sth row of z}, xzm we have:

)? < 2Np/M?i=1,..,Ng,k=1,...,n. (70)

=y ol @
-= Z I (R)a ()| (72)
<3 2 Ao () 018" ) s O 09
<L 5 e (a8 (i) 221 (72)
o
<3 2t (s ) ") fﬁT )
<h (% > afk) <x<k>>H> e (76)
_ar @)

Sz

In (74), we use (70). In

eigenvalues of Lz(k) (z(k))
It follows then that

g5) we use the fact that the
are nonnegative.

5 _ 2NyNgP
- < = 78
= ekl < = (78)
For ¢ > 0, define »’ and r as:
2Nt NgP
2 TIVE
(r')* = T M202 (79)
r=71"++Ng(l+e). (80)

With X™ and Y™ being the inputs and outputs of the eaves-
dropper channel with states H” = h", Y" —h"X" is a
zero mean rotationally invariant Gaussian distribution whose
covariance matrix is equal to oI, x n. Since from (80), it
follows that 72 > Ng(1 +¢) > Ng, there exists a positive
a(e), such that [33, (B2)]:

1 |~ -
PI' (_2 HYn _ han
no

2 _
> 7“2 |Xn _ .1?”) < e—noz(s).
(81)
Note that this bound is uniform regardless of the value of h™.

12|y must be contained in a certain cube defined in (65) which must contain
at least one element that satisfies (64) and is included Sy;, which is h'.

Let S}, denote the n-fold Cartesian product of 5.
For e > 0 and r,7’ given in (80) and (79), define g(r,r")
as

g(r,r’)y =7r"(2r +1'). (82)

Then we have the following lemma.
Lemma 5: If we can choose M with respect to n such that

ng(r,r') <1 (83)
then for any h™ there must exist h’" € S%, such that
dfn ¢ =
2w (w) [ (o g 07 = S s (0710 dy
w
+ 8¢~ (84)

n

") = fum gz (") dy

<2 () [ [funsy

+ 867710‘(5) + 467’”&(6) + 4719(7”, T/) (85)
<12(2M + 1)2NTNEefc/n + 8¢~ (@)
+ e 4 dng(r,1). (86)

Proof: The proof is provided in Appendix G. The in-
equality (84) is proved with Lemma 1, (58) and Lemma 2. The
inequality (85) is proved2by evaluating the integral for tge two
cases —L; L h"z™| > 72 and -4 ||y" — hma™| < 1
separately. Bounding the second case requires the property that
the average energy of each codeword in the codebook does
not exceed P. This is the reason we need to sample from
distribution (43) when we construct the codebook ensemble.
The inequality (86) follows by applying (68)-(69) to (85). =

Lemma 6: There exists a codebook, such that for ¢y > 0,
we have

dipn ¢ < exp(—con), vh™. (87)

Proof: g(r,r’) decrease at the rate of 1/M. Hence there
must exist a positive constant c¢p; > 0, such that M =
exp(ncyy) and both 2(2M +1)2VN1Ne exp(—c'n) and ng(r, ')
decrease exponentially fast to 0 with respect to n. Applying
it to Lemma 5, we have Lemma 6. ]

Let ¢4 = 0’ + 4. From (48), (49) we observe the codebook

rate is given by
P(1-¢
— NEC <7NT7R0'2 ) — Cy4,
(88)

where C'(z) = log,(1 + ). From (47), we notice that (88)
can be made arbitrarily close to

_ P

To prove that (89) is an achievable secrecy rate, we need the
following lemma from [35], which relates d,. . to the mutual

information 1 (W;?"|ﬁ" = B”):

lim lH' (W)>1 (Xg;Yc;)

n—o00 N

(89)
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Lemma 7: [35, Lemma 1] Let |W)| be the cardinality of the
message set WW. Then we have:

wi

diyn ¢

I (W;S?”|I~{" = B") < g o log, (90)

As shown by Lemma 6, the variational distance dj,, . de-
creases to 0 exponentially fast with respect to n. |[W| equals
Np from (49). %logg |Ng| is the right hand side of (88),
therefore log, [W)| increases linearly with n. Hence from
Lemma 7, I (W;Y"|H" = h") decreases to 0 exponentially
fast with respect to n, and the exponent does not depend on
h”.

This, along with the fact that 1V is received reliably by the
intended receiver and the average power constraint is satisfied
by each codeword in the codebook, shows that the rate of the
codebook given by (89) is indeed an achievable secrecy rate.

The achieved secrecy rate can then be found by evaluating
(89) based on (36) and (38), which leads to (25). This
concludes the proof for the static case.

We next extend the result we derived for the static channel
to the case where the eavesdropper channel varies from one
channel use to the next.

E. Unknown and Varying Eavesdropper Channel

When the eavesdropper channel is varying from one channel
use to the next, the second step in the proof for the static case
must be modified. This is because, even though the variational
distance decreases exponentially fast, the size of the subset
of the quantized eavesdropper channel state sequences also
increases exponentially fast. In this case, Markov inequality is
not sufficient to guarantee the existence of a good codebook
and the correlation elimination argument from [40] must be
used. The proof outline is as follows:

1) The first step is the same as the static case. We prove for
any given sequence of the eavesdropper channel states,
the variational distance averaged over an ensemble of
wiretap codebooks decreases uniformly and exponen-
tially fast with respect to the code length n.

2) Then, for a finite subset of quantized eavesdropper
channel state sequences, we use the correlation elim-
ination argument from [40] to show that there exists a
small number of codebooks in the codebook ensemble 13
such that the variational distance averaged over these
codebooks is small when the eavesdropper channel state
sequence is within the finite set. This is proved by
showing that the probability that the variational distance
averaged over these codebooks exceeds any given con-
stant is super-exponentially small with respect to n for
an eavesdropper channel state sequence within the finite
subset.

3) The third step is the same as the static case. We show
that when the eavesdropper channel state sequence is
outside the finite set, the variational distance averaged
over this small set of codebooks can be approximated by

1311 our case, we use K = e’ ™ codebooks, where ¢’ is a positive constant
that can be made arbitrarily small.
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the variational distance when the eavesdropper channel
state sequence is in the finite set and hence is also small.
As in the static case proof, a small variational distance
implies that the secrecy constraint is satisfied.

4) We then use the small set of codebooks to construct the
coding scheme using a two stage transmission scheme
introduced in [40].

We next start the proof by defining a normalized version of

the variational distance. For a given codebook C, and a given

eavesdropper channel state sequence { H(1), ..., H(n)} = h™,
the normalized variational distance d;n is defined as:
i o =
—Zw ) [ Ve 07 = s 7]
(91)
Clearly, we have
0< d;n (92)
Also, from (84) in Lemma 5, we have:
dipn ¢ < 4dg;, o + 8e (@), (93)

We then use Lemma 4 to bound d;n Note that Lemma 4
still holds when the eavesdropper channel is varying.
From (62) in Lemma 4, there must exist a constant ¢’, which

only depends on ¢ and € such that
Ec [d;}in,c} < exp(—cn).

Applying (94) to (93), we complete the first step in the proof
outline.

We next use the correlation elimination argument from [40]
and consider K codebooks, each generated as described in
Section IV-C. Denote the kth randomly generated codebook
with Cy. Since for different k, Cj are i.i.d., d’ are also
i.i.d.. These facts, along with (92), mean that the derlvatlon in
[40, (4.1)-(4.5)] can be applied here. In partlcular, the j, T';,
e and R in [40] corresponds to k, d;ln o ¢ and K here
respectively. Consider a positive sequence {e,}. Reference
[40, (4.1)-(4.5)] shows that if (94) holds, then for o’ > 0
and for n such that:

(94)

14 e¥e € < efn (95)

we have:

K
L ’
r (E Z d;;77/7ck 2 €n> S e_(a —1)Ken. (96)
k=1

Let o’ = 2. Then we have

K
1
k=1

Recall that S, is the n-fold Cartesian product of the set .S,
defined in Section IV-D. Therefore S}, has at most (2M +
1)2N7Nen components. Let |S7,| denote the size of the set
ST Then we have:

K
1 ~
Pr <F E d{'",Ck < En,th € S]r\l/[>
k=1

97)
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K
n 1 /
Z]. — |S]\I/[| Pr <F kg_l dfl",Ck Z €n> (98)

1 [Sfyle K. (99)

Recall that  and " were defined in (80) and (79) respectively.
When h™ ¢ S7%,, from (84) being upper bounded by (85) in
Lemma 5, we have that if

ng(r,r') < 1, (100)
then there must exist h'" € S%,, such that
d;"w,c < dpn ¢ + e "E) L ong(r,1). (101)
Therefore
1 & 1 &
o Z dan,ck < e Z dypn ¢, + e ") L ng(r,1).
k=1 k=1
(102)
From Markov inequality and (67), we have:
~Np(R(5)) < L
Pr ()\ck > bnKe ) <—. (103)
Therefore:
Pr (Ek ‘Ao, > 5nKe_"E(R(‘5/)))
K
<Y P ()\ck > 5nKe*"E(R(5/))) (104)
k=1
1
<=, (105)
n

Or equivalently

/ 1
Pr (/\ck < snKe "E(E()) | =1, K) >1——. (106)

We next choose ¢,, the number of codebooks K and the
variable M, which controls the size of the set S}, carefully
such that for sufficiently large n,
1) (95) is satisfied for o’ = 2.
K
2) % kZ::I dl*n,ck in (98) vanishes with high probability for
B e S
K
3) + > d-, ¢, on the left hand side of (102) vanishes for
k=1 e

h" ¢ S7,. Note that in order to use the bound (102) to
prove this result, (100) must be satisfied and the right
hand side of (102) must vanish as well, which relies on
2).
4) Xe,.k=1,..., K in (106) vanishes with high probabil-
ity.
Satisfying these conditions leads to the claim that there exists
K good codebooks.
A proper choice for €¢,,, K and M is as follows: Recall that
a(e) was defined in (81). «(€) was defined in (46) and (47).
¢’ was given in (94). For a positive constant ¢’ such that

e < (107)
g’ < ale) (108)
e’ < ale) (109)

2%’ < E(R(8")), (110)
the variables ¢,,, K and M are chosen to be:
€n =e " (111)
K = (112)
M =2, (113)

We first check if these choices satisfy (95). We observe that,
since ¢, > 0, the right hand side of (95) is lower bounded as:

e > 1+ e (114)

which, due to (111), equals:

/

1+ecm, (115)

Due to (107), we find (115) is greater than the left hand side
of (95) for sufficiently large n such that

14+e2e ™ <14e ™ (116)
Hence, (95) is satisfied.
Next we observe from (111) and (112) that
e K — gmeT T _ et (117)

We also observe that, due to (113), for sufficiently large n,

M 41 < '™, (118)
Hence,
S5y = (2M + 1)*Nr e < SNrNeeln®, (119)
Therefore, from (117) and (119), we have:
lim |Sy e " =0. (120)

n—oo
This means (99) will converge to 1 when n goes to co. Since
€n, 1S shown by (111) to converge to 0 when n goes to oo, we
K

observe, from (98)-(99), that + > dr, e
k=1 ’

in (98) vanishes
with high probability.

We next examine (102). We observe from (79), (80) and (82)
that ¢(r, ') decreases at the rate of 1/M which, according
to (113), equals e—2< ", Hence for sufficiently large n, we

observe that

—1.5¢'n —&'n __
<e = €n

ng(r,r') <e (121)

holds and (100) is satisfied.
Also, due to (108), we have

e ) e — ¢, (122)

If, for the h'™ in (102),

K
% > din e, < €ns (123)
k=1
then, from (121), (122) and (102), we have
1 K
= > di, o < 3en. (124)
k=1
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Hence, from (98)-(99), (120) and (123)-(124), we observe
there must exist K codebooks, where K is given by (112),
such that for any £ and h",

A, < ke "EE()) (125)

1 K

= > di, o < 3en. (126)
k=1

The variable ¢, is given by (111).

We next check if our choice of K leads to a vanishing A, .
By applying (112) to the right hand side of (125), we find it
equals:

5ne—n(E(R(5/))—25l). (127)

Due to (110), we find that the right hand side of (125)
converges to 0 when n goes to co. This means:

lim Ao, =0, Vk.

n—oQ

(128)

We next express (126) in terms of d,,,
have, from (93), for sufficiently large n:

¢, Dueto (109), we

126, = 12" > 8¢ (@), (129)
Hence (126) implies
1 & _
Zd we, < 246, Vh" (130)

k:l

Equation (130) concludes the second and third steps in the
proof outline.

We next use the K codebooks to construct the coding
scheme. Let the confidential message W be uniformly dis-
tributed over the set of {1,..., Np}. The encoder f,, used by
the transmitter is described as follows:

1) In the first stage, the transmitter chooses the value for
an integer K’ from {1,..., K} according to a uniform
distribution. Given W' = ¢, f,, outputs the label (¢, j)
computed by f,, ¢,

2) In the second stage, K’ is transmitted to the intended
receiver using a good channel codebook for the main
channel.

The decoder of the intended receiver first decodes K/, then
decodes the confidential message using v, c,, -

Let K’ be the result decoded by the intended receiver for

K'. Then

Pr(W7éW)

<Pr (K' ”] K) 4 Pr (W £ WK = K) (131)
K
—Pr (K' ” K') + % ]; Ac (132)
Since
Tim Pr (K ” K) —0 (133)

and (128) holds, we have lim,,_, .. Pr (W + W) -
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The variational distance for this coding scheme, d:.., is

given by

hn!

din Zd(pwpK'fﬁnycn s PWPK' [ g W) (134)
K/ K/

pK/ (k)X
Z < f ‘fhw yn ) - fﬁn’ffcvﬂw (ynlw)‘ dy" )

1 K
:E Z dfl"ﬂk'
k=1

From (130) and (111), we observe that (136) decreases at the
speed of e~ ™. Then from Lemma 7, we have:

(135)

(136)

lim sup I (W K’ Yﬁ”) =0.
n—oo fln

The limit in (137) converges exponentially fast with respect to

n. Let n’ denote the total number of channel uses. Then the
second stage takes no channel uses with no given by:

(137)

1 2¢’'log, €
Ng = R_010g2K = TOQTL,

where Ry > 0 is the rate of the conventional channel codebook
Cp. The first stage takes n channel uses. Therefore

(138)

21
n’zn—l—ng:(ﬂ—i—l)n (139)
Ry
Define ¢(¢’) as
2¢’ 1 B
e(e) = (w + 1) (140)
Ry

which can be made arbitrarily close to 1 by making ¢’ small.
Let Ygi denote the signals received by the eavesdropper
during the second stage. Then

lim supI(W Y )

n’—oo

i’

— lim sup! (W YY) (141)
n/ =00 fns h hr

< lim supl (W K’ Yﬁ”) (142)
n'—00

— lim sup ] (W;K’ ﬁn) —0. (143)
n—roo fl"

a(€)
2

Let ¢y = 0’ + max{2e,e +
then given by:

log, e}. The secrecy rate is

lim —H (W)

n'—oo N’

> {1 (X w0 (PA=9Y o Vi) aag)
oo ne(252)

NT RO’2

From (47), we notice (144) can be made arbitrarily close to

_ P
I(X¢;Ye) - NgC (NT Rag) . (145)

Therefore, the same secrecy rate as given in (25) is achievable
even when the eavesdropper channel varies from one channel
use to the next.
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Remark 8: In order to use the correlation elimination
argument from [40], we made three modifications to its proof:

1) Instead of using average error probability as in [40], we
use the normalized variational distance defined in (91).

2) In[40], only K = n? codebooks are used. Here, in order
to use Lemma 7 to bound the mutual information with
the variational distance, we use K = ¢ codebooks.

3) In[40], the index of the codebook used at the transmitter,
i.e, K', needs to be reliably communicated to the
receiver over an arbitrarily varying channel. In this work,
K’ is transmitted using a good channel codebook for
the main channel which is static. On the other hand, K’
may or may not be reliably received over the varying
eavesdropper channel. We simply assume K’ is revealed
to the eavesdropper in order to compute the lower bound
on the achievable secrecy rate which is our goal.

]

Remark 9: Recall that the eavesdropper channel state se-
quence does not adopt in an adversarial manner in accordance
with transmitted signals. This means the eavesdropper channel
state sequence is chosen without the knowledge of K'. [J

Remark 10: The actual distribution of the message pw (w)
is not needed to prove the secrecy constraint in (7). The
assumption that W is uniformly distributed is required only
when calculating the achievable transmission rate. [

F. Converse for Theorem 1

In this section, we establish the result in Theorem 1, by
providing the converse for the high SNR characterization of
the secrecy rate found in (145).

Since H can be arbitrary, when Nz > N, we can choose
H as [Ny x N> ONgx (Ni— g - The eavesdropper in this
case has perfect knowledge of the transmitted signal. Clearly,
the secrecy capacity is 0. ‘

We next consider the case when Np < Np. We use X/
to denote the ith to the jth component in a vector X. The
secrecy rate is upper bounded by [4]:

R, <1 (X;YD?) . (146)

When Ny > Ng, we assume H = [Dnjx Ny, ON g x (Np—Np)
for a diagonal matrix Dy« n,'*. Since H is arbitrary, we
choose H as [In, xNp, Onyx(Ny—nNy))- Then (146) equals:
I (X DaxnaX;'™ + 21X,

=1 (X, XN D X174+ ZIXTF ) (147)
=1 (X% Dvna XV + Z|X )

+ 1 (XN Do X0+ ZIX N7, XN7) - (148)
=1 (X% Dvna X1 + Z|X ). (149)

When  Np < Ngr, we assume H =
DNy x N Ong s (Np— )T fOr @ diagonal matrix D ;. x .-

14Else, we can perform SVD on H and transform it into this form.

We use the same H as we did in the previous case. Then
(146) equals:

(XD X7 4 207, 230, X0
=1 (X3 Dy, X[ + 277 |X]) +

I (X3 ZNE 1D, X7+ 217, X)) (150)
=1 (X Dwvpre X7 + 207 |X 7). (151)

Define N,,, = min{Np, Ng}. Then, in both cases, (146) can
be written as:

I (va’"’;DmeNmev’" + va’"’|vaE)

=1 (Xle; Y x N E) (152)
which equals:
I(X%;;l; Y1Nm XlNE)
=h(Yar | X)) + R X Y ) — (Y X))
(153)
<h(Yyr) +h(YVE I XYE YR ) — b [ X))
(154)
<h(YR ) + h(V P XY) = Ay X (155)
=h(Yory) + BZYE|XNE) = h(Z)m X ) (156)
=h(Yam,) + h(ZY") — h(Z) (157)
=h(Yyry) = h(Zy) (158)
=h(Yygi) = h(Yag, IXNE,) (159)
=I(XNT G Y)- (160)

Since we assume H of the original MIMO wiretap channel has
a full rank, D« . also has full rank. Hence the elements

m m

on the diagonal line of D are all positive. This means equation

(160) increases at a rate of O((min{ Ny, Nr} — Ng)C(P)).
Hence we have proved the converse of Theorem 1.

V. DISCUSSION
A. Interpretation of the Model and the Results

In our model, we assume that the eavesdropper channel
state can take any arbitrary value in each channel use, but
is not chosen adapting to the signals sent by the transmitter.
It is important to note that the secrecy proof relies on this
assumption.

In our achievability scheme, at the beginning of each code
block, the encoder randomly chooses a codebook from a set
of codebooks. It is possible that there exists a small number of
eavesdropper channel state sequences for which this codebook
does not secure this message. The key observation is that
the fact that the codebook choice by the encoder varies in
each block leads to the set of these detrimental eavesdropper
channel state sequences to vary from block to block. On the
other hand, since the eavesdropper channel state sequence
is not chosen with the knowledge of signals sent by the
transmitter, it is not changing adaptively to remain in this set.
This leads us to prove strong secrecy in this set up.
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does not change the fact that the equivalent channel still has
a varying joint distribution for its inputs and outputs. It can

wr S I /) be shown that the resulting coding scheme does satisfy the

) 1l . strong secrecy constraint in (7) for all possible eavesdropper
2 Y ,'I channel state sequences. However, the convergence speed of
ol ,/' | Ly Sy the limit in (7) is not uniform over these sequences. Due to

101

R_ (bits per channel use)

’ 8 ’
’
L ’ ’
w6 , F
‘ 6 v
4 ’
L ’ | ’
4 ’ 4k 4
’ X ’
s Achievable Rate G .
’ ’ Achievable Rate
2r g 1 2L ,
’ ’
. ’
4 4
-
0 i i i i oe f i i i i
0 10 20 30 40 50 -10 0 10 20 30 40 50

(a) Total Transmission Power (dB) §:1,52:1 (b) Total Transmission Power (dB) §:1,52:10

Fig. 6. Secrecy Rate for different total transmission power P. Ny = N =
2, Ng = 1.

B. Numerical Results

In Figure 6, we plot the achievable secrecy rate given by
(25) for different values of P. The secrecy rate is computed
when N = Nr = 2, Ng = 1. In Figure 6(a), the singular
values of the main channel state matrix are s; = 1,5, =
1. In Figure 6(b), the singular values of the main channel
state matrix are s; = 1,s9 = 10. As shown in Appendix H,
the secrecy rate for this antenna configuration can be upper
bounded by

min {10g2(1 + [s112P1), logy(1 + |52|2P2)}

subject to

(161)

P +P,<P,P >0P >0. (162)

In Figure 6, we evaluate this bound and compare it with the
achievable rate. The gap is between 1 to 2 bit per channel use.

C. Methods of Proving Strong Secrecy

As mentioned in Section I, in this work we prove strong
secrecy directly, as opposed to the indirect approach in
[28] which proves strong secrecy using an intermediate step
involving weak secrecy. There is other existing work that
prove strong secrecy directly, see for example [35], [41]. An
indirect proof in [28] has its advantage in that the proof
technique, i.e., privacy amplification [28], works with any
weak secrecy scheme irrespective of the channel model. Hence
it is beneficial to discuss the reason why this indirect approach
is not used in this work.

Given a weak secrecy coding scheme that spans over n
channel uses, reference [28] considers an equivalent channel
for which every n inputs to the weak secrecy scheme is viewed
as a single input to the equivalent channel. It then designs
a strong secrecy scheme for this equivalent channel. If this
approach were followed here, then the unknown and varying
channel would be encapsulated inside a universal weak secrecy
coding scheme to form the equivalent channel. However, this

this subtlety, the approach of [28] is not used prove strong
secrecy in this work.

Comparing with existing contributions that prove strong
secrecy directly [26], [27], [30], our proof method is different
in the following ways:

o Reference [30]: Both [30] and this work utilize the in-
formation spectrum method [37] to prove secrecy results.
The proof in this work differs from [30] in the following
aspects:

1) To prove the results in [30], it is sufficient to prove
that the left hand side of (61) converges to zero as
n goes to oo. Here, we prove it converges expo-
nentially fast to zero with respect to n to leverage
Lemma 7 to bound T (W;?”|ﬁ" =h").

2) In order to use the approximation argument from
[38], we need a uniform upper bound on the average
power of each codeword in the codebook. This was
used in obtaining (77) from (76). To obtain such a
bound, we have to sample from a truncated n-letter
Gaussian distribution, as shown in (43) and (45),
which complicates the analysis of the information
density. In contrast, in the setting of [30], it is
sufficient to sample from a single letter Gaussian
distribution.

The model considered by [30] is also different from
the model considered in this work in the sense that the
sequences of eavesdropper channel states in [30] must
have a known n letter distribution.

« References [26], [27]: Recently, [26] considered a general
varying discrete memoryless wiretap channel and proved
the existence of a universal coding scheme for this
channel for weak secrecy. Our work differs from [26] in
that we consider a Gaussian MIMO channel model. We
find it is possible to prove strong secrecy for this settings
despite the inputs and outputs being continuous. We stress
that for the unknown and varying channel setting, the
analysis for continuous alphabets do not follow from its
discrete counterpart with finite alphabets [26, Lemma 3,
Lemma 4]. Thus, care must be exercised in establishing
the results from scratch as evidenced by Section IV.

V1. CONCLUSION

In this work, we have considered secure communication
in the presence of eavesdroppers whose channel state varies
from one channel use to the next is completely unknown
to the legitimate parties. We have shown that when the
eavesdropper has fewer antennas than the transmitter and its
intended receiver, there exists a universal coding scheme that
can guarantee positive secrecy rates irrespective of the channel
state sequence of the eavesdropper. The proof utilizes artificial
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noise, the information spectrum method and the correlation
elimination argument.

We have derived achievable secrecy rates for the MIMO
wiretap channel, and achievable secrecy rate regions for the
two-user MIMO MAC wiretap channel and the two-user
MIMO broadcast wiretap channel where the transmitter(s) and
the intended receiver(s) have the same number of antennas. We
have also derived the secure degrees of freedom, and the secure
degrees of freedom regions for these channels by matching the
converse to the achievable rates in high SNR. These results are
derived in the sense of strong secrecy.

As future work, it is of interest to consider MIMO MAC
and MIMO BC wiretap channels with asymmetric number of
antennas, for which a time sharing scheme is unlikely to be
optimal and the effort in this paper could provide a foundation.
In this work, we considered the case where conditioned on
a given sequence of channel states, the eavesdropper chan-
nel is memoryless. The corresponding channel model with
memory deserves further investigation. Finally, we note that
in this work the eavesdropper channel sequence is “arbitrary’
but is not chosen adaptively, in an adversarial manner by
the eavesdropper based on the previous signals received by
the eavesdropper. The multiple antenna channel where the
eavesdropper can adaptively choose its channel state in an
adversarial manner is future work.
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APPENDIX A
PROOF OF LEMMA 2

Through data processing inequality on variational distance
(see Lemma 11), we have:

/ ‘fﬁn,?g (y") - fﬁny% (y™)| dy™

< [ |#x (0 = ey (@] o (163)
whose right hand side can be upper bounded as:
[ s @) = fxg )] " (164)
:/ ‘f)_(’é (mn) _ fx% (xn) dx7L+
lan|?>P
Lo Je @ = g @] o (165)
% llzn?<P

n

<f fry @) da"+ [ fxp (@) do”
Lllan > P Lllan|*>P

n n

t [ e - g | ase
Lzn2<p ! ¢
<(1- Nn,€)+
R O B Cl | R €T
Lljz||?<P
<(1 = pine) + pp e — 1 (168)

=Hre — i, (169)

From (46), we can choose sufficiently large n, such that ¢, ¢ >
1/2. For such n, we have

Nv_L,lé — Hn,e
k(1) (170)
<2(1-p2,) (171)
<4 (1= pne) < de noler), (173)

Therefore (163) is upper bounded by 4e (7). This con-
cludes the proof of the lemma.

APPENDIX B
PROOF OF LEMMA 3

Recall that P was defined in (24). Define P’ and P” as
P(1—¢)
Nt
P’ =P +o°

P = (174)

(175)

We prove Lemma 3 when " is a sequence such that H(i) is

given by (34). The case where H(¢) is invariant with respect

to 7 is a special case, and does not require a separate proof.
We begin with:

Hfﬁnj(‘x (?ZIXZ)
i=1
- - _ 2

(7TO_2)HNE 0-2

(176)

where h"X"™ is written using the notation defined in (32).
If we choose X" £ X7 and the channel matrix sequence
H" = h" given by (34), Y7 is a rotationally invariant com-
plex Gaussian random vector with zero mean and covariance

matrix P"'I:
2

Y0 1 H?n
Fan (Y ) = e P | (177)
Therefore
1. TN N
o XYy ( é7Yé)
Pl/
=Nglog, <?)
~ 2 - -~ _ 2
Ve (e -Eexe
+ ol =72l el B log, e.
(178)
Define N as
N" =Yg — h"Xg,. (179)

Then we have:

1. TN N\ < Y,
Pr (gzﬁnx@?g( & YE) > 1(Xa: Ya) + 5)
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Nglog, (P—z
~7L 2 ~7L 2

=pr| L falFell a N }nge (180)
>I(Xc;;?(;)+5
Npl ( ’)+ I%ell”

—Pr 17082 no P (181)
I(XG§YG) logze” ” te

Note that

_ _ P
I(Xg;Yc;) — NE log2 <?)

= Nglog, <1 + M) — Nglog, <1 + M)

NT0'2 NT0'2
=0. (182)
Define ¢/ = ¢/log,e and N’ = N/o. Then (181) can be
written as:
? 2
Pr n_ P > HN/ || +¢
132
<Pr|- S > —||N"|T 4| (183)
-~ _ 2
h"X7 /
1 G P ny 2
=Pr| -0 > — N1+’ (184)
e 2, P
m /
=Pr| —"—p >EHN "+ 5| (185)

Define & = £7¢’. Then for a fixed positive constant e, (185)
can be upper bounded by:

Lygim
Pr (E IN"||* < Ng(1 - 52)>

+Pr <l ||N'"H2 > Ng(1 - 62)) X
e [ #TEL S e

186
LN > Ng(1 - ) (189)

The first term in (186) is negligible. This is shown by noting
N’" is a zero mean Gaussian random vector whose covariance
matrix is I. Hence, from [33, (B1)], there exists a(e2), such

that
P N 1- —na(e), 187
r(nNEH P < 52><e (187)
The second term in (186) is upper bounded by:
VIERE 1 a2
pr 7w P [N+ &
w N7 2 Np(1 - e2)
Brxz
< }L|T,G > Ng(1—e2) +¢” (188)

4[N 2 Np(1 )
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-~ _ 2
) ‘hnxg )
=Pr o J22 > Ng(1 —62)+€ (189)
pr L | e 2 > (1—e) 4 = (190)
_pr _ £
nNg| P! 7 Ng

Since B’i takes the special form given by (34), each compo-
nent of 22¢ js a rotationally invariant zero mean complex
Gaussian random variable with unit variance, regardless of the
value of h" and these components are independent
Therefore, for e3 > 0, we have: if 1 —ex + = > 1 +¢3,
i.e., e” > Ng(es +e2), there must exist a(es), such that [33,

(B2)]:

1 flan el
Pr| —— G 1 & —nafes)
"\ g VP’ > (1 =)+ NEg = ¢
(191)

We have obtained an exponential bound on both terms of
(186). Finally, we let ¢’ = Ng(e3 + €2) and 2 = €3, which
implies ¢ = 2Nge; log, eL and

) < 26—71,(1(62).

(192)

prl ™ 7, Xnyn (X% ?")
(Xg, YG) +2Ng 10g2 eP,, €9

Hence we obtain Lemma 3.

APPENDIX C
PROOF OF LEMMA 4

A. Supporting Results

As in [30, Appendix I, Section D], we can use the sym-
metry property of the random codebook ensemble and write:

pr(w)/ ‘fﬁnyg ") = fan wmw (ynlw)}dy”]

=E¢ {/ ‘fﬁ{(c (y") — fﬂ,nglW (y”|1)‘ dy”] )

For the sake of completeness, we provide Appendix E for steps
to obtain (193).

For (193), we have the following lemma.

Lemma 8: [37, Lemma 5] [30, Lemma 6] For any positive
sequence {/,, > 0} and a fixed codebook in the ensemble, we
have:!®

[ Vg2 0 = Fi s 0710 "
fﬁn,YgIW (Yg’W:1|1)
fin 5n (Yg,wzl)

Ec

(193)

<
~ logy e

Hn + 2Pr 10g2 > Hn

(194)

where ?g}wzl denotes the random variable whose p.d.f. is
Fin sz (" 11).

15The dependence of p,, on n is useful when proving Lemma 3. See (213).
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The second term on the right hand side of (194) can be bound
with the following lemma.
Lemma 9: For any positive u,, let 7, be

fipIn2 =1
S Fne (195)
2
If ,, > 0, then we have:
fﬁn,?g|w (YQ,W:1|1)
Ec | Pr |log, — > Ly
fﬁ" Yz (Yg,wz1)
< p, H{A+B+C} (196)
where
by (%692)
A é Pr n"hn X2YL G (197)

> ] (Xc;?a) +o4 2 —logy T,

A 1. XN VN Y v
B2 Pr [Ezﬁnxg?g (X, ¥8) > 1 (Xai Ya) + 6}

(198)
1, YN Vn
U iy (R0 2) >
C2 5 |pr| " ReYe Gé “ 4+ 9-m9/2
Tn I (Xg;Yg) + 2
(199)

The variable ¢ is the codebook parameter used in (49)-(50).
Remark 11: The proof of Lemma 9 is adapted from [37,
Proof of Theorem 4] 6. The difference is that, [37, Proof of
Theorem 4] would require the expectation to be taken over an
ensemble whose codewords are sampled in an i.i.d. fashion
from a Gaussian distribution, since (196) is evaluated for this
distribution. In Lemma 9, the expectation is over the ensemble
whose codewords are sampled from @ .., which is close to
but not equal to a Gaussian distribution. This difference leads
to the term unyﬁ in front of the upper bound given by (196).
0
Proof: The proof is provided in Appendix F. Combining
(234) and (256) yields (195). |

B. Proof
Since p.,, > 0, we find that (195) is lower bounded by:

tnIn2 41
2

From (46), we can choose a sufficiently large n such that
Hnz > 1/2. This means L - e < 2. Since from (46), 1 — i, ¢ <
e~ we have

—1
- Mn,E

(200)

[t — 1 < 2@, (201)
Applying (201) to (200), we have
_ 9e—na(e)
py > HnIn2 = 2 . (202)

- 2

The remainder of the proof entails finding an upper bound
for (196), which will lead to an upper bound on (62) via
Lemma 8. (196) can be bounded using Lemma 3 if its
conditions are satisfied. This means that, for a given £ > 0,

16See also [30, Lemma 7].

17

we require the following three conditions to be satisfied for
all n

o> (203)
1

o+ - logy T, > € (204)

7 >0 (205)

Suppose all three conditions are fulfilled, then the three terms
in (196) can be bounded as follows. The third term, as shown
in Lemma 3 and using (195)-(200), can be bounded as
s
]
+92- néd/2

1l
1 (206)

T (nIn2 4+ 1 — g1y, k)2

On the other hand, if (203)-(205) hold, the first two terms
in Lemma 9 are all bounded by e—"<'(<). Therefore, from
Lemma 9, we find

fﬁn,?g\w (YZZLH)
- > pPn
fan 5n (Yé)

’ 4
ik 2670 ¢
’ (pIn241—

Then, from Lemma 8, we have

Pr { Lh” Xn¥n (Xg,?g) > 1 (Xc;;?g) +

(efna'(e) + 27716/2)'

E¢ |Pr |log,

<

(efna'(e) + 27716/2)

[in )2
(207)

e | [ s, 07 = fie s 0710 "

) 26_"0/(6)4-
2t 4 na(e) L g-niszy |- (208)
Gt 2 +2777%)

From Lemma 2, we have

/ [fam g €

Finally, from Lemma 1, we have

~ fan gy (") ldy™ < 47" (209)

Ec [dﬁn,c] <

Y () /

Ec

ety ) = Fio gy (") dy”

n

<Ec

Jinn W) = fan wmw (y"|w)‘ dy

-2 %:Pw(w) /y

42 [ | g 07) = i gy )] o (210)
<
~log, hn ™
. 26—7La’(e)+
4#7_1,5 4 —na'(e) —ndln2/2
TP EAEG te )
+ 8¢, (212)
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We then shown that if § > 2e, then (203)-(205) can be
satisfied. In order for the bound given by (212) to be small,
we choose p,, such that it decreases exponentially fast with
respect to n. In order for the second term in (212) to decrease
exponentially fast with respect to n, we can choose

@ (6) 5ln2 a(e)

}—|—en2.

—-n min{

o = € (213)

The term e~"“5> ensures by (202) that 7, stays positive,
which is required by (205). As shown by (202), this means
for sufficiently large n, whose lower bound only depends on
€, we have:

> i —nnun{ « 45)7%} > le_n«iléﬂ (214)
or equivalently for sufficiently large n:
1 0ln2 0
——logy 7, < - log, e = 3 (215)
n

Hence, we can choose ¢ such that § > max{2e, e + 8} then
(203) and (204) hold. Note that 6 > 2¢ implies § > ¢ + 3
Finally, for the above choices of u, and §, we note that
both (212) and (208) decrease exponentially fast with respect
to n. Hence, we have the two inequalities stated in Lemma 4.

APPENDIX D
ALTERNATIVE PROOF OF LEMMA 4

A. Supporting Results

Define the total variance between two probability distribu-
tions f and g as

17— gllry =+ / (@) - g(2)|de (216)
~ sup / (f(z) — g(a)de.  (217)
A JzeA

Note that the two definitions, (216) and (217), are equivalent
[42, Section 4.1]. Define iy, Xnyn 8 in (60) except that G
is replaced by T therein.

We will need the following three lemmas.

1) Lemma 10: Corollary VI1I1.2 from [39]:

~ ~ L Y "
ECHfh",Y%(y ) fh",Y'EIW(y |w)HTV

27‘

. o 1
<Pr (ZB”,X;?; (X7, Y7) > 7') T3 Ne

where

(218)

o (1%¥er+ 1),

2) Lemma 11: Data Processing Inequality for variational
distance [43, Lemma 2] [44, Lemma 1] [45, Lemma 8]
[42, Problem 4.3] Let D, D’ be two distributions over a
domain Q2 . Fix any randomized function F' on €2, and let
F (D) be the distribution such that a draw from F'(D)
is obtained by drawing independently = from D and f
from F and then outputting f(z) (likewise for F(D’)).
Then we have

I1F(D) = F(D'

(219)

Npy <D —=D||. (220)

IEEE TRANSACTIONS ON INFORMATION THEORY

3) Lemma 12: [46, Lemma 3.2.1] Let {U,,} and {V,,} be
arbitrary sequences of random variables taking value in
a source alphabets {Z,,}. Let v > 0 be an arbitrary
constant. Then, for all n =1, 2, ... it holds that

Pry, (Uy,) _
~ log U)o Loy
{ & Prv, (Un) — 7} =
B. Proof

Our goal is to show that for any message value w,

Be [|[ £ 53 ") = fio g2y (07 )

for some ¢’ > 0 which does not depend on w. This yields
(63). (62) follows by applying Lemma 2 to (63).
To prove (222), first, we note that

(221)

< 7C/n
TV} <e (222)

= ‘fﬁn)_(g - ffl",)_(;’;

(b) _
< 2677104(6)

Hfﬁm)'(g?g ~Janxpvy TV TV

(223)

where (a) follows because fﬁn,?g\ig = fﬁn’?%p—(% ahd
(b) follows from (164)-(173). By Lemma 11 where F' is
chosen to be a deterministic function i, Xn¥n (+), this
implies the total variance between the dlstrlbutlons of random

n n n
variable iy, X?;Y?;(XT,Y ) and Lip, XWYW( ,Y)
upper bounded by 4e ", Due to the equwalent definition
of total variance given by (217), we have for any «

Pr( Uhn X0 Y7, (X2, Y1) > a)
—Pr( i g, X, YE) >a)

Note that for any «, v > 0, we have

]. . SR Y2
Pr (Elfln,xgt?; (X7, Y7) > O‘)

< 2677104(5) )

(224)

1 - 1. fanen (Y1)

=Pr —Z'H,L )_("?"( %,Y?) — 1 L >«
n bXEYE n fh" - (Yn)
fhn‘y% (Y;’})

%log7~>a

1. < 2
Zzh”,Xng (XTv YT) Ton 9n (Y2
< Pr G

- Sim g (Y3)
1 nnvp YT
and ;- log 7]3;,7 ey

ngn (Y7
+Pr<1 fhyi()g_fy>

> —y

fhn vn (Yn)

1 _
< I S n n _ —ny
<Pr (nlh",Xng( YR > a 'y) +e

1 . B e Y2 —ny —na(€)
<Pr (ﬁlh”,f%Yg( & Y8 > oz—fy) +e ™M+ 2e
(225)

where the second inequality follows from Lemma 12 and
the last inequality follows from Equation (224) In particular,
Choosing a = I(Xg,YG) g and v = ¢ in Equation (225),
and using Lemma 3, we see that the flrst term on the right
hand side of Equation (218) vanishes exponentially fast. The
second term of Equation (218) vanishes exponentially fast by
definition of N¢.

0018-9448 (c) 2013 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See
http://www.ieee.org/publications_standards/publications/rights/index.html for more information.



This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI

10.1109/TIT.2014.2359192, IEEE Transactions on Information Theory

HE AND YENER: MIMO WIRETAP CHANNELS WITH UNKNOWN AND VARYING EAVESDROPPER CHANNEL STATES 19

Remark 12: Define [46]

(X3 V) =

. . 1 Sn O

inf{a| nh_{r;o Pr (Elﬁ’ﬂx%?¥( YT > a) =0}. (226)

Then (225) implies that T(X2;Y2) < I(Xg: Yo).
|

APPENDIX E
PROOF OF (193)

Let X7 denote the random variable that is uniformly dis-
tributed over the codebook C. Recall that E g[A] denotes the
expectation of A averaged over B. Recall that z7'; denotes
the codeword in the codebook that is labeled with (¢, j). N¢,
defined in (50), is the number of codewords mapped to the
same message value. Since j is uniformly distributed, we have:

o _Z pw (w) / [z, ) = Fio g (0" ) dy"]

fﬁn’?g (yn) -

=FE¢ dy"

zw:pw (w)/

N¢
= Zl fanzmixs (0120 5)
j=
(227)
N¢
=S ow () [ T] fs (at)
w J=1
fﬁnj{g (yn) -
/ 1 Ne n|,.n
No J; T 1% (0" 170,5)

n n
dy dmw,j,j:l...Nc

(228)
Nco
Jin gn W") =
5 n|,.n dy™dx? . _
/ NLcjglfﬂn’?mxg (y |x1,j) 1,j,j=1..N¢
(229)
Nc¢
:/Hf’_‘% G
Jj=1
ffln7?g (yn) —
5 n|.n dy"dxy ; _
/ NLcj:1fﬁ"’?3|5(2’ (y"]a7 ;) 1j.j=1...Nc
(230)
Jin 5m (") =
:EC / No | o dyn (231)
NLC Zl f}-‘"’?ﬁ\ig (y |$17j)
j=
e [/ [ Fin 5 ") = Fio g 711)] dy"] (232)

which is (193).

APPENDIX F
PROOF OF LEMMA 9
Recall that No was defined in (50). As in [37, Proof of
Theorem 4], we begin by defining random variables X",
X7, ..., X% and Y™ such that

1) The distribution of X" is given by Qxx.-

2) The distribution of Y conditioned on X™ is determined
by the eavesdropper channel.

3) X7,.., X%, are i.id. and the distribution of X7, ;j =
1,...,N¢ is given by Q)—(%. X7, ..., X}, are indepen-
dent from Y™.

Then, we have [37, Proof of Theorem 4, (4.2) (4.3)]:

fﬁn,\?'g\w (YE”,W:1|1)
Ec¢ | Pr |log — > fn
L fﬂn,?g (Yg,W=1)
1 (XY
SPI‘ N—021h”"xGYG (X Y ) > Tn:| +
[ 1 Nc X n
Pr|— S omsena(O¥ ) o) | (233)
where ¢z, and 7, > 0 satisfy
2Ty + Con = 2Hm, (234)

The values of ¢, ,, and 7,, will be specified later.

Let 1{a > b} denote the indicator function that equals 1 if
a > b, and 0 otherwise. For the first term in (233), we can
write:

_ [ % @) T g (472) (235)
— /1 {NLCQW xpvg @V Tn}dx”dy”
oo [ @) fe g, (07127 (236)
~Hn.e / {2 xeve ) sk oy
-1 L ign gnvn (X2 Y8)
Sun’EPr N—2 R gel > Ty (237)
C
1. _ . (_n Yn)
U n<n , >
ik Pr | 1 RETEATE Y (238)

I (Xg;?g) +6+ %logQ Tn

where (238) follows from (237) by applying the expression of
N¢ in (50).

For the second term in (233), we follow [37, (4.4),(4.5)] and
define the following random variables conditioned on Y™ =

n-

Y.

Vi (") = 27 v (X507) (239)

Zn,j (yn) = Vn,] (yn) 1 {Vn 7 (y ) < NC} (240)
1 e

Une (") = =D Vay (¥") (241)
¢
1 e

Tne (y") = No Znj (y") (242)
j=1
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With these notations, as in [37, (4.6)], we can write:

1 e sngn (X7 S

Pr N_c;2h XCYC(J )>02,n—|—TnY':y”
—Pr [UNC ( ) > ot Y =y ] (243)
oo () o () o)

+Pr (TNc (Y ) > o+ T Y =y ) (244)

For the first term in (244), we can write [37]:

Pr(Twe (¥7) # Une (¥7) [¥" = 4")

< NZ Pr(Zuy (¥7) # Vo (¥7) [¥" = 9] (29)
p
—Ne Pr [le (3?”) > Ne ‘?” - y”} . (246)
Equation (245)-(246) implies
(s (%) £ 0 (57)
Ne Pr [vm (3?”) > NC} . (247)
On the other hand, we have:
Ne [Pr [v (3?”) > NC”
—Ne [Pr [275"&‘%?% (xm¥7) NCH (248)

fxn (27) [ Y Xn (y"[z")

n ., n

1 {2 an, xnyn(x ™) > NC}

S/,L,;}ENC‘/{ f)_(" ( )fhn Y’IL‘X'IL (y |IL' )
(250)

n s g @y
1 {2 IS > Ng }
As shown in [37, Proof of Theorem 4], (250) is upper bounded
by:

1. v N ¢ V
finc Pr { U XY ( GaYG) >1 (XG;YG) + 5] :
(251)

} dz"dy"™ (249)

dz"dy".

This, along with (247), means

Pr (Twe (Y7) # Une (V7))
Shp e Pr Eiﬁn,ig\?g (_2’;,?8) >1 (XG;?G) + 6] .
(252)
For the second term in (244), we can write [37, (4.7)]:

ETne (y")] = EZn1 (y")] =

/fxﬂ 'Lh'n X" Yw (m :y )1 {21'];7,,1)—(8?8(9:”,7/1) S NC} dl‘n

(253)
(254)

< fp e (255)
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We choose ¢ ,, as

Then, following [37, (4.8)], we have

Pr (TNC (?n) > Con + Tn

C2.n

Y" :y")

=Pr (Tne (y™) > con +Tn) (257)
<Pr (TNC (yn) -E [TNC (yn)] > Tn) (258)
<L var (Twe (4™) (259)
SB[ 5-22.07) (260)

The expectation in (260) can be upper bounded by:

B [N 2.0 ")} -
Ne /f " Jin, Y |Xn (y"[z" )Zi,l (y")dx"dy"
(261)

_i f)_(" (xn) fﬁn,?np_(n (yn|xﬂ) } n n
o / { (Vor (") 1 Vs (57) < Ney? [0 W

(262)
Sz (@) fian sy (U7 27)
_ L / i xp e (0" * Lanay
N¢ . {21'5,,7 nen @, y”)<Nc}
(263)
Sz, (@) fn g %0 (4" |27) )
<M71*L 2iﬁn XY (™,y™) d.l?ndyn
=Mn,e :
Ne ( 1{2hn s (@ y")<Nc} )
(264)

As illustrated in [37, Proof of Theorem 4], equation (264) is
upper bounded by:

1. _ XN Vn
nlhn XL Yn (XGvYG) >

-1 —ng
Pned 272 +Pr el . (265)
h 1 (XG;YG) + %
This means
Pr (TNc (?n) > Con + Tn)
_1, l'-" ST X’n ?n) >
et [ty | Wiz (R0 V2
Tn 1 (XG;YG) +3
(266)

Substituting (252) and (266) to (243)-(244), we observe:

ZNC (x.%7)

ign gxngn (XY™

Pr o 2B XEYE > Cop+ Th
C

—1

/j’n,E
2
n

<Mn15P1"[ Ui X T <_?; Y2
1
9" L pr| "
I

(267)
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Applying this result along with (235)-(238) to (233), we obtain
Lemma 9.

APPENDIX G
PROOF OF LEMMA 5

As we had for Lemma 3, we prove Lemma 5 when H" isa
sequence such that H(4) is given by (34) and the eavesdropper
channel is given by (39).

Let f;.. be the conditional p.d.f. of the eavesdropper channel
implied by (39) when the channel matrix sequence is H" =
h™. Let h'" be its quantized sequence in Sys. Consider the
case when Y™ = y , X" = z" and H® = h" such that

L —hre|| < r2 Then we have:

no?

|log fin (y"2") — log fan (y"]2")|

1 ‘yn_ﬁnxn 2_

T2
Recall that h} = h™ — h'™ and A, denotes the ith row of
matrix A. For a matrix A that has IV rows, let [A4,..., An]
denote a row vector formed by concatenating all rows of A.
Let (x,y) denote the inner product operation for the complex
vector space. Note that y™ is a Ng x n matrix here. Hence

y» — || — [ly» — 02 ||?| in (268) can be
upper bounded by:

(268)

Jy" —h

the term

N
92 Rei<y§’—ﬁ?m", n n> _'_ZH (269)
Ng
<2 Z< — h"a", b > +Z\|h 1> (70)
) h?x hxlx
| 1>
(Vs —th z") J { h} n,z" J
+ Z |hg 2| 271)
i=1
<2 — hran H:c A (272)

where in (272) we use the Cauchy-Schwartz inequality. By
applying (78) to (272), we observe that (268) is upper bounded
by:

ng(r,r') = nr'(2r +1r'). (273)
From Lemma 1, (58) and Lemma 2, we have:

dﬂn C

<23 ) [ [y 0 = S (1) "
’ (274)

<23 o) [ [figp 07) = Fi s 07| do”
+ éﬂe—m(a. (275)

Hence we have obtained (84) in Lemma 5.

Recall that S?g is the signal received by the eavesdropper

if X™ = X¢g. Since H(:) always has the form given by (34),
we have

fan s W) = Frm 5n (7). (276)

Therefore, the first term in (275) can be written as:
2E:PW(W)/ ‘fhmj(g (y") — fﬁvL,Yg|W (yn|w)‘ dy"
<23 pw @) [ [fae s 0710) = e (") "
w

+ Zsz(w)/ ‘fh'",ﬁ?g (y") - fhm,?g|w (yn|w)‘ dy"™.
’ (277)

Recall that we label each codebook with (i, 7). In the encoder,
we let W = ¢ and let the distribution over j be p;, which is
uniform. We denote the codeword with label (w, j) by z7, ;
Then, each term inside the sum over w in the first term of
(277) can be upper bounded as:

/ [ gz (0°10) = Fum e (07" 10) | ™

<ij/

The term inside the sum over j can be upper bounded by:

/ ‘fﬂn,\?np‘(n (yn|$2;j) - fh/",i(np‘(n (yn|$ﬁ;j)‘ dy"

Jin Y Xn (y |$wy)

dy".
Jorm o %n (e J ) Y

(278)

(279)
_ fin s 0P12) = [
L |lyn—hnan ||*>r2 fh”’ Y |Xn (y" |, ,])
+/ fh’7 Y“|X” (y |xU)j) dyn
yn—hnan ||?<r? Jom gnjxn ("7, )
(280)
= / s Janwnze (0" 70,5) Ayt
Yy —hna’ " || >r?
5 fh Y| X ( n|$$,j) dy™
el et >
L |Jyn—hnar ||*<r? fh’" Y X (y |$w _])
(281)
Note that from the triangular inequality, we have:
—He, |
SHy o R [ S EE | (282)
<|ly* =n"ay ||+ ov/n. (283)
The last step foIIows from (78) and (79).
—h"an ’ > r2 implies:
5 |l =" P> -y (284)
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for
r>r. (285)
This means that if (285) holds, (281) is upper bounded by:

2

n_hran ||
no Y stfl >

o
;2

no

r2 fﬁﬂ'v?n‘x” (yn|xﬁ):ﬂ) dyn

forn o0 ("120,5) dy”

yn_hlnﬁfzd ||2>(7,._7./)2

+/ Jin %m0 (yn|xﬂ,j) ~an.
7Lc172 y”—};”xZMJH2<T2 fh/’n"?nl)_(n (yn|x$7])
(286)
Hence, if » > ' and
(r—7")? > Ng(1 +¢) (287)
then (281) can be upper bounded by [33, (B2)]:
26—7za(e)+
/ f1~1n7§'n|)_(n (yn|$:}),g) dyn
5 ZI"—B"?/Z;,J-H2<T2 _fh’",?"\)_(” (yn|leu7j)
(288)
The second term in (288) can be upper bounded by:
Jin n %0 (y" | ;) — "
~ 2 f - ( n|xn ) Y
Py Hy"*h”IZJH <r? nn Y xe Y 1T,
fﬂn,?nlin (y"lxﬁ)7j)
ol y”—h";c,’u’;’j” <r Tan gn xn (y"|xzd)
(289)
- 2
Recall that when —L; [y — hran ] < 12, from (269)-(273)
we have
1— e"g@"ﬂ") S 1— fh/”L"?’!L‘X’IL (y |-’L’w’j) S 1_ 6—71/9(7"77'/).
fﬁn7§'n|)_(n (yn|$Z)’j)
(290)
Since g(r,r’") > 0, we have
o< |y Swrgmxe (01505)
o ffln,j(np—(n (yn|x2;,])
< max{e”g(T”"’) -1,1— e_"g(’"”ql)}. (291)

Note that 1 — e < 1 when = > 0. When 0 < z < 1,
e® —1 < 2x. Hence as long as

ng(r,r’) <1 (292)
we have (289) upper bounded by:

/.

no

<2ng (r,r"). (293)

Therefore as long as (285),(287) and (292) are satisfied, (279)
is upper bounded by:

[ s s 071625) = fun g0 (07l | o

iz (07125.5) 2mg () dy”

‘ 2

n __ ~7L n
y"—h T, j

5 <r
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<2e7 ") 4 ong (r,1'). (294)

Applying this result to (277), we have
2ZPW(U))/ ‘fﬁnyg ") = S zmw (y"|w)‘ dy"
<4e"E) 4 Ang (r, 1)

+2 ZPW(U})/ ‘f m ¥ (y") — fom gmw (yn|w)‘ dy"
N (295)

and, we obtain (85) in Lemma 5.
Since h'™ € Sy, we can apply (68)-(69) to h’™, and bound
(295) by:

4e—n(E) + 4ng (r, r') +12(2M + 1)2NTNE exp(—cln).
(296)

Applying this result to (274)-(275), we obtain (86) in
Lemma 5.

It remains to check that (285), (287) and (292) are satisfied.
This is guaranteed by the definitions of » and »’ in (79) and
(80) and the condition (83) in the Lemma 5. Hence we have
completed the proof of Lemma 5.

APPENDIX H
PROOF OF (161)

Let X, X5 denote the main channel inputs and let Y7, Y5
denote the main channel outputs after performing SVD de-
composition. Hence Yy, = s X + Zi, k = 1,2, where Zj, is
the channel noise. Then we observe the secrecy rate is upper
bounded by

min {

where fx, x,(z1,22) denotes the probability density distri-
bution of X, X5. The two mutual information terms in (297)
come from assuming the eavesdropper receives X; and X,
respectively. The bound (297) is upper bounded by

I(XI;XQ;YI;}/QLXI)?

max
fxq,x5(x1,22) I(XlaXQ;YiaY2|X2)

E[|X:|2+|X2[?]<P

} (297)

max
Pi+Py<P,P,>0,k=1,2

max I(X1, Xo;Y1,Yo|X1),
fxi.x5(w1,22)

E[|Xy|?| <Py k=1,2

i max 1(X1, X231, V2| X5) (298)
fxi.x5(w1,22)
E[|X ]| <Py k=1,2
which is (161).
APPENDIX |
WEAK SECRECY PROOF WITH A STATIC EAVESDROPPER
CHANNEL

The proof for weak secrecy differs from that of strong
secrecy in Section IV-D. Additionally, different from previous
weak secrecy proofs, one has to exercise care in ensuring
that the equivocation constraint is satisfied for any (unknown)
eavesdropper channel gain. For these reasons, we provide the
proof here. We show the existence of a codebook composed of

0018-9448 (c) 2013 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See
http://www.ieee.org/publications_standards/publications/rights/index.html for more information.



This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI

10.1109/TIT.2014.2359192, IEEE Transactions on Information Theory

HE AND YENER: MIMO WIRETAP CHANNELS WITH UNKNOWN AND VARYING EAVESDROPPER CHANNEL STATES 23

sub-codebooks each of which is a good channel code for the
eavesdropper channel'’” whereas the entire codebook is a good
channel code for the main channel. These properties allow us
to bound the equivocation as in [17].

The 27% codewords are sampled from (43) as in Sec-
tion IV-C where R is

R=1I1X:Y) - 26,. (299)

and {0, }, which will be specified later, is a positive sequence
that converges to 0 when n goes to co. The number of bins and
the number of codewords per bin however differ from those
in Section IV-C, i.e., we now have

NB — 2"L(R—I()_(§?)+6n) (300)

(301)

The intended receiver uses the same decoding rule as in
(51). We also define a fictitious decoder ¢ used by the
eavesdropper whose channel state matrix is h. The decoder
computes j, the codeword index, given the bin index i = ig
and Y™ = 3", and is a maximum likelihood decoder:

g =B .

No = 2n(]()_(;?)—6n).

¢ (") = arg _min (302)

'”’iovje

We use n;; ;i to denote the error probability for the eavesdrop-

per to reliably decode j given i and Y when the channel state
matrix is h.

Let the distribution of 4, j as p; ;. Then we can define the
average probability of decoding error, 7, as

U Zpi,j(iaj)nﬂ,j\i'
]

In (303), p; ; is determined by the encoder f, used by the
transmitter, which we shall specify next. Let the confidential
message W be uniformly distributed over the set of {i}. Given
W =1, f, selects a codeword from all the codewords with
label 7 according to a uniform distribution. With this encoder,
we note that p; ; is uniform, and therefore

H(X™) = nR

(303)

(304)

For the intended receiver, we simply follow the definitions
of the probability of decoding error in (52)-(54).
First, we have the following lemma.
Lemma 13: For the codebook ensemble described above,
Ec|[n;] is the same for all h.
Proof: Consider two eavesdroppers, whose respective
channel matrices are given below:

h = [I,0]U,

' = [I,0]U..

(305)
(306)

Let C; be any codebook from the ensemble {C} described in
Section IV-C. Let Cs be

Coy = U2_1U1C1
= {Ugllen,xn S Cl}

(307)
(308)
"That is to say that if the eavesdropper knows the transmitted signals are

restricted to a certain sub-codebook, it can decode the transmitted confidential
message reliably.

Define the probability density function of a codebook, f(C),
as

r©) =I@x: @} (309)
4,J

Since a unitary transform does not change the L, norm, we
have

f(C1) = f(C2). (310)

We also observe from the maximum likelihood decoder (302),
that the value of n; for a given codebook C, ng(C), only
depends on the set hC, which is defined as:

hC = {hz" : 2" € C}. (311)
Since
hC; = h'C,, (312)
we have
15(C1) = g, (C2). (313)
Let U’ = U, 'U,. Then we have
Eelig) = [ 15 (@) F (€0 dC, (314)
= / 15 (U'C1) f(U'Cy) dCy (315)
- [ @)1 €, (316)
=Ec[ng]- (317)
m

We again quantize the channel gains of the eavesdropper
channel. Let us construct the same finite set S, we used in
the strong secrecy proof.

From [34, (7.3.22)], we know that there exists an error
exponent F(R) > 0 such that, for some ny,

A = Ec¢[Ac] < bexp(—nE(R)),¥n > ny. (318)

By the same argument, for an eavesdropper whose channel
matrix h is in the set Sp;, we know there exists an error

exponent E% (1) > 0 such that for some n,

Ec[ng] < 5€Xp(—TZE1/;(R))7Vn > ng, (319)

where R = I(X,Y) — 6,,. 3
Note that by Lemma 13, E¢[n;] is not a function of h.
Hence, if an error exponent holds for a certain h, it holds
for all h. Therefore, we can omit the subscript h in the error
exponent and rewrite it as E’(R).
Recall that 26,, = I(X,Y)— R. Hence, we can rewrite both
E(R) and E’'(R) as a function of 4,,. From [34], E(R) and

E’(R) have the following property: For R > 0 and R > 0:

1) E(R) and E’(R) are both positive.
2) Both E(R) and E’(R) are monotonically decreasing
functions of 6,,.
3) If §,, — 0, then both E(R) and E’(R) converge to 0.
Let £(5,) = max{E(R), E'(R)}. Then E(J,) also has the
three properties listed above. From the linearity of expectation,
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for sufficiently large n that does not depend on h, we can
write:

Ee A+ 3 ng| <5(@M +1)2NVe 1 1)e=EGn,
flES}u
(320)
This means there must exist one codebook in the ensemble
such that

BE@an(321)

(322)

e <5((2M + 1)2NtNE 4 q)e

Ny, < 5((2M + 1)2NTNE + 1)6_E(6”)".

To prove the secrecy constraint holds, we first consider the
equivocation for one eavesdropper whose channel matrix is in
the set S, with this codebook:

0 (W|Yg) (323)
>H <W|Y”) - (W|Y" X") (324)
( "y h) H (X"|W, ?g) (325)
( 'Y h) L —ngnR (326)

>H (X“|Y“) —1-5nR ((2M +1)2NrNE 1) e~ EGn)n
(327)

—H (X") = 1 (X" ¥E) — nen (328)
>nR—h (?g) th (?gp‘cn) —ne,, (329)

where (326) follows from Fano’s inequality, (327) follows
from (322) and ¢,, is defined as:

1 —
fa = +5R ((zM 4 1)2NeNe 1) e~EGn (330)
To proceed, we need the following lemma.
Lemma 14:
h (i{g) < Ngnlogme(P +0%), Vh.  (331)

Proof: Let Y; denote the part of Y2 received during the
ith channel use. We have

ZIE [I1%:1?] (332)
=ij [Hﬁ& + Ninﬂ (333)
=1
:ZE (NG )12] + 3 2] (334)
—nNpo® + Z B [|%,)?]. (335)
=1
Let h; be the jth row of h. From (34), we have h, fl
Using this result, (335) equals
nNgo? + Z ZE [|h X } (336)

i=1 j=1
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which, due to Cauchy-Schwarz inequality, is upper bounded
by

n Ng
nNpo? + 3 B IR 21%il2]  (87)
i=1 j=1
NEg
=nNgo® + > | X" (338)
j=1
<nNg (0> + P). (339)
The last step follows from the following fact
| _
E||X”||2 <P VX"ecC. (340)

Note that this is a stronger requirement than the average power
constraint, in that it requires the power of each codeword not
to exceed P. This is guaranteed by our codebook construction
described in Section IV-C. Lemma 14 then follows by using
the fact that the average power constrained random vector
achieves the largest differential entropy when it has Gaussian
distribution with i.i.d. components [47]. [ |

Using Lemma 14 and the fact that & (?g@") =

nNg log meo?, we arrive at:

H (Wn?g) >nR—nNglog, (1+ P/o?) —ne,  (341)

=n (I (X;Y) — NgC (P/0?)) — n(206, + &n).
(342)

Since H (W) is given by:
H(W)=n (I (X;Y) -1 (X;\?ﬁ)) — s, (343)
=n (I(X;Y) = NpC (P/o%) —nd,  (344)

we have shown the weak secrecy constraint holds for this first
case, i.e., we have

I (W;?g) <0 (0 +en). (345)

To complete the proof, we next need to also show the
secrecy constraint holds when the eavesdropper’s channel
matrix is not in Sy;.

Let 72 = 2N and (r')? = 2M2HeP  Define o as in (81)
with r2 = 2Ng. Let g, .- = 7/(2r +17).

Let h denote the channel matrix of the eavesdropper. From
our construction of S, we know that we can quantize h to
an h’ € Sy, such that (70) holds. ~

We let the eavesdropper with channel matrix h use the
same “fictitious” decoder we designed for the eavesdropper
with channel matrix h'. 7);; be the corresponding probability of
decoding error with this decoder. Then we have the following
lemma.

Lemma 15:

5((2M + 1)2N7Ne 4 1)~ (Bn)=g(rr))n,
(346)

7]}‘1 S efna +

Proof: Let B;, »» be the set of values of Y™ for which
the decoder ¢y, outputs 2™ given the label i,. Define 7 |2™ be
the probability of decoding error for the eavesdropper indexed
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by h when the codeword =™ is transmitted. Let B,n = B;, ,»
with i being the 7 label of z™. Let 72 = 2Ng. Then we have

UHERES / fa " lz") dy” (347)

Yy ¢ Byn
< /| e TR

y"™—hzn >nr

ﬁyn*flz" 2 <nr? ffl (yn|xn) dyn (348)

y”LeBﬂ‘/‘n/

<e M@ —I—/||yn7ﬁxn”z<m2 Ji (W™ a™) dy"™. (349)

y”LeBﬂ‘/"l

Equation (349) follows from [33, (B2)]. Next, we apply (78)
and (268)-(272) to the second term of (349) with r2 = 2Ng
and (r')? = 2M28e and find that (349) is upper bounded by

I [ s B 0l A (350

y”LeB:}‘/n
<e "™ 4 ena(rr’) / Jr " 2™) dy™. (351)
y"¢Byn
Therefore
i, < e @ _‘_eng(r,ﬂ)nﬁl (352)

< efna_’_5((2M+ 1)2NTNE + 1)67(E(6")79(r’r’))n (353)

where the last step follows by applying (322). This concludes

the proof of Lemma 15. [ |
We next repeat the equivocation computation in (323)-(345).
This yields:
1(Wi¥3) <n(on+e), (354)
where
1
en=—+
n
R (e—m 4 5((2M + 1)2NTNE 1)) o (B(n)—g(rir"n_
(355)

The last step of the achievability proof requires choosing ¢ ,,
carefully with respect to n, such that ,, and ¢/, goes to 0 as
n goes to oo. This can be done by choosing E(d,,) properly
as follows:

1) E(6,) decreases to 0 at the rate of n~'/2, which ensures
nE(5,) — oo as n — oo.

2) M increases at the rate of n, hence g(r,r’) decreases at
the rate of n—!. Therefore n(E(6,) — g(r,7")) — oo at

the rate of exp(—c1v/n) for ¢ > 0, as n — <.
Since E(4,,) is a monotonically decreasing function of §,,, this
means ¢,, converges to 0 as n — oo. We also observe in this
case both ¢,, and ¢/, converge uniformly to 0 as n — oo for
any eavesdropper channel matrix.
In summary, for any eavesdropper, with the same codebook
C, we always have

1 ~
lim sup —1 (W; Yg) —0. (356)

n—oo &
h

The convergence is uniform over all possible values of the
eavesdropper channel states. The reliability requirement (6) is
fulfilled by (321).

Remark 13: The secrecy rate found (344) is identical to the
rate we derived with strong secrecy requirement in (89). O
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