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Abstract—A usual concern against physical layer security
is that the legitimate parties would need to have (partial)
channel state information (CSI) of the eavesdropper in order
to design transmission schemes that provide secrecy. In this
work, to overcome this concern, we consider the model where
the eavesdropper’s CSI is completely unknown at the legitimate
transmitter(s) and the receiver. A static channel setting, and
multiple antennas are considered for all parties, and it is
assumed that the eavesdropper has perfect self-CSI. In this
setting, assuming that the legitimate parties can employ a larger
number of antennas than the eavesdropper, we provide a positive
secure communication rate in the sense of strong secrecy. The
achievable (guaranteed) secrecy rate we derive for the MIMO
wiretap channel matches its converse in terms of secure degrees
of freedom. As a side result of our approach, we also derive the
secure degrees of freedom region for the MIMO MAC-wiretap
channel where the transmitters and the intended receiver have
the same number of antennas.

Index Terms—Information theoretic secrecy, MIMO Wiretap
channel, MIMO-MAC Wiretap channel, strong secrecy, arbitrary
eavesdropper CSI

I. INTRODUCTION

Information theoretic secrecy, introduced by Shannon in
[1], uses mutual information as a secrecy measure. Wyner,
in [2], used this measure to study the wiretap channel, and
established that when the observation of what is transmitted
at the eavesdropper is degraded (noisier) compared to that at
the legitimate receiver, a positive rate can be supported for
communicating confidential messages from the transmitter to
the legitimate receiver without requiring keys.

This model [2] [3] has inspired significant effort to date
toward identifying the information theoretic limits of a variety
of wiretap channel models, see for example, [4] [5] [6], [7].
All of these assume that the transmitter has perfect knowledge
of the eavesdropper channel states, which is difficult to obtain
in a practical system since the eavesdropper is by nature a
passive entity. To overcome this problem, recent references
attempt to relax this condition by assuming the transmitter
only has partial knowledge about the channel states of the
eavesdropper. Notably, this effort includes investigations on
the compound channel, where the eavesdropper channel can
only be taken from a finite selection [8]–[10]; and the fading
channel, where the transmitter only knows the distribution of
the eavesdropper channel [11]. Each of these calls for a coding

scheme tailored to what is available to the system as partial
knowledge on the eavesdropper’s channel.

In this work, we take a different route altogether and remove
all assumptions on the eavesdropper’s CSI at the legitimate
transmitters. That is to say that the eavesdropper channel is
static but can take any value unknown to the legitimate parties.
We also assume that the eavesdropper has perfect self-CSI.
Therefore, the legitimate parties are at a disadvantage with
respect to CSI. We investigate the MIMO wiretap channel in
this practical setting.

The main contribution of this work is to prove, for the
MIMO wiretap channel, the existence of a universal coding
scheme that secures the confidential message against any
eavesdropper channel state. The guaranteed (achievable) se-
crecy rate derived from this approach is tight in terms of secure
degrees of freedom (s.d.o.f.). Specifically,, we prove that the
s.d.o.f. of the secrecy capacity of this MIMO wiretap channel
model is max{min{NT , NR} − NE , 0}.

The secrecy rate we prove is a strong secrecy rate [12]. It
is worthwhile to note that the setting considered is tantamount
to assuming an infinite number of eavesdroppers are present
with any channel state values. As a consequence of this fact,
strong secrecy results do not follow from weak secrecy through
privacy amplification [12].

In related work, reference [13] considered that for the MISO
wiretap channel, with a certain probability, a positive secrecy
rate can be achieved by introducing artificial noise at the
transmitter. The secrecy rate follows using reference [3] which
in turn calls for the average performance over a codebook
ensemble, from which we deduce that there must exist a
codebook in the ensemble that yields good performance. This
argument can be repeated for each eavesdropper channel to
show the existence of a good codebook in each case. However,
a universal coding scheme does not follow from this approach.

Recently, reference [14] noted the need for a universal
coding scheme, and proved the existence of such a scheme for
an arbitrarily varying discrete memoryless wiretap channel in
the weak secrecy sense. Our work differs from [14] in that we
prove strong secrecy and consider a continuous model, whose
analysis does not follow from its discrete counterpart.

We also extend our result to the MIMO Multiple Access
(MAC) wiretap channel, where the transmitters and the legiti-

978-1-4244-5637-6/10/$26.00 ©2010 IEEE

This full text paper was peer reviewed at the direction of IEEE Communications Society subject matter experts for publication in the IEEE Globecom 2010 proceedings.



...

... Eavesdropper

Transmitter Receiver
...

NR antennas

H
Ŵ
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Fig. 1. The MIMO Wiretap Channel.

mate receiver have the same number of antennas, and establish
its secure degrees of freedom region. Interestingly, the same
problem in the setting where the eavesdropper’s channel is
known by the legitimate parties is still open.

II. SYSTEM MODEL

A. The MIMO (NT , NR, NE) Wiretap Channel

We consider the MIMO wiretap channel shown by Figure 1
in which the transmitter has NT antennas. The intended
receiver has NR antennas. The eavesdropper has NE antennas.

The input and output of the main channel are related as

YNR×1 = HNR×NT
XNT ×1 + ZNR×1 (1)

where the subscript denotes the dimension of each term.
H,X,Y are the channel matrix, transmitted and received
signals respectively. Z is the additive channel noise composed
of independent rotational invariant complex Gaussian random
variable each with zero mean and unit variance. We assume
H is known to all parties.

We assume the eavesdropper channel is also a static channel.
Hence it can be expressed as

ỸNE×1 = H̃NE×NT
XNT ×1 (2)

where Ỹ denotes the signals received by the eavesdropper.
H̃ is the channel state matrix for the eavesdropper channel.
H̃ is not known at the legitimate parties. Observe that the
eavesdropper channel is noiseless, consistent with our goal to
consider the worst case scenario for the legitimate parties.

Let W denote the confidential message transmitted to the
intended receiver over n channel uses via Xn. We represent
Xn as a NT × n matrix. The average power constraint is
expressed as

lim
n→∞

1
n

trace(Xn(Xn)H) ≤ P̄ . (3)

Let Ŵ denote the decoder output of the receiver com-
puted from Yn. For reliable communication, we require
limn→∞ Pr(W �= Ŵ ) = 0.

We use the parameter γ to denote that the eavesdropper’s
channel matrix is H̃γ and use Ỹn

γ to represent the correspond-
ing channel outputs for the eavesdropper. Therefore, the strong
secrecy constraint is

lim
n→∞ I(W ; Ỹn

γ ) = 0, ∀γ. (4)
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Fig. 2. An Example MIMO MAC Wiretap Channel where each legitimate
node has NT = 2 antennas, and the eavesdropper has NE = 1 antenna.

Observe that the convergence should be uniform over all
possible eavesdropper channels.

Define the secrecy rate Re as Re = limn→∞ 1
nH(W ). Re

is achievable if W can be decoded reliably, and equations (4)
and (3) hold. The supremum of Re is the secrecy capacity.

The secure degrees of freedom, which provides a high SNR
characterization of the secrecy rate is defined as follows

s.d.o.f. = lim sup
P̄→∞

Re

log2

(
P̄

) . (5)

B. The MIMO (NT , NT , NT , NE) MAC Wiretap Channel

We consider the following configuration of a MIMO-MAC
wiretap channel with the same assumptions we use for the
MIMO wiretap channel: Both the main channel and the eaves-
dropper channel are Gaussian MIMO multiple access (MAC)
channels. We assume each transmitter has NT antennas. The
receiver also has NT antennas. The eavesdropper has NE

antennas. The channel is defined as:

Y =
2∑

k=1

HkXk + Z, Ỹ =
2∑

k=1

H̃kXk (6)

where Hk, k = 1, 2 and H̃k, k = 1, 2 are channel matrices.
Z is the additive Gaussian noise observe by the intended
receiver, which has the same distribution as the Z in the
MIMO wiretap channel. An example of the channel where
NR = NT = 2, NE = 1 is shown in Figure 2.

Each user k wants to transmit a confidential message Wk

to the receiver over n channel uses, while both messages must
be kept confidential from the eavesdropper. We use γ to index
a specific value of {H̃k, k = 1, 2} and use Ỹn

γ to represent
the corresponding channel outputs for the eavesdropper. The
secrecy constraint is:

lim
n→∞ I

(
W1,W2; Ỹn

γ

)
= 0, ∀γ. (7)

Again the convergence should be uniform over all possible
eavesdropper channels.

The average power constraints for the two users are given
by limn→∞ 1

n trace(Xn
k (Xn

k )H) ≤ P̄k, k = 1, 2. The secrecy
rate Re,k of the kth user is once again defined as Re,k =
limn→∞ 1

nH(Wk), k = 1, 2, such that Wk can be reliably
decoded by the receiver, the average power constraints and
the secrecy constraint (7) hold.
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We define the secure degrees of freedom region as follows.
Assume P̄k = P̄ , k = 1, 2. The secure degrees of freedom
region is given by

{(d1, d2) : dk = lim sup
P̄→∞

Re,k

log2 P̄
, k = 1, 2}. (8)

III. THE MIMO WIRETAP CHANNEL

A. Main Result

For the MIMO wiretap channel in Figure 1, we have the
following theorem.

Theorem 1: Let NT,R = min{NT , NR}. Let si be the
NT,R singular values of H. Define P as max{P̄ −NT,R, 0}.
Define C(x) as log2(1+x). Then any secrecy rate Rs smaller
than

max

⎧⎨
⎩

⎛
⎝NT,R∑

i=1

C

(
s2

i P

(s2
i + 1)NT,R

)⎞
⎠ − NEC (P ) , 0

⎫⎬
⎭ (9)

is achievable. When H has full rank, the s.d.o.f. of the secrecy
capacity for the channel model in is max{NT,R − NE , 0}.
Due to space limitations, we shall focus on the achievability
of (9) in the sequel. For the converse for the s.d.o.f., see [15].

B. Coding Scheme

For simplicity, we assume NT = NR, H is diagonal, and
H̃ has the following form singular value decomposition:

H̃ = [INE×NE
,0NE×(NT −NE)]U (10)

where U is a NT ×NT unitary matrix. I is an identity matrix.
It is shown in [15] that all eavesdropper channels can be
expressed in the form of (10) and assuming a diagonal H
does not lead to loss of generality.

Fist, we introduce artificial noise at the transmitter. We
define X̃ as X = X̃+N, where N is a NT ×1 random vector
formed by independent rotational invariant Gaussian random
variable with distribution CN (0, 1). The coding is performed
over X̃.

Define N̄ and Ñ as N̄ = HN, Ñ = H̃N. If we view X̃
as the input to the channel, then the channel model can be
expressed as:

Y = HX̃ + N̄ + Z (11)

Ỹ = H̃X̃ + Ñ (12)

From the distribution we choose for N and equation (10), we
observe Ñ has zero mean and has a Gaussian distribution.
E[ÑÑH ] = INE×NE

.
At this point, it is instructive to highlight the difference from

reference [13] in the way we use artificial noise. In [13], the
artificial noise is carefully precoded in order not to interfere
the intended receiver. This implies that the benefit of artificial
noise will diminish when the eavesdropper moves toward the
intended receiver, leading to a secrecy outage, an inevitable
consequence of the fact that the number of antennas of the
intended receiver equals that of the eavesdroppers. In con-
trast, here, we transmit artificial noise is transmitted over all

directions, in the same spirit as [4], which creates interference
for both the intended receiver and the eavesdropper. Secrecy is
achieved when the intended receiver has more antennas than
the eavesdropper.

With the introduction of the artificial noise, secrecy can be
guaranteed by using a stochastic encoder at the transmitter.
The encoder uses the usual wire-tap channel binning: Each
codeword is labeled with a pair of indices (i, j). i is the bin
index. j is the index of the codeword inside the bin. Each bin
contains the same number of codewords. For the confidential
message W = i , the transmitted codeword, a NT × n
complex matrix, is chosen from all the codewords inside
bin i according to a uniform distribution. Correspondingly,
the intended receiver uses a maximum likelihood decoder to
compute the transmitted codeword, and deduces the value of
the message from the first index associated with this codeword.

A moment’s thought reveals that a given codebook could se-
cure the message for one eavesdropper channel, but completely
reveal the message for a different eavesdropper channel. Con-
sider the case when NT = NR = 2 and NE = 1. If identical
signals are transmitted over two antennas, then the signals
received by the eavesdropper will be completely nullified when
H̃ = [1,−1], and completely revealed when H̃ = [1, 1]. The
challenge therefore is to show the existence of a codebook that
guarantees secrecy for any value that the eavesdropper channel
can take. The main result given in Section III-A claims this
with the associated guaranteed secrecy rate. In the next section,
we provide a brief outline for its proof.

C. Proof Outline

We use pW (w) to denote the value of the probability mass
function (p.m.f.) of a random variable W at w. fγ,A(a)
denotes the probability density function (p.d.f.) of a random
variable A at value a with parameter γ. fγ,A|B(a|b) denotes
the conditional p.d.f. of a random variable A conditioned on
a random variable B when A = a,B = b.

For a given codebook C, let Ỹn
C denote Ỹn when X̃n is

uniformly distributed over the codebook C. Define dγ as the
variational distance between two distribution pW fγ,Ỹn

C
and

pW fγ,Ỹn
C |W :

∑
w

pW (w)
∫

|fγ,Ỹn
C

(zn) − fγ,Ỹn
C |W (zn|w) |dzn (13)

The focus of the proof is to show that there exists a codebook
C, such that dγ decreases exponentially with respect to n,
which, due to the following lemma, implies strong secrecy:

Lemma 1: [16, Lemma 1]: I
(
W ; Ỹn

γ

)
≤ dγ log2

|W |
dγ

.
The steps in proving that there exists a C with this property

for its dγ can be outlined as follows:

1) As in [6], [16], we first prove for any eavesdropper
channel state value indexed by γ, dγ averaged over an
ensemble of wiretap codebooks decreases uniformly and
exponentially fast with respect to the code length n.

2) We then quantize the channel states [17] and construct
a finite subset of values of the eavesdropper channel
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state. We show that for this subset, there must exist a
good codebook that retains the property of the codebook
ensemble that dγ is small.

3) We show that when the eavesdropper channel state is
not in the finite subset, the resulting variational distance
can be approximated by the variational distance when
eavesdropper channel state sequence is in the finite
set and hence is also small. This is the approximation
argument from [17].

The codebook ensemble is constructed as follows:
We begin by choosing the input distribution for X̃, QX̃(x),

as zero mean rotationally invariant complex Gaussian distribu-
tion. E[X̃X̃H ] = (P (1−εP )

NT
)INT ×NT

. The codebook ensemble
is composed of codebooks constructed as in [18, Section
7.3]. In the context of this work, this means defining an n-
letter distribution QX̃n(xn) as follows: Let xi denote the ith
component of xn. Let ‖xn‖ denote the L2-norm of xn. Then
QX̃n(xn) is given by:

QX̃n(xn) = μ−1
n,εP

ϕ (xn)
n∏

i=1

QX̃ (xi) (14)

where ϕ (xn) =
{

1, if 1
n‖xn‖2 ≤ P

0, otherwise , and μn,εP
=

∫
ϕ (xn)

n∏
i=1

QX̃ (xi)dxn. 0 < μn,εP
< 1.

Any codebook in the ensemble is constructed by sampling
2nR sequences in an i.i.d. fashion from the n-letter distribution
QX̃n . R is chosen as R = I(X̃;Y) − δ′. δ′ is a positive
constant that can be made arbitrarily small.

The labels for the codewords are generated as follows. Each
time a codeword is sampled, it is labeled with (i, j). The label
i takes values from 1, ..., Ni. j takes values from 1, ..., Nj . Ni

and Nj are given by:

Ni = 2n(R−I(X̃;Ỹ)−δn) (15)

Nj = 2n(I(X̃;Ỹ)+δn) (16)

where {δn} is a positive sequence whose details will be
specified later. Initially, we set i = j = 1. After we label
a codeword, if j < Nj , then we increase j by one. Otherwise,
we increase i by one and reset j to 1.

Note that the mutual information in (16) is evaluated when
X̃ has distribution QX̃. We drop the subscript γ in this
expression since the value of the mutual information does not
depend on γ when X̃ has the distribution QX̃.

Let X̃n
T denote X̃n when it is sampled in an i.i.d. fashion

from the input distribution QX̃n instead of the codebook.
Let Ỹn

T denote Ỹn when X̃n is X̃n
T . For this ensemble of

codebooks, the first step in the proof outline is guaranteed by
the following two lemmas.

Lemma 2: [6, Appendix II] dγ is upper bounded by

2
∑
w

pW (w)
∫

|fγ,Ỹn
T

(zn) − fγ,Ỹn
C |W (zn|w) |dzn (17)

Lemma 3: If ∀n, δn ≥ max{2ε, ε + α(εP ) log2 e/2} for
ε > 0, then there exists a constant c′ > 0, such that the
following term is bounded by e−c′n. c′ only depends on ε, εP .

EC [2
∑
w

pW (w)
∫

|fγ,Ỹn
T

(zn) − fγ,Ỹn
C |W (zn|w) |dzn]

The proof of Lemma 3 is provided in [15]. From Lemmas 2
and 3, we observe:

EC [dγ ] ≤ exp(−c′n) (18)

We next construct the finite subsets of values of the eaves-
dropper channel, SM , as follows: If the real and imaginary
parts of each element in MH̃ are integers, H̃ is in SM . From
H̃H̃H = I, it can be shown that SM is a finite set with at
most (2M + 1)2NT NE elements. Hence, from (18),∑

H̃γ∈SM

EC [dγ ] ≤ (2M + 1)2NT NE exp(−c′n) (19)

Thus, as in [6, Appendix II, Section E], from Markov
inequality, we know there must exist one codebook such that

1) the probability of decoding error at the intended receiver
vanishes as n → ∞. The average power of each
codeword is smaller or equal to P ;

2) for each H̃γ ∈ SM , we have

dγ ≤ 3 × 2(2M + 1)2NT NE exp(−c′n). (20)

This concludes the second step in the proof outline.
For this fixed codebook, we next consider the case where

H̃γ /∈ SM . dγ in this case can be bounded by the following
lemma, whose proof is provided in [15].

Lemma 4: Define (r′)2 = 2NT NEP
M2 , r = r′+

√
NE(1 + ε),

and g(r, r′) = r′(2r + r′). If ng(r, r′) < 1, then we have:

dγ ≤ 12(2M + 1)2NT NE e−c′n + 12e−nα(ε) + 4ng(r, r′).
(21)

We then choose M such that (21) decreases exponentially
fast with respect to n. Note that g(r, r′) decreases at the rate
of 1/M . Hence there must exists a positive constant c2 > 0
that when M = exp(nc2), both (2M + 1)2NT NE exp(−c′n)
and ng(r, r′) decrease exponentially fast to 0 with respect to
n. This means (21) decreases exponentially fast with respect
to n. This concludes the last step in the proof outline.

We have now shown the existence of a codebook that can
provide secrecy for any eavesdropper CSI. We next provide
the secrecy rate when this codebook is used.

The rate of the message W can be determined by choosing
δn that satisfies the condition in Lemma 3. Let c4 = δn +δ′ =
max{2ε, ε + α(εP ) log2 e/2}+ δ′. The codebook rate is then
given below, which can be made arbitrarily close to (9).

lim
n→∞

1
n

H (W ) ≥ I
(
X̃;Y

)
− NEC (P (1 − εP )) − c4 (22)

Since W is uniformly distributed, log2 |W | is H(W ). As
shown by (22), H(W ) increases linearly with n. Since the
variational distance dγ decreases to 0 exponentially fast with
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Fig. 3. Secrecy rate averaged over realizations of main channel states, NT =
NR = 2, NE = 1.

respect to n, from Lemma 1, I
(
W ; Ỹn

γ

)
decreases to 0

exponentially fast with respect to n. Hence the rate of the
codebook given by (22) is, in fact, a strong secrecy rate.

The achieved secrecy rate and s.d.o.f. can then be found
from (22) to be (9) and max{min{NT , NR}−NE , 0} respec-
tively.

For demonstration of our result, in Figure 3, we plot the
achievable secrecy rate given by (9). The secrecy rate is
averaged over those that correspond to randomly generated
2 × 104 main channel matrices. In particular, H matrices are
generated in an i.i.d. fashion such that all of its elements are
independent and sampled from a rotationally invariant complex
Gaussian distribution with zero mean and unit variance. (9) is
evaluated when NT = NR = 2 and NE = 1. We also plot
log2 P̄ in dashed lines in Figure 3 and observe that when
P̄ increases, the curve of the secrecy rate tends to share the
same slop with log2 P̄ , hence confirming the s.d.o.f. result in
Theorem 1.

IV. (NT , NT , NT , NE) MIMO-MAC WIRETAP CHANNEL

The achievable secrecy rate in Theorem 1 can be readily
extended to the MIMO-MAC wiretap channel, for which we
have the following theorem.

Theorem 2: For the MIMO MAC wiretap channel
(NT , NT , NT , NE), If Hk, k = 1, 2 has full rank, the s.d.o.f.
region of the MAC wiretap channel (NT , NT , NT , NE) is
given by: d1 + d2 ≤ max{NT − NE , 0}, di ≥ 0, i = 1, 2.

The achievability follows from Theorem 1 with time shar-
ing. For the converse, we simply combine the two transmit-
ters. The channel then becomes a single-user MIMO wiretap
channel, where the transmitter has 2NT antennas, the receiver
has NT antennas, and the eavesdropper has NE antenna.
d1 + d2 ≤ max{NT −NE , 0} then follows from the converse
of Theorem 1. For the complete proof, see [15].

V. CONCLUSION

In this work, we have considered the setting where the
eavesdropper’s CSI is known only to the eavesdropper and not
to the legitimate nodes. With this assumption, we have derived
an achievable secrecy rate and the high SNR characterization
of the secrecy capacity for the MIMO wiretap channel (and
the MIMO-MAC wiretap channel) in the strong secrecy sense.
The guaranteed secrecy rate is positive irrespective of the
eavesdropper’s channel, as long as it has fewer antennas than
the legitimate nodes. The approach for the static eavesdropper
channel in this work can be extended to an arbitrarily varying
eavesdropper channel, see [15].
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