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Polar Coding for the Multiple Access Wiretap
Channel via Rate-Splitting and
Cooperative Jamming

Rémi A. Chou™, Member, IEEE, and Aylin Yener~, Fellow, IEEE

Abstract— We consider strongly secure communication over
a discrete memoryless multiple access wiretap channel with
two transmitters. No degradation or symmetry assumptions are
made on the channel. Our main result is that any rate pair
known to be achievable with a random coding like proof, is also
achievable with an explicit and low-complexity polar coding
scheme. Moreover, if the rate pair is known to be achievable
without time-sharing, then time-sharing is not needed in our
polar coding scheme as well. Our proof technique relies on
rate-splitting, which introduces two virtual transmitters, and
cooperative jamming strategies implemented by these virtual
transmitters. Specifically, our coding scheme combines point-to-
point codes that either aim at secretly conveying a message to
the legitimate receiver or at performing cooperative jamming.
Each point-to-point code relies on block Markov encoding to
be able to deal with an arbitrary channel and strong secrecy.
Consequently, our coding scheme is the combination of inter-
dependent block Markov constructions. We assess reliability and
strong secrecy through a detailed analysis of the dependencies
between the random variables involved in the scheme.

Index Terms— Polar codes, rate-splitting, multiple-access chan-
nel, wiretap channel, physical-layer security.

I. INTRODUCTION

LTHOUGH [2] provides the fundamental limits of
Asecure communication over a noisy channel tapped by
an eavesdropper, it leaves open the problem of designing
explicit and low-complexity codes. Recent efforts have been
made to construct such coding schemes. Specifically, coding
schemes based on low-density parity-check codes [3]-[5],
polar codes [6]—[10], and invertible extractors [11]-[13] have
been successfully developed for special cases of Wyner’s wire-
tap channel model, in which the communication channels are
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at least required to be symmetric. Among those, [4], [7], [9],
[11], [12] provide strong secrecy. Explicit wiretap codes with
low complexity encoding/decoding for arbitrary channels are
reported in [14]-[17], with the caveats that [14] deals with
weak secrecy and requires a non-negligible amount of shared
randomness between encoder and decoder, no efficient code
construction is known for the scheme in [15], and a pre-shared
secret with negligible rate is required in [16]. Note that a polar
coding scheme is also proposed in [18], however, it relies
on existence results from [19] and thus does not provide
a scheme that is fully explicit. Additionally, explicit coding
schemes have been proposed for the Gaussian wiretap channel
in [20] and [21].

In this paper, we consider a multi-transmitter setting,
the multiple access wiretap channel (MAC-WT) [22]. Our
main results can be summarized as follows.

o Any rate pair known to be achievable for the two-user
discrete memoryless MAC-WT is also achievable under
strong secrecy with an explicit and low-complexity polar
coding scheme.

o Moreover, if the rate pair is known to be achievable
without time-sharing, then our polar coding scheme does
not require time-sharing either.

Similar to polar coding schemes for the point-to-point wiretap
channel under strong secrecy [9], [16], [18], our coding
scheme requires the transmitters to share secret randomness
with the legitimate receiver to be able to deal with strong
secrecy and any general discrete memoryless channel model.
Fortunately, the shared randomness needed has negligible rate.

Our coding scheme does not involve joint polarization
results [23], [24] and relies, instead, on perhaps simpler results
for source polarization [25]. We also rely on rate-splitting [26],
which consists in splitting one user into two virtual users,
resulting in a total of three users. Although rate-splitting is
well understood for multiple access channels without secrecy
constraints [26], some complications arise for the MAC-WT.
Indeed, as we will later see, some of the virtual users could
be associated with a “negative rate”. We deal with this issue
as follows. A user associated with a positive rate will code
to securely transmit information messages to the legitimate
receiver, i.e., messages fixed independently of the coding
scheme and containing the information that the user wishes to
securely transmit. On the other hand, a user associated with a
“negative rate” will code to perform cooperative jamming [22].
In the later case, the user does not transmit information
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messages to the legitimate receiver but transmits, instead,
appropriately chosen codewords that will help the other users
to securely transmit their information messages. More specif-
ically, our approach consists of an appropriate combination of
the polar coding scheme for point-to-point wiretap channel
proposed in [16] and three different cooperative jamming
coding schemes. To be able to deal with arbitrary channels,
each point-to-point wiretap code or cooperative jamming
code used in our coding scheme relies on block Markov
encoding. Consequently, our scheme is the combination of
inter-dependent block Markov constructions, and assessing
reliability and strong secrecy requires a detailed analysis of
the dependencies between the random variables involved in
the scheme, which, unfortunately, will not follow from the
results for the point-to-point case developed in [16].

The remainder of the paper is organized as follows. We for-
mally describe the problem studied and discuss related works
in the literature in Section II. In Section III, we differentiate
several cases to achieve the best known achievable region
for the MAC-WT, and propose different coding strategies for
each case. We propose our encoding and decoding schemes
for the MAC-WT in Section IV, and provide their analyses
in Section V. We end the paper with concluding remarks in
Section VI.

II. PROBLEM STATEMENT AND RELATED WORKS
A. Notation

Let [a, b] denote the integers between |a] and [b]. For
neN,letG, = H?]W be the source polarization trans-
form defined in [25]. The components of a vector, X LN
of size N € N, are denoted by superscripts, i.e., XN £
(Xl, X2, ..., XN). For two distributions px and pxs defined
over a finite alphabet X, let V(px, px) = > v Ipx(x) —
px’(x)| denote the variational distance between px and px.
Let ID(+||-) denote the divergence between two distributions.
For x € R, define [x]* £ max(0, x). Let the power set of S
be denoted by 25, Finally, unless specified otherwise, capital
letters designate random variables, whereas lowercase letters
designate realizations of associated random variables, e.g., x

is a realization of the random variable X.

B. Model

We consider secure communication between two transmit-
ters and one legitimate receiver over a discrete memoryless
MAC in the presence of an eavesdropper, i.e., the two-user
MAC-WT, as depicted in Figure 1. That is we have the
following setup.
Definition 1: Let N € N. A 2NRi 2NR2 "Ny code Cy for a
discrete memoryless MAC-WT (X| x X2, Wyzix, x,, Y X Z)
consists of
o Two message sets M; = [[1,2NRi]}, i €f{l,2}.
o Two stochastic encoders, fjfll) M — XiN, i e{l1,2},
which maps a uniformly distributed message M; € M;
to a codeword of length N.

o One decoder, gy YN > My x Moy, which maps a
sequence of N channel output observations to an estimate
(Ml, Mz) of the messages (M1, M>).
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Fig. 1. Discrete memoryless multiple access wiretap channel.

Definition 2: A rate pair (Ry, Ry) is achievable, if there
exists a sequence of 2NR1,2NR2 N codes {Cn)nen+, such
that

lim P[(My, My) # (M1, My)] = 0 (reliability),

N—o0

lim [/ (M1 M»; ZI:N) = 0 (strong secrecy).

N—o0
As pointed out in [27], only requiring
limy oo %I (M, Mp; Z"N) = 0, ie, weak secrecy,

might not always be satisfactory as it could allow an
unbounded, with the code length, number of bits of the
confidential messages to be unprotected.

C. Known Achievable Regions and Outerbounds

The following rate-pair region is the best known achievable
region for weak secrecy [22] or strong secrecy [28], [29], up
to channel prefixing. In this paper, we omit channel prefixing
in our coding scheme for clarity, however, it could also be
implemented with polar codes as in [16].

Theorem 1: R & Conv U (R/ UR’U Rm)
PXPXy
achievable rate-pair region, where Conv(-) denotes the convex

hull of a set and where

is an

R'(px, Px,)
R SUX1Y[X2) — 1(X1; D)1F
1R, R): Ry < (X2 YIX1) = 1(X2; )T ¢
Ri+ Ry <[I(X1X2;Y) — I(X1X2; 2)1T

R"(px,rx,)
£ {(R1,0): Ry < [I(X1;Y|X2) — I(X1: ZIX2)]T},

RW(PXIPXZ)
£ {0, Ry) : Ry < [I(X2; Y|X1) — I(X2: ZIX1)]'}.

When the context is clear we drop the dependence on
(px,px,) in our notation.

The only known upper-bounds are reported in [30] and [31].
Specifically, [30] shows that the secrecy sum rate achieved
in R is optimal in the case of degraded Gaussian channels.
Reference [31] provides additional n-letter upper-bounds that
are shown to be tight, or close to tight, for specific Gaussian
channel models.

To simplify notation in the following, we define M £
{1,2}, and for a fixed product distribution px,, = px, px..
we define the set function

8y, 2N > RS > I(Xs; YIXse) — 1(Xs; 2).
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Property 1: A property of 8px o, that will be useful in our

analysis is submodularity, i.e., for any px,, = DX, PX, for
any S, 7 C M,

ngM(SUT)—i—ngM(SﬁT) <gpo(S)+gpo(T)-

See Appendix A for a proof of Property 1. When the context
is clear we drop the subscript px .

D. Related Works

References [28], [29] use random coding arguments to
achieve the region R of Theorem 2 under strong secrecy. To
the best of our knowledge [8], [14] provide the only explicit
and low-complexity coding schemes reported in the literature
for the multiple access wiretap channel.

1) Comparison With [8]: Reference [8] shows under weak
secrecy, under the assumption of a degraded eavesdropper
channel and uniformly distributed inputs, the achievability of
the two points described in [8, Corollary 11], and any convex
combination by time-sharing.

By comparison, our scheme achieves the region R in
Theorem 2, under strong secrecy, without assuming that the
eavesdropper channel is degraded, and without being restricted
to uniform input distribution. Finally, for any (px,px,).
R'(px, px,) is achieved without time-sharing.

2) Comparison With [14]: A first difference is that
[14, Sec. VI] provides an achievability scheme under weak
secrecy compared to strong secrecy for our coding scheme.
Unlike [14], our coding scheme is designed to emulate source
resolvability in each block so that the distribution of the
constructed random variables and thus the distribution induced
by the encoders outputs can be characterized, which is crucial
in our analysis. Additionally, unlike [14], we do not make
use of deterministic decisions for bits that do not have “low-
entropy”. To the best of our knowledge, studying the encoder
output distribution in this case is an open problem [32].

A second difference is that the coding scheme in [14]
requires the encoders and the decoder to share a number of
uniform bits that scales linearly with the block length. This
requirement appears in the way some sets are “frozen” in [14]
by using in the encoding procedure some random bits known
by the receiver. A solution proposed in [19, Sec. III.A] to
remove this requirement is to perform an average over the
choice of bits in the “frozen sets”. However, this solution
only provides an existence result compared to an explicit
coding scheme. In contrast, we avoid this requirement of
non-negligible shared randomness in our coding scheme by
repeating some bits in each blocks. However, this operation
creates additional dependencies that need to be carefully
addressed in the analysis, which we provide in our work.

A third difference is that the coding scheme in [14] relies on
the monotone chain rule method for Slepian-Wolf coding [33].
Although it is conjectured in [33, Sec. IV.E] that known
efficient code constructions could be adapted to deal with the
additional random variables introduced by the monotone chain
rule, to the best of our knowledge, proposing such efficient
constructions is still an open problem. By contrast, our coding
scheme relies on polarization for source coding with side
information [25].
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Fig. 2. Comparison of the capacity region and achievable region with a

uniform input distribution (px, px,) for a multiple-access channel with binary
inputs X1, X7, and output ¥ = X1 X>.

3) Comparison With Polar Coding Schemes for the
Multiple Access Channel Without Secrecy Constraints: Our
construction is different than existing polar codes construction
for the multiple access channel without secrecy constraint
[14], [24], [33].

The coding schemes in [24] and [33] achieve the dominant
face (only part of it for [24]) of the capacity region for
uniform input distributions without time-sharing, and could
be extended to arbitrary input distributions by extension of the
input alphabets [34, p. 208]. Challenges related to this method
are discussed in [19] and [35], which also provide alternative
solutions to avoid alphabet extension in the point-to-point case.
Figure 2 illustrates the benefit of not being restricted by a
uniform input distribution.

The coding scheme in [14], if one removes the secrecy
constraint, uses a method similar to [19] to avoid alphabet
extension and to achieve the capacity region without time shar-
ing. However, [14] requires as in [19] encoders and decoder
to share a non-negligible amount of shared randomness.

Our coding scheme, if one removes the secrecy constraint,
achieves the capacity region without time-sharing, without
alphabet extension, and without the requirement of a non-
negligible amount of shared randomness between encoders
and decoder. The price paid for removing those require-
ments is the use of block Markov coding. Another difference
with [14] and [33] is that our coding scheme relies on polar-
ization for source coding with side information [25] instead
of polarization for Slepian-Wolf coding via monotone chain
rules [33].

III. CODING STRATEGIES FOR ACHIEVING R

In this section, we describe our coding strategies for
achieving R in Theorem 1. We differentiate several cases, for
which we propose a specific coding strategy.

We first consider the achievability of R'(px, px,) for a fixed
choice of (px, px,). If g({1,2}) < 0, then R'(px,px,) =
{(0,0)}. We thus assume g({1,2}) > 0. Then, we either
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have the case g({1})g({2})) > 0, which is treated in
Section III-A, or the case g({1})g({2}) < 0, which is
treated in Section III-B. We consider the achievability of
R"(px, px,) and R" (px, px,) for a fixed choice of (px, px,)
in Section III-C. Finally, we discuss achievability of the entire
region R in Section III-D.

A. Achievability of the Region R'(px, px,) When
s({1Hg({2}) > 0
Observe that by submodularity of g, we have g({1,2}) <

g({1}) + g({2}), so that, if g({1h)g({2)) > 0, then

min(g({1}), g({2})) > 0 when g({1,2}) > 0.
We summarize our strategy to achieve R'(px, px,) in the

following property, which takes advantage of a systematic
method to characterize the corner points of R'(px, px,) in
Appendix B.

Property 2: To achieve R'(px,px,), it is sufficient to
achieve for any Ry e [[g({1,2}) — g({2D)]T, min(g({1}),
g({1,2}))], the rate pair (R, g({1,2}) — R}), where

g({1,2) —g({2}) = I(X1; Y) — 1(X1; Z|X2),
g{1) = 1(X1;Y|X0) — I(X1; 2),
e({1,2} = I(X1X2 Y)— [(X1X2; Z).

Proof: See Appendix B. [ ]
We next wish to use rate-splitting [26] to achieve the rate
pairs described in Property 2 by means of point-to-point
codes and without time-sharing, which has been shown to be
unnecessary in [28] and [29].

Lemma 1: As in [26, Example 3], we choose f : X» x
Xo — A, (u,v) — max(u,v), and split (X, px,) to form
(X2 x X2, pu.pv.), € € [0,1], such that for any € > O,
PfUVe) = PXy for fixed (x,u), prwevou.(xlu) is a
continuous function of €, and

Ue=0 =0= VE=19 (1)
Ue=1 = f(Ue:l, Vezl), (2)
Ve=o = f(Ue=O, Ve:())' (3)

When the context is clear we do not explicitly write the
dependence of U and V with respect to € by dropping the
subscript €. Then, we have g({1,2}) = Ry + Ry + R\, where
we have defined the functions

Ry:e— I(U;Y)—I1(U; Z|VXy), from][0,1]to R,
Ry :e— I(V,;YIUX)—I(V;Z), from]0,1]1to R,
Ri:e— I(X;Y|U)—I1(X1; Z|V), from[0,1] to R.
Moreover, € v Rj(€) is continuous and [g({1,2}) — g({2}),
g({1D)] is contained in its image.
Proof: We have
[(X1X2;Y) — 1(X1X2; Z)
W XUV Y) = (X1 X2: Z)
QX UV Y) - 1(XUV: Z)
Q1Y)+ IX G YUY+ 1V YUK — 1(V: 2)
—1(X1; Z|V) = I(U; Z|V X1),

IEEE TRANSACTIONS ON INFORMATION THEORY, VOL. 64, NO. 12, DECEMBER 2018

where (a) holds by noting that I(X{UV;Y) > I(X1X2;Y)
since X2 = f(U,V) and I(X,UV;Y) < I(X1X»;Y) since
(X1UV) — (X1X2) — (YZ), (b) is obtained similar to (a),
and (c) holds by the chain rule. Note that (a) is due to
[26, Lemma 5].

Similar to [26, Example 3] for fixed (x,v), prw,v)v(x,0)
is a continuous function of € and similar to [26, Lemma 6],
I(X1; ZV) is a continuous function of €. We also know
by [26, Lemma 6] that /(X; YU) is a continuous function
of €, hence so is

Ry =1(X;;Y|U)—1(X1; ZIV) =1(X1; YU) = 1(Xy; ZV),

where we have used independence between X and U, and
between X and V.

Then, (g({1,2}) — g({2})) and g({1}) are in the image of
Ry by (1)-(3), hence, using g({1,2}) < g({1}) + g({2}) by
submodularity of g, [g({1,2}) — g({2}), g({1})] is also in the
image of R; by continuity. [ ]

The complication with rate-splitting for the MAC-WT,
compared to multiple access channels without secrecy con-
straints [26], is as follows. While Ve € [0, 1], (Ry + Ry +
Ry)(e) = g({1,2}) > 0, choosing ¢y € [0, 1] such that
Ri(e0) € [[g({1,2)) — g({2h1, min(g({1}), ({1, 2}))] does
not necessarily imply that Ry (eg) > 0 and Ry (eg) > 0; this is
a possible event though. We indeed have (Ry + Ry)(ep) > 0
but we might also have min(Ry (eg), Ry (€p)) < O for some
values of €p; see Example 1 in Section V.

Our approach to take care of this issue can be summarized
at a high level as follows. When the rate associated with one of
the three inputs X1, U, or V, is positive, we use the encoding
procedure of a point-to-point wiretap code, whereas for a
“negative rate,” we perform appropriate cooperative jamming.

B. Achievability of the Region R'(px, px,) When
g({1he(2h <0

Without loss of generality, we assume g({1}) > 0 and
g({2})) < 0. We first observe by submodularity of g that

s({1,2) < g({1h + g({2}) < g({1}). Hence, R <
min(g({1}), g({1, 2})) = g({1, 2}). Next, we observe that

g({1,2})
=1 X;YXo)—I(X1;ZX0)+ 1(X2;Y) — 1(X2; Z)
SIX1;YX2) = I1(X15 ZX) + 1(X2: Y Xy) — [(X2; Z)
=1(X1;YX2) - 1(X1; ZX2) +g({2})
< I(Xy; YX2) — 1(X15 ZX2).
Consequently, achievability of R'(px,px,) when
g({1Hg({2}) < 0 reduces to achievability of R”(px, px,) or
RW(PXIPXQ)-

C. Achievability of the Regions R (px, px,) and
RW(PXIPXQ)

It is sufficient to consider achievability of R”(px, px,)-
Achievability of R” (px, px,) is obtained by exchanging the
role of X and X». Our approach will follow the same idea
as the one in Section III-A. The transmitter with a secret
communication rate of zero performs cooperative jamming,
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while the other transmitter makes use of a point-to-point
wiretap code.

D. Achievability of the Entire Region R

The remaining rate-pairs in R can be achieved with
time-sharing. Observe, however, that any rate-pair achieved
without time-sharing in Theorem 1, is also achieved with-
out time-sharing with the coding strategies described in
Sections III-A, III-B, and III-C.

IV. CODING SCHEME FOR THE MAC-WT

In this section, we propose a coding scheme based
on source polarization [25] that achieves the region R
defined in Theorem 1 using the strategies proposed in
Section III. Specifically, in Section IV-B, we propose a coding
scheme to achieve R'(px, px,) for any (px,, px,) such that
min(g({1}), g({2})) > 0. We then propose a coding scheme to
achieve R”(px, px,) in Section IV-C.

Our encoding schemes in Section IV-B, IV-C rely
on an appropriate combination of (i) point-to-point wiretap
encoding schemes, and (ii) point-to-point cooperative jamming
encoding schemes. To simplify the description of our encoding
schemes, we describe in Section IV-A a generic point-to-point
wiretap encoding scheme and three generic point-to-point
cooperative jamming encoding schemes, which will be used in
Section IV-B, IV-C by doing appropriate substitutions of
the generic random variables. The reader can directly go
to Section IV-B and Section IV-C and refer to the detailed
description of the generic encoding schemes when needed.

For each point-to-point code we use block Markov encoding
to be able to deal with a reliability constraint over asymmetric
channels by means of source coding with side information as
in [36]. However, unlike [36], we do not use deterministic
decisions in the encoding to simplify the study of the distrib-
ution of our encoders output [32], which is crucial to ensure
reliability and secrecy in our scheme. We also use the encoding
scheme described in [37] for the point-to-point wiretap codes.
However, because our encoding scheme for the MAC-WT is
a combination of interdependent block Markov constructions,
we will not be able to reuse the reliability and secrecy analysis
of [37].

A. Generic Encoding Schemes

In Section IV-Al, we describe a generic encoding scheme
for a point-to-point wiretap channel, referred to as encoding
scheme EWT. In Sections IV-A2, TV-A3, IV-A4, we introduce
three generic cooperative jamming encoding schemes referred
to as encoding schemes EC EC2 and EC3, respectively.

The four generic encoding schemes operate over L blocks
of length N £ 2" n e N. For each of them we consider a
discrete memoryless source with joint probability distribution
pxyz over X x )V x Z with |X| = 2. Define AN & x'"NgG,,
and for oy 2 2~V with § €10, 1/2[, the sets

Vyx {i € [1,N] : H(A}|A =y > 1—5N}, “)

Vyjz 2 {i e [1,N] : H(AT|AN=1Z1:V) o 1—5N}, (5)
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Hyy 2 {i e [1,N] : H(AT|AV=1y Ny o 5N}, (6)

Vyiy {ie[[l,N]]:H(Ai|A1:i’1Y1:N)>1—(5N}. %)

Moreover, for any set of indices Z C [1, N], we define
AN[T] & (A"),.7- An interpretation of these sets that will
be used in our analysis can be summarized in the following
two lemmas.

Lemma 2 (Source Coding With Side Information [25]):
Given AI:N[’HX‘y] and YYWN, it s possible to form
AN by the successive cancellation decoder of [25]
such that limy_, o IP[XI:N # AU'N]1 = 0. Moreover,
limy— oo [Hxpy|/N = H(X|Y).

Lemma 3 (Privacy Amplification [38]): AIZN[VX|Z] is
almost uniform and independent from Z'N in the sense
limy_ 0o V(pAl:N[VX|Z]ZI:N,pupzl:N) = 0, where py
is the uniform distribution over {0, 1}Vxizl, Moreover,
limy— o0 [VxizI/N = H(X|2).

We use in the following the notation constructed random
variable AN with distribution D 41 . Moreover, random vari-
ables constructed in Block i € [1, L] are indexed by the
subscript i, and we use the notation K%lN = (K}N) .

jelLi]

1) Encoding Scheme We describe the encoding
scheme for the point-to-point wiretap channel proposed in
[37, Sec. V, §Confidential message encoding]. We provide
this encoding scheme for completeness and to clarify
the case I(X;Y) — I(X;Z) = 0. Although the case
I(X;Y) — I(X;Z) = 0 is irrelevant for the point-to-point
setting, handling this case is needed in our treatment of the
MAC-WT.

Assume I(X;Y) — I(X;Z) > 0 and let Axy be a fixed
subset of Vxz with size |Hyxy N Vx|. When
I(X;Y) — 1(X;Z) = 0, if [Vxiz| < [Hxy N Vxl,
choose Ayy = Vx|z. In Block i € [1, L], let S; denote the
secret message to be transmitted and 7; denote the sequence
of local randomness used by the encoder. The block Markov
encoding procedure is summarized in Figure 3 and formally
described in Algorithm 1.

Remark 1: When 1(X;Y) — I(X;Z) = 0, if |Vxiz| <
["Hx)y N Vx|, then in Algmithm 1 we add~t0 ®; the bits
of Wi\ that did not fit in Al'N[Axyy]l = Al"N[Vx|z]. The
rate of these bits is negligible since H(X|Z) — H(X|Y) =
1(X:Y)—1(X; Z) =0.

2) Encoding Scheme EX': We let T; denote the sequence
of local randomness used by the encoder in Block i € [1, L].
The encoding procedure is described in Algorithm 2.

3) Encoding Scheme EC'? : Assume I(X; Z)—1(X;Y) >
0. Let K;, i € [1, L — 1], denote the sequence of randomness
shared with the legitimate transmitter that is used in Block i
and 7; denote the sequence of local randomness used by
the encoder in Block i € [1,L]. Let Cxyz be a subset of
Vxiy N V)qu with size |V§m, N Vxz|, and define the set
Kxvz = Vx)y mV}C(‘Z)\CXyZ, whose size is |Vx|y OV}C(‘ZI —
IV)C('Y NVxz| = [Vxjy| — |Vx|z|. The block Markov encoding
procedure is summarized in Figure 4 and formally described
in Algorithm 3.

EWT :
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Algorithm 1 Generic Encoding Scheme EWT

Algorithm 3 Generic Encoding Scheme E¢'?

Require: S; a vector of [Vx|z| uniformly distributed bits,
and L — 1 vectors {Si}iea,z] of [Vx)z\Ax|y| uniformly
distributed bits that represent secret messages.

L vectors {T,-}ie[[l’”] of [Vx\Vx|z| uniformly distributed
bits that represent randomization sequences.

1: for Block i =1 to L do

2. if i=1 then

3 AN [Vy 2] < S

4: else

5: A1 N Vx1z\Axy] < S

6: NAxy] < ¥ioi

7 end if

8 ANV\Vxiz] < T

9 Successwely draw the remaining components of A1 N

i.e., the components in VY, according to

-1
Baj a1 (@ 1477

e B NP
£ ij\Alijfl(a,”Ai Thifj e V-

10 W <« A1 N[HX\Y N Vx]

1:  @; <—A1N[Hx\yﬂvx]

12: X! RN «~ AMNG,

13: end for

14: The transmitter securely shares (¥, ®1..) with the legit-
imate receiver by means of a one-time pad.

Algorithm 2 Generic Encoding Scheme E'!

Require: L vectors {Ti},-e[[l, 1] of | Vx| uniformly distributed
bits that represent randomization sequences.
1: for Block i =1 to L do
2 AMN[Vy] < T
3: Successwely draw the remaining components of A}V,
i.e., the components in V$, according to

1

1j— |(a |Alj )

iyl =1y .o .
£ paijari-1(al|1A;7 ) if j e Vg,

pA A

4: Xvil:N <—/Y}ZNGn
5: end for

4) Encoding Scheme E'3: Let T; be a vector of [Vx\Vxy|
uniformly distributed bits that represent a randomization
sequence used by the encoder in Block i € [1, L]. The block
Markov encoding procedure is summarized in Figure 5 and
formalized in Algorithm 4.

B. Coding Scheme for Achieving R'(px, px,) When
min(g({1}), g({2})) > 0

The coding scheme operates over L blocks of length N.
M 1(12 and g 1“2) S M, ) ) are the binary, uniformly distributed,
and mutually mdependent secret messages to be transmitted
over the L blocks by Transmitters 1 and 2, respectively.

Fix (px,,px,) and denote the joint distribution of
the random variables (U, V, X1, X2,Y,Z) by puvx,x,vz-
By Property 2, it is sufficient to achieve for any

Require: L — 1 vectors {Ki}iei,L—1] of [Kxyz| uniformly

distributed bits that represent shared randomness between
encoder and decoder.
Ty a vector of |Vx\Kxyz| uniformly distributed bits, 77 a
vector of |Vx\Vx|z| uniformly distributed bits, and L —2
vectors {Ti}ie[[Z,Lfl]} of [Vx\(Vxjz U Kxyz)| uniformly
distributed bits that represent randomization sequences.

1: for Block i =1 to L do

2: if i =1 then

3 A:?N[ICXYZ] <~ K

4: ANVx\Kxyz]l < T

5. elseif i € [2, L] then

6: AlN[Inyz] ~— K;

7: Al NVxiz] < i

8: AIN Vx\(VxizUKxyz)] <
9: else if i = L then

10: A%N VXlZ <~ ¥

11: N Vx\Vxiz] < TL
12: end 1f

13:  Successively draw the remaining components of Z}:N ,

i.e., the components in VS, according to

Tlj—1
pAI‘AII l(a |A /- )

A lj—1 s
= ij‘Alzj—l(al”Ai J ) if ] € V)C(

14: ifi=1L tllen
15: ¥ < AN [Vxy]

16: else _

17 W < AN [Cxyz U Vxpy N Vx2)]
18:  end if

190 @; <—A1N['Hx\yﬁVX|y]

200 XNV« AlNG,

21: end for

22: The transmitter securely shares (W, ®1.1) with the legit-
imate receiver by means of a one-time pad.

R € [g({1,2) — g(2hI*, min(g({1}), g({1,2}))] the
rate pair [Ry,g({1,2}) — Ry]. We thus fix R; €
[g({1,2)) — g((2)1F, min(g({1}), g({1,2)))]. Observing that
min(g({1}), g({1,2})) < g({1}) and [g({1,2}) — g({2D)]* >
g({1,2}) — g({2}), by Lemma 1, there exists ¢¢ € [0, 1]
such that Ry = I(X1; Y|U) — I(X1; Z|V) and Ry + Ry =
g({1,2) — R > 0.

We then have the three possible cases (Ry > 0 and
Ry >0), (Ry > 0 and Ry <0),and (Ry <0 and Ry > 0),
which will lead to three different coding strategies.

1) Encoding: Define AN £ y'NgG,, BN &£ yING, |
and C'"N 2 (X{)"NG,. The functional dependence graphs
for the three cases min(Ry, Ry) >0, (Ry > 0 and Ry < 0),
and (Ry < 0 and Ry > 0) are depicted in Figures 6, 7, and 8,
respectively. The encoding procedure for Transmitters 1 and 2
is as follows.

o Transmitter 2:

— Assume min(Ry, Ry) > 0. As described in
Section III, our strategy is to make each virtual user
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Algorithm 4 Generic Encoding Scheme E¢3

Require: ¥ a vector of |Vxy| uniformly distributed bits.

1:
2:
3:
4:

A

8:
9:

L vectors {Ti};cqi,z] of [Vx\Vx|y| uniformly distributed
bits that represent randomization sequences.
for Blocki =1 to L do
A1 Ny iyl < ¥i
A1 N Vx\Vxr] < T;
Successwely draw the remaining components of A}V,
i.e., the components in V$, according to

! 1
Baj a1 (@ 1477

e N
£ ij‘Altj—l(al”Ai 7 ) if ] € ng

Wi < AN [Vxy]

O, <_A1N[HX|Y\VX|Y]

X, XN A NG,
end for
The transmitter securely shares (W, ®@1.z) with the legit-
imate receiver by means of a one-time pad.

use the encoding scheme for a point-to-point wiretap

channel EWVT in Algorithm 1.

(i) Apply the encoding scheme EWT by doing the
substitutions X <« U, Z < ZVXy, S1.L <

M{g‘) to encode the secret messages Ml(:lz) and

let ﬁlljlllv denote the outputs of this encoding step.
For i € [1, L], we add the superscript (U) to ®;
and ¥, defined in EVT.

(i) Apply the encoding scheme EWT by doing the
substitutions, X <« V, Y <« YUX, Si.L. <«
MI(VL) to encode the secret messages M. v ) and

let Vllz'lfv denote the outputs of this encodmg step.
For i € [1, L], we add the superscript (V) to ®;
and ¥, defined in EVT.

— Assume Ry > 0 and Ry < 0. As described in
Section III, our strategy is to make the virtual user
associated with Ry > 0 use the encoding scheme for
a point-to-point wiretap code
and to make the other virtual user use the cooperative
jamming encoding scheme EX'! in Algorithm 2. The
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and for the other virtual user to perform cooperative
jamming with the encoding scheme E®? in Algo-
rithm 3. Here, cooperative jamming is aided by secret
information with rate — Ry, that has been secretly
transmitted to the legitimate receiver via the virtual
user associated with rate Ry. More specifically,
in Algorithm 3 provided that the transmitter and the
legitimate receiver share (L —1)(|Vuy|—1Vuzvx,l)
uniformly distributed bits, E®'?> aims at making
available at the legitimate receiver the codewords
sent at the input of the channel while concealing
in each block |Vy|zvx,| bits from the eavesdropper.
These codewords do not contain information but will
help the other users (virtual and real) to communicate
their secret information messages with the legitimate
receiver.
(i) Apply the encoding scheme EWT by doing
the substitutions, X <« V, Y <« YUX;,
Si.L <« (MI(VL), Mle) to encode a secret mes-

sage (Ml(\?, M ) where for all i € [2, L],
—(V
;|
v
)

WVuirl = Wuizvxl, W
VvizZ\Aviyux,| — IM; "1,

such that |M | + |M(V)| = Vviz\Aviyux, |-
We also define [, '] 2 0 and [M")] 2 [Vy 4.
Let Vl1 ZV denote the outputs of this encoding
step. For i € [1, L], we add the superscript (V)
to ®; and ¥; defined in EWVT.

(i) Apply the encoding scheme E®'? with the sub-
stitutions X <« U, Z <« ZVXy, for i €
[1,B —1], Ki < Ml(jg Let ﬁlliv denote the
outputs of this encoding step. For i € [1, L],
we add the superscript (U) to ®; and ¥; defined
in E©'2. Note that the virtual user associated
with input U does not transmit information
messages.

Finally, in all cases do (iii).

EVT in Algorithm 1, (i) Send over the channel (X2)!*N & f(U}/N, V) for
each encoding Block i € [1, L], where f is defined as
in Lemma 1.

aim of EX! is to approximate a target distribution « Transmitter 1: As described in Section III, Transmitter~ 1
at the input of a channel, and can be understood is associated with a positive secrecy rate and uses the
as performing source resolvability [39] for each encoding scheme for a point-to-point wiretap code EWVT
encoding block. in Algorithm 1.

(i) Encode the secret messages Ml(:li) as in the case (i) Apply the encoding scheme EWT by doing the substi-

min(Ry, Ry) > 0.

(i) Apply the encoding scheme EC'! by doing the
substitution X <« V. Let VllLN denote the outputs
of this encoding step. Hence, the virtual user
associated with the input V does not transmit
information messages via VIIZ:LN.

— Assume Ry < 0 and Ry > 0. As described in

Section III, the strategy is for the virtual user asso-
ciated with Ry > 0 to use the encoding scheme for
a point-to-point wiretap code EWT in Algorithm 1,

ttions X « X1, Z < ZV, Y < YU, Sp; < M)
to encode the secret messages Ml(lz and let (X 1)}g
denote the outputs of this encoding step. Fori € [1, L],
we add the superscript (1) to ®; and ¥; defined
n EVT,
(i) Send over the channel ()~( 1) }:N for each encoding Block

i€l,L].

In Block i € [1, L], the channel observations of the legitimate

receiver and the eavesdropper are denoted by Yl.I:N and Z}:N ,

respectively.
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A1:N A1:N A1:N
Al A2 AL
— — —
Vx|z\Ax|y Vxz\Ax|y
contains Sy contains Sy,
Vx|z
contains Sy \Ill —t A \112 Uy 1 = A
uniform bits le uniform bits uniform bits X|Y
* contains ¥, * * contains Uy _;
> AN My > AN [Hxy] e e o AN [Hyy]
Vx\Vx|z Vx\Vx|z Vx\Vx|z
contains T} * contains Ty * * contains 77,
non-uniform bits non-uniform bits non-uniform bits
P b Oy
c 1 c 2 c
Vi Vx Vx
contains almost contains almost contains almost
deterministic bits deterministic bits PP deterministic bits

v

Negligible rate of information secretly transmitted to the legitimate receiver ‘— AIL:N[HX\Y]

Fig. 3.

Encoding scheme EWT In Block i € [1, L], X}:N is constructed from the secret message S;, the local randomness 7;, and the subsequence ¥;_1

of the previous block X l'N . The remaining symbols of X LN are almost deterministic given (S;, Tj, ¥;—1). Note that (¥;, ®@;) is the information necessary to
the legitimate receiver to recover Al N Note also that ‘P is uniform and repeated in Block i + 1, whereas @;, whose rate is negligible, is non-uniform and

secretly transmitted to the legrtlmate receiver with a one-time pad. Finally, A

L NH x|v] is also secretly transmitted to the legitimate receiver with a one-time

pad, and the rate of this transmission vanishes to zero as the number of blocks L increases.

2) Decoding:
e Assume Ry <0 and Ry > 0.
The receiver decodes as follows. Define

(I‘,gU) 2 ‘PQU),
@IEV) a kI,gv)’
@zr) 2 \Pg),
My 20,
[Huiyl = APV [Hoyl,
CINHx, yul 2 CHN [ Hx, vl
BN [Hyyux,] £ ELN[HV\YUX1]~
Then, for i from L to 1, given 171.“\’ and

( )
‘I’(U) CD(U) N[HU\y], use the successive

cancellation (SC) decoder for source coding with side
information of [25] to form an estimate ;\\}:N of A}:N .
The decoder thus obtains an estimate \?ff’l) of ‘I—‘l.(g) s
and form Ul.I:N £ A}:NG,,. Then, given (YiI:N,UilzN)
and (‘T’i(l), (I)fl)) = ’C\}:N[HX”YU], use the SC decoder
of [25] to form an estimate 6 LN of 6}:1" . The decoder
thus obtains an estimate ‘P(l) of ‘I’i(i)l, and form
(X )} £ Ci1 NG,. Then, given (Yl.l:N, UiIZN, (Xl)il:N)
and ((I\’i(v), CDEV)) §,-1:N[7‘(V|yux1], use the SC
decoder of [25] to form an estimate Eil:N of E}ZN .
The decoder thus obtains an estimate @;X% of ‘I’i(fz.
GILN A BLN =)
Define V; B G, and let M,
of M; (V)
Flnally, from ((X])} g, V
mates of Ml(:‘;‘), and Ml(lz

denote an estimate

V) the decoder obtains esti-

e Assume Ry > 0 and Ry > 0.
The decoder operates as in the case Ry < 0 and Ry > 0,
with M ng) = {J. Moreover, the decoder estimates M. il )
from U

. Assume RU > 0 and Ry <0.
The decoder operates as 1n the case Ry < 0 and Ry > 0
with Vl: 7 =19 and M 1: L = (. Remark 1ndeed that V
is not needed to form the estimates U N and (X 1)

Moreover the decoder obtains estlmates of Ml(li) from
U

Remark 2: Dependlng on the sign of Ry and Ry, observe
that ‘I’l(lz) (D(IUL) ‘I’l L) and CDgL) do not have the same
definition. Note also that depending on the sign of Ry the
messages Ml(:‘;‘) do not have the same size.

Remark 3: Observe that the cooperative jamming scheme
for the case (Ry > 0 and Ry < 0) is simpler than for the
case (Ry < 0 and Ry > 0) because, in the former case,
reconstruction of Vllflfv at the legitimate user is not necessary
in the decoding procedure.

C. Coding Scheme for Achieving R (px,px,)

In this section, Ml(lz and M 2 are the binary, uniformly

distributed, and mutually independent secret messages to be
transmitted over the L blocks by Transmitters 1 and 2,
respectively.

1) Encoding: Define A" £ (X)"NG, and
(X2)'"NG,. The functional dependence graph is depicted
in Figure 9 and the encoding for Transmitters 1 and 2 is as
follows.

BIN &

o Transmitter 2: As described in Section III, Transmit-
ter 2 performs cooperative jamming with the encoding
scheme E3 in Algorithm 4, which aims at making
available at the legitimate receiver the codewords sent at
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AL:N ALN AL:N AL:N
Al A2 AL*I AL
— — —— —
Kxyz CVxpy Kxvyz CVxy Kxvz CVxy
contains K contains Ky contains K
Vx\Vx|z

Vx\(Vx1zUKxy2)

Vx\(VxzUKxy2)

contains T,

. e o0 ontains
VX \ICXYZ contains T4 contains Ty,
contains T} ) \Ill > ’ lI/L—Z \IIL—l
Vx|z Vx|z Vx|z

_> contains Wy ' contains Wy _o ' contains Wy,_

c c c c

Vi Vi Vi Vi
contains almost contains almost contains almost contains almost:

deterministic information deterministic information deterministic information deterministic information
e o0

Or_q

(P, V)
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Fig. 4. Encoding scheme ES2 InBlock i e [[1, L]], Z}IN is constructed from the randomness K; shared with the transmitter, the local randomness 7;, and
the subsequence W¥;_1 of the previous block Z}f\l/ The remaining symbols of Z}:N are almost deterministic given (K;, 7j, ¥;—1). Note that (¥;, K;, ®;)
is the information necessary to the legitimate receiver to recover Z}:N . Note also that ¥;, which will be shown to be concealed from the eavesdropper,
is uniform and repeated in Block i + I, whereas ®;, whose rate is negligible, is non-uniform and secretly transmitted to the legitimate receiver with a one-time
pad. Finally, A lL:N [Hx|y] is also secretly transmitted to the legitimate receiver with a one-time pad, and the rate of this transmission vanishes to zero as the
number of blocks L increases.

Z%:N g%:N A’lLN
—— —— —
Vx|y Uy Vx|y Y1 Vxy

contains Wy contains Wy = Uy contains ¥, = ¥,

Vx\Vx |y

contains T}

VX\VX|Y D)

contains Th

Vx\Vx |y

contains T7,

c c c
Vx Vx Vx
contains contains contains
almost deterministic almost deterministic almost deterministic
information information information
P, Dy s (@, ¥71)

H Negligible rate of information secretly transmitted to the legitimate receiver

Fig. 5. Encoding scheme EC3 In Block i € [1, L], X}:N is constructed from the local randomness 7;, and the subsequence ¥;_; of the previous
block A}_A{ . The remaining symbols of A}:N are almost deterministic given (7;, ¥;_1). Note that (¥;, ®@;) is the information necessary to the legitimate
receiver to recover A }:N . Note also that ¥; is uniform and repeated in Block i + 1, whereas @;, whose rate is negligible, is non-uniform and secretly

transmitted to the legitimate receiver with a one-time pad. Finally, X}:N [Hxy] is also secretly transmitted to the legitimate receiver with a one-time pad,
and the rate of this transmission vanishes to zero as the number of blocks L increases.

(i) Apply the encoding scheme E®'? by doing the substi-
tutions X < X5, and let (iz)iig denote the outputs
of this encoding step. For i € [1, L], we add the
superscript (2) to ®; and W; defined in E'3. Note that
Transmitter 2 does not transmit information messages.

the input of the channel without any secrecy constraint.
The codewords sent do not contain information but will
help the other user to secretly transmit his messages.
Moreover, although the scheme sends codewords only the
distribution of the channel input is critical.
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Block i — 1 Block i Block 7 + 1
U
M o M) )
) Qo v, Q o ¥
O >O >0
U
TV Ti(+1)
(X2); W (X2)i)

M) M)
v!") V wi¥) o)
i-1 N A~ it

O J/ SN [ 'O
‘/i H
7" { Ty
Z_I:N
(2

M) M)
o M O\ e
i—lO ;f’t\ >O i1

({V()N(l)m] -
1
(1)
1"7(1) T‘i+1

Fig. 6. Functional dependence graph of the block encoding scheme when min(Ry;, Ry) > 0. In Block i € [[1, L], l~/l.1:N is constructed with the message Ml.(U),

the randomization sequence Tl.(U), and the subsequence ‘Pl(ijl) of U}_Zl}’ . \7l.l:N is constructed with the message Ml.(v), the randomization sequence Ti(v), and
the subsequence ‘PZ(Y% of ‘7117}1\/ . (fz)}:N is constructed from (U l.l:N R \ZI:N ) and is sent over the channel by User 2. User 1 sends (X l),!:N over the channel,

where (X 1)1.1:N is constructed from the message Ml.(l), the randomization sequence
the dependencies between consecutive blocks.

Tl.(l), and the subsequence ‘Pl.(l)l of (i 1)1.1:_1\{ . We have represented in blue

Block i — 1 Block ¢ Block i + 1
MY M)
o) ! ({‘ gLN ) o LN )
1:710 L N it+1 ‘O\I}Hl
U
T(U)o’ oS
i i+l
(Xo)1 N
V) V)
T; T
‘OO0 _ i+l
VI:N
1
O_
ZilzN
o0, ) o,
i— i+
o _ >O _ No)
C{U(Xl)%:N (DC{U(Xl)z!ﬁ
T Tia

Fig. 7. Functional dependence graph of the block encoding scheme when Ry > 0 and Ry < 0. The description of this figure is similar to the one of
Figure 6, except that Vl.l:N is here only constructed with the randomization sequence Ti(v) as Ml.(v) =@, i €[1,L]. Note also that ‘PI(VL) =0.

(i) Send over the channel (? 2) 11 N for each encoding Block
i €[l,L].

o Transmitter 1: As described in Section III, Transmitter 1
is associated with a positive secrecy rate and use the
encoding scheme for a point-to-point wiretap code EWT
in Algorithm 1.

(i) Apply the encoding scheme EWT by doing the substitu-
tions X < Xy, Z < ZX2, ¥ < YXa, Sp < M)
to encode the secret messages Ml(lz and let (X1)}:¥

denote the result of this encoding step. For i € [1, L],

we add the superscript (1) to ®; and W¥; defined
in EWT, B
(ii) Send over the channel (X 1)1.1:N for each encoding Block
i €[l,L].
2) Decoding: The receiver decodes as follows. Define
@22) N ‘Pf),
(I\,gl) N \Pgl),
BN [Hxyy] £ BiN[Hyyv),
AIL:N[HXI|YX2] = AIL:N[Hx”sz]-



CHOU AND YENER: POLAR CODING FOR THE MULTIPLE ACCESS WIRETAP CHANNEL

7913

Block i — 1 Block Block 7 +1
1710 i1 >
™~ M) (X2)EN ~
V)
\IIEQ V \ Vit
O A ~ >
Vi _\
1:N
Mﬁ)l Ziih
v
0 >O — >0
w7 W)
T i

Fig. 8.

Functional dependence graph of the block encoding scheme when Ry < 0 and Ry > 0. The description of this figure is similar to the one of

Figure 6, except that the construction of \ZI:N requires in addition the message ﬁl( , and the construction of U iI:N requires the message ﬁl( J. Hence, note

that additional inter-block dependencies, depicted in red, exist.

Block i — 1 Block 4 Block i +1
(2) (2)
e L O\,\(X N e Ti“O\A()? JEN e
i1 2)i i 2/)i+1 i+l
O - > >O
O 7}~ O ZiiY
1 1
MY N M,
>0 >
)’Z 1:N ~ )’Z— 1:N
( 1)i ) ( 1)i+1
) T

Fig. 9. Functional dependence graph of the block encoding scheme. In Block i € [1, L], (X 2

the subsequence ‘Pi(i)l of ()?2),1:,1\/

, and is sent over the channel by User 2. User 1 sends (X 1

is constructed with the randomization sequence Tl.(z), and
I:N
)i

I:N
);

)}:N over the channel, where (X 1 is constructed from the

information message M; ’, the randomization sequence Ti(l), and the subsequence ‘Pi(i)l of ()? 1)};’\1’.

Then, for i from L to 1 given ZI:N and (‘T’i(z), (I)l@) =
El-l:N[sz\y], use the SC decoder for source coding
with side information of [25] to form an estimate Eil:N
of EilzN . The decoder thus obtains an estimate @i(i)l
of ‘I’i(z)l and form ()?2)1.”\’ £ B\il:N G,. Then, given
¥V, (X2)*N) and (@l.(l), CDI(I)) = AN [Hx,yx,], use the
SC decoder of [25] to form an estimate A\}:N of AN, The
decoder thus obtains an estimate @i(l)l of ‘I—‘l.(l)l and forms
(&\I)EZN £ Z}:NGn-

Finally, from ()A( 1)%% the decoder obtains an estimate
of M),

V. MAIN RESULT AND SCHEME ANALYSIS

The analysis for the coding schemes of Sections IV-B, IV-C
are provided in Sections V-A, V-B, respectively. Our main
result is summarized as follows.

Theorem 2: Consider a discrete memoryless MAC-WT
(X1 x X2, Wyzix,x,, YV, Z), where |Xi| ] = 2
The coding schemes of Section IV, which operate over
L encoding blocks of length N and whose complexi-
ties are O(LNlogN), achieve the region R defined in
Theorem 1.

Remark 4: In Theorem 2, the case of prime alphabet sizes
for X1, Xy can be addressed as in [16].
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0.7 F ° Equal split of the sum-rate
—~ 0.6 F
#
=
=< 0.5}F
2 =
£ 04 |

— e

< Y
2z R
£
o

0.2F Ry=Ry + Ry < :
0.1F
0 L L L i 1 I L 1
0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8
R, (bits/channel use)
Fig. 10. Representation of R’ (px,Px,) for the setting described in

Example 1. We fix @ = 1/4. The point that corresponds to an equal split
of the sum rate between both transmitters (with precision 10*4) is obtained
with € = 0.674024, Ry € [—0.1279, —0.1278], Ry € [0.5334, 0.5335],
Ry € [0.4056, 0.4057].

Example 1: Assume X| = =Y = Z ={0, 1}. Consider
X1, Xo, independent and uniformly distributed, B independent
of (X1, X»2) following a Bernoulli distribution with parameter
a, ie., pp(l) = a. Consider the channel defined by Y =
X1 ®X) ZE2YSDB. Define for € € [0, 1], vg e ZITe’ by &
1 — v, ug = 1 -5, uo £ 1 — ug. We also define a =
1 —a. After some computations and following the rate-splitting
method described in Section III-A, one can show that

Ry (€) = vo [Hp(a) — Hp (auo + auo)l,

Ry (€) = uo Hp (vo),

Ri(e) = vo Hp (auo + aitg) + 0o Hp(a) —uo Hp (vo),
Ri(e) + Ry(e) + Ry (¢) = Hp(a),

where Hp denotes the binary entropy. We have represented
R/ (px, px,) in Figure 10 for o = 1/4 and precised the choice
of € to equally split the sum-rate among both transmitters.

In the following, let 6(N) denote a generic function of N
such that limy_, o0 2V 0(N) = 0 for any a < f.

A. Scheme Analysis for the Achievability of R'(px, px,)
When min(g({1}), g({2})) > 0

1) Induced Distribution: A crucial step to assess reliability
and secrecy for our coding scheme, as we will later see, is the
study of the distribution induced by our encoders. We first
review the following result whose proof follows from [16],
see also [19], [38], [40], [41].

Lemma 4: Consider a binary memoryless source (X, px)
and define AN 2 XUNG o Assume that KlzN, whose
distribution is_denoted by paun, is constructed as follows.
The bits of AN indexed by Vx are uniformly distributed
and the remaining bits of AVN indexed by j € Vg follow
the distribution psj i1, j € Vx. Then, V(pain, pgin) <
J(N).

We can now prove the following lemma.
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Lemma 5: Let pUlNVIN(XI)IN(XZ)INleZlN denote
the distribution  induced by the encodmg scheme
in Block i € [1,L], ie., the joint distribution of

(UEN, VEN (XN (X) BN, YN, ZEN). We have

N4 (ﬁU.l:NV.I:N(Xl),liN(Xz)liNy_l:NZ_l:N,
pUliNVl:N(Xl)l:N(Xz)l:Nyl:NZI:N) < O(N).

Proof: Since (l~/i1:N17il:N) —
we have

(il)}:N(}?ﬂ}:N _ 'Y"vil:NZil:N’

D LNy 1IN I:N LNy L:N 71:N
pU; Vit (X (Xe); Y Z
= pyl:NzltN‘X}:NX%:N pU’_l:NV’_l:N(Xl)’]:N(XZ)}:N ,

hence, by redefining J(N) when necessary,

V (pU[I:NV[I:N(X|)}:N(X2)[|:NY[1:NZ[1:N’

pul:NVI:Nx{INxéZNyI:NzlzN)

= V ﬁU’_I:NV’_I:N(XI)Z!:N(XZ)Z!:N, pUl:Nvl:Nx}:NXZI:N)
@y (5 -

= pU’_l:NV’_l:N(Xz)il:Np(Xl)’]:N, pUI:NVI:NXé:NpX%:N
(b)

<V pUlNVlN(Xz)lN,pUlelNX1N>

+V (p(Xl)’]:N,pX}:N)
(C)
(pUl NYIN (X5) 1N 5 pUlelNXI N) + 0(N)
@ \% (p(X )lNlUlNVleUleVlN,
pX%:NlUl;NVl;NpUl:val:N) + Jd(N)
© \% (ﬁlezNﬁV.lzN, pUI:val:N) 4+ 0(N)

)
<V (ﬁle:N, pUl:N) +V (ﬁvvl:N, pV1:N) + 6(N)

(8)

< O(N),
where (a) holds by independence between (il)}:N
and (UiIZN,Vl.l:N,(Xg)}:N) and Dbetween X}:N and

(UBN, VEN (X3)EN), (b) holds by the triangle inequality,
(c) holds by Lemma 4, (d) holds by independence between
l~]i1:N and V'V and between UV and V"V, (e) holds because
(iz)il:N — f(l"jil:N’ ‘7iltN) and X%:N — f(Ul:N,Vl:N), (f)
holds by the triangle inequality, (g) holds by Lemma 4. ®

2) Communication Rates: We now determine the different
communication rates. In all cases, the rate of Ml(lz is

1 < ) Vx,izvl+ (L — D[Vx, zv\Ax;yul
— > M| =
NL P NL

< [Vx,1zv\Ax, yul
- N

@ [Vx,1zv| —
- N
N2 H(X11ZV) — H(X1|YU)
— I(X1:YU) — [(X1; ZV)

© g,

WS

[Hx,yul
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where (a) holds because Ax,yuv C Vx,zv and |Ax,jyu| =
|Hx,)yu N Vx|, (b) holds by independence between X and
U and between X and V, the limit holds by Lemmas 2, 3.

Assume first that Ry > 0 and Ry > 0. Similar to the rate
of Ml(:lz, the rate of of Ml(:li) is

L
1 @y, _ WVuizvx,| + (L = DPVuizvx,\Auyr|
— > M| =
NL & NL
< Vuizvx,| — [Huyl
- N
N—o00

22X HWUIZVX)) — HUY)
=1(U;Y)—1(U; ZVX})
= 1(U;Y)— 1(U; Z|VX))

= Ry,
and the rate of of Ml(:‘;‘) is
L
B Z M| = Wy izl + (L — D)Vyiz\Avyux, |
W=

NL

i=

NL

> Wvizl = Hviyux,|
N
N2 H(VIZ) — H(VIYUX))
— [(V;YUX)) — I(V; Z)
= [(V;Y|UX)) — [(V; Z)
— Ry.

Assume now that Ry > 0 and Ry < 0, then the rate
of Ml(:VL) is equal to zero and the rate of Ml(:li) is derived
as in the case Ry > 0 and Ry > 0. We thus obtain a rate
Ry > Ry + Ry for Transmitter 2.

Finally, assume that Ry < 0 and Ry > 0. The rate of Ml(:li)

is equal to zero and the rate of M 1(VL) is

| L
V)
~7 22 M
i—1
Wizl + X 1M
N NL
—(V)
Wizl + (L = D(Vyiz2\Avyux, | — 1My 7))
NL
—(V
@ Wizl + (L = D(Vvizl — [Hyiyux, 0 Vvl — M)
NL
—(V)
< Wvizl = Hyviyux,| — My |
- N
® Wvizl = [Hviyvux,| = WVuy|l + Vujzvx, |

N
NZ2 H(VIZ) — H(VIYUX)) — HU|Y) + HU|ZV X))
= I(V;YUX) = I(V; Z)+ I(U;Y)— [(U; ZVX))

QD [V YUX) = I(V; Z) + IU; Y) — 1(U: Z|V X))

= Ry + Ry,
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where (a) holds because Ayyyx, C Vyv|z and |[Ayyux,| =
Hyiyux, N V|, (b) holds by definition of [35" |, the limit
holds by Lemmas 2, 3, (¢) holds by mutual independence
between X, U, and V.

Finally, we verify that the rates of the secret seeds required
to be shared between the transmitters and the legitimate
receiver are negligible. For Transmitter 2 this rate is at
most

NSNS S (|c1>§U)| + |q>§V>|)
NL
O 1+ L (j0f)+ 1)
NL
- Huy| + Hviyux,|
= NL
[Huyl = Wuyl + Hviyux, | — Vvirux, |
+
N
N—oco HUI|Y)+ H(V|YUX))
L

L—o0
— 0,

where the first inequality holds by considering the signs of
Ry and Ry, and where we have used Lemmas 2, 3 for the
limits. For Transmitter 1 the secret seed rate is

¥+ S 1 vl el = Vol

NL NL N
N—o00 H(X1|YU)
L
Lz

3) Reliability: It will now become clear that Lemma 5
is crucial to ensure reliability. Let i € [1, L], consider a
coupling [42, Lemma 3.6] between pyuny iy 1vytn and
PytNyiN x,)tNyy such that b C

P& = V(ﬁUiI:NVilzN(Xl)l}:NyilzN, pUl:Nvl:N(Xl)l:Nyl:N),
where
&, A {(ﬁil:N’ ‘71'1:]\]’ (i’l)}:N’ f/'il:N)

7& (UlN, VIN, (Xl)lN, YlN)}.

Define also for i € [1, L],

8¢
21
(>

{Z\?:N[Huw] # X}:N[Huwl} ,

)
=
(1>

[BI ™My vux,) # BV (Hvivux 1)

U {ﬁilw # ﬁilw} U {(}?I)ILN #* (il)}:N} )
= {a‘l:N[HXllYU] # aiIZN[HXI\YU]}

U {ﬁilzN " l"]'ilzN}.

We consider the case Ry < 0 and Ry > 0. The other
cases can be treated similarly. For i € [1, L — 1], we have,

™
™
[I>
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by redefining 6(N) when necessary,
]P)I:;fil:N £ A*ilzN]
= P[AIN £ AVigsnes [Plernes ]

+P[AY £ ANIg U g P[5 vz |
<P[ARY £ ANiErnes |+ P ugs ]
P[AIN 2 A1V |ge n 5/61_ +0(N) +P [Egi]
® ey L 1 : v
< P[ARY £ AN g ngg |+ o) + P[AEY £ ALY

i1
nL:N LN
+P [Bi+1 7 Bi+1]

NS

SNy +P[AIN £ AN+ P[BLY £ BY],  ®
where (a) holds by the union bound, and by the cou-
pling and Lemma 5, (b) holds by the union bound because
E+ = @(U) \P(U) =) -7 (V)

i = D #E Y, UM, . #M; |, (c) holds by
Lemma 2.

We then have, by redefining 6(N) when necessary,

P I:é‘iI:N ) gilzzv]

< P[@;;N ” 5i1:N|giC mgé_] +]P>[8i Ué’a]

a) e~y ~1. ~. =1
<P[CHY £ CVigr s |+ PIEI+P[AIY £ APV

—

~1:N ~1:N
+P [Ci+1 75 Cl’+1]
() . . o o
<o+ p[AY £ V] p (G # E]
(c) . . . .
< O(N)+P [Ailﬂ # AilirAll] 4P [BilJ}IY £ BilJ_rAl/]

+P[CHY £ EHY], ©)

where (a) holds by the union bound because & =
{@i(l) £ ‘I—‘l.(l)} U {I/J\iliN #* 6i1:N} , (b) holds by the coupling
and Lemma 5, and by Lemma 2, (c¢) holds by (8).

Finally, we have, by redefining (N) when necessary,

P[Eilzzv £ EilzN]

<P[B™ £ BMignes |+ P& ueg]

<p (BN # BI™igs ngg |+ PLE +P[AFY £ A1Y]
+P :@-“N 7 51'1:N: +P [§11+A1] 7 Eilﬁ]

@ sV + P [Z}W £ A’}W] +P [@“N ) &',.“N]
+P[BYY # BliY]

< o0 + 2P [AL £ T+ 38 [B 2 1A

(10)

[=~1:N SN
TP Gy # Cifh |
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where (a) holds by the union bound because
G 14 =1 ~1:
&5 = {0 e} u{or £ G
SCOERCatS

(b) holds by the coupling and Lemma 5, and by Lemma 2,
(c) holds by (9).

Combining (8), (9), and (10) we obtain, by redefining J(N)
when necessary,

PR 2 AN] 4+ [BIY 2 BV 4 B[OV # 6]
<o) +5 (P[ALY # AN +P[BLY # BLY]
+P[CHY # EY)
< 5oy +5H (PAPY # ALY ]
+P[BEY # BLN |+ B [CEY £ CLY))
< 5PN,
hence,
P [, 0, 18 # 1w, wi)]
< P|@LY.BEY. G # ALY BEY. D)

<

M-

P[A‘I_I:N #A"I_I:N]_i_P[l’;‘il:N #EiI:N]

1
FR[eE 2 &)

L
< O(N) D 5t
i=1

= 5(N)(;L —1)/4. (11)

4) Strong Secrecy: We provide a unified proof for all the
cases considered in the encoding scheme. In the following,
do the substitution Ml(:li) <~ 0, L(lUL) <~ ¢ for the case

(Ry < 0 and Ry > 0), the substitution M\') < f for the

case (Ry > 0 and Ry > 0), and the substituﬁon ‘I’va) <~ 0,
HgVL) <~ 0, Ml(:\? <~ 0, ngg <« ¢ for the case (Ry > 0 and
Ry <0).

It is tempting to state that the following security constraints
hold by the proof in [16],

U)oU), 51: Nl
4 (Ml(:L)lPl(:L); Z{fiv(xl)%;gvll:iv) < 6(N),

VMg (V). 51:
4 (Ml(:L)MltLlP{:L); le:lLv) < 5(N),

Dy (). S1:NSI:
1 (Ml ZEVY) <o),

this assertion would, however, be incorrect. The proof in [16]
can only be applied to show block wise strong secrecy and
does not apply to show secrecy over all blocks jointly, due to
the fact that the functional dependence graphs that describe
dependencies between random variables across all blocks
differ from [16] — see Figures 6, 7, and 8. In particular,
additional dependencies exist because of our combination of
three point-to-point wiretap and cooperative jamming codes.
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We first show blockwise strong secrecy in the following
lemma.

Lemma 6: For any Block i € [[1, L] strong secrecy holds.
Specifically,

W) gD ) 77V) 21 (V) 3 (D), Z1:N
I(Ti—l‘{li—llyi—lMi M; MM Z; )<5(N)’

where ‘I’(gU) = ‘I’év) = ‘I’(gl) = .

Remark 5: Note that one only needs
1 (Mi(U)Mi(V)Mi(l); ZZ.IZN) < O(N), to have blockwise
strong secrecy. We prove a stronger result in Lemma 6 to
be able to study strong secrecy over consecutive blocks in
Lemma 7.

Remark 6: When Ry < 0, although the virtual user does
not transmit secret information messages to the legitimate
receiver, it is critical, for Lemma 6 to hold, that ‘I—’lijl) i e
[2, L], is almost independent from (’Zvil:N, (Xl)}:N, \71.1:N), ie.,
I (‘I’l(gl), Z}:N(Xl)il:N IZIZN) < O(N). This remark justifies a
posteriori the design of the coding scheme ES'2. Note also
that when Ry < 0, we simply have (Mi(v), va), ‘I—‘l.(i/l)) =0.

Proof: Following the proof of [16, Lemma 8] with
Lemmas 3, 5, one can show that for any i € [1, L],

(M%) ZIN N TIY) <o),
1 (0w ZIN) < o),
J (Mi(l)\yi(l)l; ZilzNVl_l;N) < 5(N).
We then have
i
=1 (¥ M ZI)

iy (\Ijl(i)l Mi(l); ZiltN |\Pl(i/iﬁl(v)Ml(V))

I (Ti(ijl)lyi(l/%lyi(l)lMi(U)H(V)Mi(V)Mi(I); Zil:N)

U U =1 Vv —(V \% 1 1
1 (¥ Z e w0 m)
< 1 (P M2 1 (0 2T
+1 (\Pi(gl)Mi(U); ’Z“il:NVil:N(Xl)ilzN)
< 3(N).

|
We now study strong secrecy across two consecutive blocks
in the following lemma.
Lemma 7: Define for i € [1, L],

(V). 7I:N
(s 7).
WU). Z1:N 3,(V) 5 ,(1)
Y (MI:L’ Zl:i Ml:i Ml:i) ’

(1), Z1:N 3 ,(V)
Y (MltL’ Zl:i Ml:i )’

[I>

v
Li

£

(1>

(1>

7
L;

and ng) = Z(()U) = Z(()l) =0.
For i € [0, L — 1], we have

TV _7(v) 7O) _ 7@ 7O 7
max (Li+1 =Ly L — L Ly — L ) < O(N).
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Proof: For i € [0, L — 1], we have
7W) _ 7
Lisi—L;
W), ZEN (V) g e (D) Z 1N 3 (V) 5, (1
=1 (MI:L)’ ZEN MM Z] Ml:i)Mlzi))

i+1
@ (M(U) S ZIN (V) (D) |Z%§£VM1(};)M1(}i))

Lii+1 i1 4177041

ZUN 2 ,(V) 2 ,(1), Z1:N 3 (V) 7 ,(1)
Zyi My My Zi+1Mi+1Mi+1)

)
s (M1:i+1

_ U). ZL:N 1,(V) 7 ,(1)
=1 (Mi+1* Zi+1Mi+1Mi+1)

(D) Z1N 3 7(V) 2, F1:N 3, (V) 4 ,(1) U)

+1 (Mlci Zyi My M Zi+1Mi+1Mi+1|Mi+1)
(b) ~ ~
W) Z1:N 4,V (D). Z1:N 3, (V) 3 (1) 7 ,(U)

< (Mlzi Zyp My My Zi+1Mi+lMi+1|Mi+l)

+O(N)
< 1 (v OMDZE M )
MM M) + o0
1 (0000 2w M)+ o0
= 1 (v ZEN M D M) + s

O g gD g, (V) (1) 3 ,U). Z1:N
S (\Pi e v M Zi+1) +d(N)
(d)
< O(N),

where (a) holds by the chain rule and because

) . ZEN (V) g () ZEN (V) (1) g o (U)
1 (Mi+2:L’ Zina M i My | 2y My My Ml:i+1)
@) LN (V) (1) (U)
s (Mi+2:L’ Zl:i+1M1:i+1Ml:i+1M1:i+1) =0,

(b) holds by the proof of Lemma 6 because
). 71: (V) 5,01 ). 71: I:N {7 1:
1 (Mi+1)’ Zi+1\1]Mi+1)Mi+)1) < I (Mi+1)7 Zi+A1/(X1)i+A{Vi+11V)’
(c) holds by the chain rule and as one can check with
the dependence graphs depicted in Figures 6, 7,! because
the following Markov chain holds Ml(g)Zifval(};)Ml(}i) —
W) g (V) g1 Z1UN (V) (1) 5 ,(U)
¥, Zia My M MLy, (d) holds by
Lemma 6.
Then we have
7
Li+1

(D). F1:N 3, (V) [ F1:N 4 (V)
1 Ml:L’Zi+1Mi+1|ZI:i My, )

7
—L;

(@) (1) . SN 1,(V) 51N 4 ,(V)
=1 Ml:i+1’ Zi+1Mi+1|Z1:i Ml:i )

J (M(l) Z M, Z_I:NM_(V))
1

N

1:0+1 1:d 0 “Zi+177i41

- D). ZLN (V)
= I(M;y: Zi+1Mi+1>

MZLEN (V) Z 1N (V) g0 (1)
+ (Mlzi Zy; My ’Zi+1Mi+1|Mi+1)

(O]

N

DZEN (V). Z1:N g, (V 1
I (Ml(:i)ZI:i Ml(:i)’ Zi+1M,-(+1)|M,-(+)1) + J(N)

TV @OV g(D) 3 (D ZLN 3 (V) SN 3 (V) 51 (1)
< I(MiJrl‘{li i M 2y My ’Zi+1Mi+1Mi+1)
+J(N)

IRecall that ZEU) is not defined when Ry < 0.
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(0 V) (U)o (V) 1% 1
é I( t+1‘{l( )T( )T() le+A1/Mz(+1)Mt(+)l) +5(N)

V) g g g, 71: V)l
= 1 (M Ow O ZE M M) + o)

i+1
V) gy (U) gy (V) gy (1 1% 1
< 1 (0w e Om M ZEY) + ov)
(d)
< d(N),

where (a) holds because

(1) Z1LN 3 (V) Z1:N (V) (1)
1 (M1+2 L Zz+1Mt+1 |Z M Ml l+1)

(D) L FEN (V) 2 () )
s (Mz+2 L Lt My My z+1) =0,
(b) holds by the proof of Lemma 6 because

i+1° Zi+177i+1 i1 Zir1 Vil (C) holds
by the chain rule and as one can check with the dependence

graph depicted in Figures 6, 7, 8, because the following
Markov chain holds

I (M(l) Zl NM(V)) < I (M(l) Zl Nvl N)

) w @y Vg® _ ZIN W) )

FLN 3 (V) 7 ,(1)
Zl:i Ml:i Ml:i i+177i+1°

(d) holds by Lemma 6.
Finally, we have,

7V 7
Ll+1 L'

_ V). Z1:N | Z71:N
=1 (MlL’ Zz+1lzlti )
N

@) (V) lN 71
=1 11+1’Zt+1 lz)
(V) ZL:N. Z1:N
s/ M1:+1Zn »Zz+1)
V). ZI:N M ZLN. ZEN| (V)
=1 Mt+1’Zz+1)+1(M Zy; ’Zl+1|Ml+1)

< 1 (e OMDZEN ZEN M) + o)

i+ 041

Q (M w Oy, zl‘ﬁM,‘Xf) +3(N)

=1 l+1

(2
(
(
Yy (M ZEN: ZEN M) + o)
(3
(3
(. it

<I(fﬁ?mwmwmnﬁﬂﬁﬁ+ﬂm
d)

< O(N),

where (a) holds because

V) LN | Z1:N 3 ,(V)

I(Mt+2L’Zt+1|Z1 M11+1)
) I:N )y _
1(M+2L’ZIL+IM11+1) O’

(b) holds by Lemma 6, (¢) holds by the chain rule and as one
can check with the dependence graphs depicted in Figure 6,
8.2 because the following Markov chain holds

Zu) T Oz ),
(d) holds by Lemma 6. [ ]

2Recall that ZEV) is not defined when Ry < 0.
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We can now study strong secrecy over all blocks jointly.
Observe first that
WU). Z1L:N 37(V) 3 (1)
1 (MI:L ’ Zl:L MI:L Ml:L)
L—1

=> (I8 -

i=1

T (U T U
L! ’) + IV < Lo,

where the last inequality holds by Lemma 7.

Similarly, 1 (MI(ZVL); Zl”LV) < LS6(N) and

I(MI(IZZIULVMl(VL)) < LO(N). We thus obtain strong

secrecy as follows.
(s 22)
=1 (M) Z1Y) + 1 (M) ZEY 1M
+1 (M ZEY 1M () M)
=1 (M) Z8)) + 1 (M) ZEY M)
+1 (M) ZE M) miY)

< L§(N). (12)

B. Scheme Analysis for the Achievability of R"(px, px,)

1) Induced Distribution: As in Section V-A, a crucial step
to assess reliability and secrecy is the study of the distribution
induced by the encoder. One can show a similar to Lemma 5,
forall i € [1, L],

A\ (ﬁ(xl)il:zv(xz)il:zvYilzNZil:N, p(Xl)l:N(Xz)l:Nyl:Nzl:N) < I(N),
(13)

where ﬁ(xl)p:N(XZ)p:NY;;NZ;;N is the joint distribution of

((X’l)}:N()}'z)il:N, fil:N, Z}:N).
2) Communication Rate: Similar to Section V-A2, the rate
of M 1(12 can be shown to satisfy, as N goes to infinity,

L

1

NI > M| = 1(X1: Y1X) — [(X1: ZIXa),
i=1

and one can verify that the rates of the secret seeds that need to
be shared between the transmitters and the legitimate receiver
are negligible.

3) Reliability: Similar to Section V-A3, one can show
using (13),

P[1(]),# M{}) | <MLL - HEL - 1)/6.

4) Strong Secrecy: Although only one user is transmitting
secret information to the legitimate receiver, one still cannot
reuse the security proof for the point-to-point wiretap chan-
nel [16] to show security over the L encoding blocks jointly.
We can though, similar to [16], show that blockwise secrecy
holds by using (13) and Lemma 3. We now show strong
secrecy for two consecutive encoding blocks.
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Lemma 8: Define

ey (Ml(lz Z};{V\sz)) , fori e[, L],
L 2o.

Fori € [0, L — 1], we have Z(l) - Z(l) < O(N).
Remark 7: Observe that unllke in Lemma 7, here, ‘I’(z)
might not be concealed from the eavesdropper. Consequently,

the proof of Lemma 7 cannot be reused to prove Lemma 8.
Proof: For i € [0, L — 1], we have

7 (D) 7
Lz+1 L

1 2
= 1 (M0 2Nz )
@ 1:N\p<2>)

= 7 M(l) ZIN
(1 F1I:N 2
) Zy; ’Zl+1|LP ))

11+1’ z+1
1:i+1

N

1

I M(l) Zl NILP(z)) iy (M(I)le zN’ Zl lepl(z)Ml(—}—)l)

(
(
(v
( i+10 Zitl i+1
(
(
(
(¥

~
S
-~

1 2 1
(M3 ZEY ZEN e M) ) + o)

N

N

1

1

v OO ZEN, ZEN M, |‘P1(2)) +0(N)

o~
3]

) M. Z1:N 3,
I\Y;" 2 M

|‘P1(2)) £ 8(N)

= (v 2w P M) + o)

N

(1 1 I:N w2
1(wOms ZEN e ) + o)

(d)
< d(N),
where (a) holds because

(M) . ZLEN| ZLENg2) 5,(1)
I(MtJrZL’ l+1|le \P M11+1)

M LN @@, ) _
I(Mz+2L’Zl i+1 ] M11+1) =0,
(b) holds by blockwise secrecy because

i+1° “i+1 i+1° ~i+1
the chain rule and as one can check with the dependence

graph depicted in Figure 9 because

It (M(l) L N\P(2;> J (M(l) 7l N(XQ)I_H), (c) holds by

le NM(l) \Pi(l)\Pi(z) Zl NMZ(-}-)l
forms a Markov chain (d) holds by blockwise secrecy. [ |

From Lemma 8, we deduce I Ml(lz, Z%g) < LJO(N),
i.e., strong secrecy holds over all blocks jointly.

VI. CONCLUDING REMARKS

Polar codes [43] are the subject of intense research both on
the theoretical and practical level because of their potential for
low-complexity implementation and provable performances.
While polar codes are already candidates for error-control
coding in 5G communication systems [44], recent results have
also demonstrated their potential for securing the physical
layer.

In this paper, we have considered polar codes for commu-
nication over a MAC-WT with two transmitters under strong
secrecy. We have seen that rate-splitting for the multiple
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access channel (MAC) without secrecy constraint [26] can
be adapted to the MAC wiretap channel, with the caveat
that a “negative rate” can be associated with a virtual input.
We have shown that such case can be handled with appropriate
cooperative jamming strategies that we have implemented with
polar codes. We have, consequently, been able to provide
low-complexity polar coding achievable strategies for the
achievability proof of Theorem 1. Moreover, for a given rate
pair, if time-sharing is not needed in the achievability scheme
of Theorem 1, then time-sharing is not needed in our coding
scheme.

Regarding our proof for reliability and secrecy, we stress
that polar codes should be handled with care when channels
are not symmetric and when block Markov encoding is used,
for at least two reasons. First, as already noticed in [16],
the induced distribution of the coding scheme should match
the distribution for which the very high entropy and high
entropy sets are defined. In our scheme, this point is criti-
cal to assess reliability and secrecy. Second, block Markov
encoding creates dependencies between random variables.
Consequently, although our coding scheme relies on several
point-to-point wiretap codes, secrecy and reliability do not
follow from [16]. In our coding scheme, several block Markov
constructions are combined together and a detailed analysis of
the dependencies of the involved random variables is essential
to assess reliability and strong secrecy.

APPENDIX A
PROOF OF PROPERTY 1

. To show that

g is submodular it is sufficient to show that g1 M, R4,
S+ —I(Xg; Z) is submodular, since g3 : oM Ry, S —
I(Xs; Y|Xse) is known to be submodular [45]. For any S, 7
IS ZM, we have for U 2SUT and T2 S8SN7T

a1+ 1@
= —H(Xy) -
@ _H(xs) -

+ H(X71|Z)

We fix px,, and drop the subscript on g PX g

H(X71)+ H(Xy|Z) + H(X1|Z)
H(XT)+ H(Xs|Z) + H(X7\s|ZX5)

(b)

< —H(Xs) —
+H(X7|Z)

= g1(8) + g1(7),

where (a) holds by independence between the X;’s, (b) holds
because conditioning reduces entropy.

H(X7)+ H(Xs|Z) + H(X1\s|ZX7)

APPENDIX B
SYSTEMATIC METHOD TO CHARACTERIZE THE
CORNER POINTS AND DOMINANT FACE OF R/

We use the notion of polymatroid to characterize in a
systematic manner the corner points and the dominant face
of R’. Although the notion of polymatroid has previously been
utilized in the context of multiple access channels without
secrecy constraints, e.g., [45], [46], we will see that some
complications exist for the MAC-WT.
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Remark 8: Despite our focus on the two-user MAC-WT,
we remark that the result presented in this section is valid
for any m € N, which is of independent interest.

For any subset S of M £ [1,m], m € N, define Rs £
> ies Ri. We first recall the definition of a polymatroid.

Definition 3 [46], [47]: Let f : 2M 5 R. The polyhedron

P(f) £ {(Ri)iem € R : Rs < f(S), VS C M}

associated with the function f, is a polymatroid if
(i) f is normalized, i.e., f(¥) =0,
(ii) f is non-decreasing, i.e., VS, T ¢ M,S Cc T —
f(S) < f(T),

(iii) f is submodular.

Observe that for any px,, [Ticaq Px;» we have
R (px) = P(ngM). As shown in Property 1, 8px o, is
submodular, however, in general, g PX g is not non-decreasing.
We transform 8px o, into a non-decreasing function, while
preserving submodularity and normalization in the following
lemma, whose proof can be found in Appendix C.

Lemma 9: For a fixed px ,, = [T/Z, px, such that 8px o,
is positive, define
2M L RS+ min A).

+ Ac M gpo ( )
s.t. ADS

*
ngM

The set function g;XM is normalized, non-decreasing, and
submodular:

We deduce the following result from Lemma 9.

Corollary 1: For a fixed px ,, = [T/L, px; such that 8px

is positive, P (g;XM) is a polymatroid, moreover,

P (2her,) =P (2r0s) = R'Px00)-

We obtain the following corollary.

Corollary 2 [47]: Fix px ,, = [T/L, px, such that 8px o,
is positive. For = € Sym(m), where Sym(m) is the symmetric
group on M, fori, j € M, define n*"/ = (x (k))ke[[i,j]] . Since
P (g;XM) is a polymatroid by Corollary 1,

(i) Any point in R'(px ,,) is dominated, with respect to the

natural partial order on R™, by a point in

D(pxa) 2 {(Riem € R (pxa) : Raa = g5, (M),

(ii) We have
D(pXM) = Conv ({(Cﬁ(i))ie[[l,m]] LT € Sym(m)}) .

where for = € Sym(m), for i € [l,m], Czi) =
g* ({n.z:m}) _ g* ({n.t+1:m}) )
Example 2: For m = 2, and when 8px o, is positive,

the dominant face of R'(px,px,) is D(px,px,) =
Conv(VIR(px,px,)]), where the set of vertices

V[R/(pxlez)] OfR/(lel?Xg) is

VIR (px, px,)] = (g7 (1), " ({1, 2}) — g*({1))),
(g"({1,2h) — g"({2h), g" (12}
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Note that by submodularity and normalization of g¥,
g (1,2} — g*({2}) < g*({1}). Hence, the range of values
taken by R in D(px, px,) is

[g*({1,2}) — g*({2}), g*({1})]
= [[g({1,2}) — g({2H1*, min(g({1}), g({1, 21))],

where the equality holds by noting that for i € {l1,2},

g ({1,2}) = g({1,2}), and g*({i}) = min(g({i}), ({1, 2})).
Then, by definition of D(px,px,), R is determined by
Ry=g({1,2})) — R > 0.

APPENDIX C
PROOF OF LEMMA 9

We first show monotonicity. Let S, 7 C M such that
S c 7. Let T C M be such that g*(7) = g(7 UT™),
we have £*(5) = min gA) < g(TUTY = g"(7),

c

s.t. ADS
where the inequality holds because 7 U 7% O S. We now

show submodularity of g*. Let S,7 be any subsets of M.
Let §*,7* C M be such that g*(S) = g(S U S*) and
g"(T) = g(T UT*). Defined 2 SUT and T £ SNT.
We have

g U) +g" (@)

@ WU UTY) 42T USNTH U S N (T UT)
= g(SUSHUTUT)) +g((SUSHN(TUTY)

(b)
< gEUSH)+g(TUTY
= g"(S) +¢*(7),

where (a) holds by definition of g*, (b) holds by sub-
modularity of g. Finally, normalization of g* follows from
normalization of g.
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