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that s.d.o.f. equal to /1 2 are indeed achiev-
able whenever h  is any irrational number. 
The principle of the achievable scheme is 
illustrated in Figure 5. Let ( , )C a Q  denote 
the set { , ( ), , ( ), }aQ a Q a Q aQ1 1�- - - -  
for a positive integer Q and scaling factor a. 
Both X1  and X2 take values from ( , )C a Q . 
The eavesdropper’s observation, ,X X1 2�  
takes values from the set ( , ).a QC 2  It can be 
verified that ( ; ) .I X X X 11 1 2 �+  On the 
other hand, when h  is irrational, it can be 
verified that X h X1 2�  can take ( )Q2 1 2�  
possible values, each corresponding to a 
unique pair ( , ).X X1 2  Let dmin denote the 
minimal distance between any pair of 
these possible values. It can be shown that 
one can choose a and Q such that both 
Q and dmin  increase with the transmission power P. The increase 
of dmin  implies that the probability of decoding errors 
decreases with P while the increase in Q implies that X1 can be 
used to represent more bits. Using these properties, one can 
prove that ( ; )I X X h X1 1 2+  also increases with P. Since 
( ; ) ,I X X X 11 1 2 ��  we observe that the achievable secrecy rate 

{ , ( ; ) ( ; )}max I X X h X I X X X0 1 1 2 1 1 2� � �  increases with P, as 
well. References [34] and [35] have recently provided the con-
verse and proved that s.d.o.f. cannot exceed /1 2 for any ,h  so 
that the performance of a scheme based on real interference 
alignment is optimal for almost all possible values of ;h  see the 
next section for details.

COOPERATIVE JAMMING BY ALIGNMENT
As we have seen so far, cooperative jamming arises as an impor-
tant tool used in achievable schemes as part of the channel pre-
fixing procedure. In fact, it proves useful in all multiuser 
extensions of the wiretap channel, including the multiple access 
wiretap channel, relay eavesdropper channel, interference chan-
nel with confidential messages, interference channel with exter-
nal eavesdroppers; see, for example, [23]. Therefore, a 
fundamental canonical channel structure in multiuser wiretap 
channels becomes the wiretap channel with helpers, i.e., coop-
erative jammers, which is shown in Figure 3(b). In this channel 
model, there is a legitimate transmitter-receiver pair, which 
wishes to have secure communication in the presence of an 
eavesdropper, and there are helpers which can transmit signals 
that are independent of the message. This channel model gener-
alizes the single cooperative jammer model we have covered so 
far, and reduces to what we have when we focus on the individ-
ual secure rate of a single user in a multiple access wiretap 
channel or in an interference channel with an external eaves-
dropper [23], [30]. In such channels, remaining legitimate 
transmitters act as helpers. It also encompasses the relay eaves-
dropper channel with relay as the deaf helper [36].

Helper nodes can increase the secrecy rate of the legiti-
mate pair by transmitting signals. In particular, as in the orig-
inal cooperative jamming scheme, the helpers may transmit 

i.i.d. Gaussian signals to improve the secrecy rate of the legiti-
mate pair [14], [28], [29]. However, such i.i.d. Gaussian coop-
erative jamming signals do not improve the s.d.o.f. The s.d.o.f. 
is still zero in this case as in the canonical Gaussian wiretap 
channel with no helpers. Such i.i.d. Gaussian signals maxi-
mally jam the eavesdropper but also maximally hurt the legiti-
mate user’s decoding capability. As discussed in the previous 
section, [23] and [38] achieved positive s.d.o.f. by using nested 
lattice codes in a Gaussian wiretap channel with a helper. For 
the Gaussian wiretap channel, with a single helper, previously, 
[39] and [33] achieved s.d.o.f. of 1/4 of as a symmetric individ-
ual rate on the two-user interference channel with external 
eavesdroppers and on the multiple access wiretap channel, 
respectively. Additionally, [23] and [38] achieved a s.d.o.f. 
of 1/2 using integer lattice codes if the channel gains are irra-
tional algebraic numbers. Recently, [34] and [35] showed that 
s.d.o.f. of 1/2 can be achieved for almost all channel gains by 
using cooperative jamming and real interference alignment, 
and also provided a converse to show that, in fact, this is also 
an upper bound, establishing the s.d.o.f. capacity. These refer-
ences also determined the s.d.o.f. for the case of M helpers to 
be [ / ( )].M M 1+

The achievable scheme that is based on structured coopera-
tive jamming and real interference alignment is illustrated in 
Figure 6 for the M-helper case, when .M 2�  The legitimate 
transmitter divides its message into M parts. Each helper sends 
a cooperative jamming signal. All of the M cooperative jam-
ming signals are aligned in the same dimension at the legiti-
mate receiver to occupy the smallest signal space to allow for 
maximum signal space that can be used by the messages. All of 
the M submessages are separable at the legitimate receiver 
because they are in different irrational dimensions. On the 
other hand, each cooperative jamming signal is aligned with a 
message signal at the eavesdropper to protect it. This align-
ment makes sure that the information leakage to the eaves-
dropper is upper bounded by a constant. Therefore, each 
message signal is protected by one of the cooperative jamming 
signals at the eavesdropper. In this achievable scheme, both the 

[FIG5] Real interference alignment.
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rate [( / ) / ( ( , ; ))]n I W W Z1 n
1 2  can be upper 

bounded as [14], [43]

( , ; ) ( ),n I W W Z C R R O P1 n
e1 2 1 2MAC� - - +� �
(5)

where CMAC denotes the capacity of the mul-
tiple access channel ,p |Z X X1 2  [( / ) /R n11 ��
( ( ))]H W1l  is the rate of the subcodebooks for 
User 1, [( / ) / ( ( ))]R n H W12 2�l l  is the rate of 
the subcodebooks for User 2, and Pe denotes 
the probability of decoding error of auxil-
iary messages over the same multiple access 
channel. Therefore, a sufficient condition to 
guarantee secrecy is to use subcodebooks 
such that R R C1 2 MAC�+l l  and ,P 0e �  i.e., 
subcodebooks that are capacity achieving 
for the multiple access channel. In general, 
finding capacity-achieving codes for arbi-
trary channels is challenging, but the 
capacity-approaching properties of spatially 
coupled LDPC codes for the multiple access 
channel provide a partial solution. By appropriately puncturing 
spatially coupled LDPC codes for the multiple access channel 
[44], one can obtain the multiple subcodebooks required to 
guarantee secrecy, and show that information rates as low as 
10 3-  are leaked to the eavesdropper [44]. Note, however, that 
such a construction only guarantees that the eavesdropper 
obtains a negligible rate of information.

2) Secrecy from channel resolvability codes for the 
multiple access channel: A second design philosophy is 
to understand the mutual information ( , ; )I W W Zn

1 2  as 
a Kullback–Leibler divergence and to upper bound it as 
[45] ( , ; ) ( , )I W W Z p m m D

,
n

m m1 2 1 2
1 2

� �  ( ),p q| ,Z W m W m Zn n
1 1 2 2 �� �

where qZn is some arbitrary distribution of the eavesdropper’s 
observations and p | ,Z W m W mn

1 1 2 2� �  is the distribution of the 
observations induced by the subcodebooks indexed by m1 and 

.m2  Therefore, a sufficient condition to ensure secrecy is to 
use subcodebooks that always generate the same distribution 

.qZn  Codebooks that induce a specific distribution at the output 
of a multiple access channel are known in information theory 
as multiple access channel resolvability codes. Few channel 
resolvability codes are known but, in the case of symmetric 
channel, polar codes can be used to induce a uniform distribu-
tion [42]. Hence, by puncturing polar codes for symmetric mul-
tiple access channels, one therefore obtains the subcodebooks 
of a cooperative jamming code. Although such a code ensures 
that the eavesdropper obtains negligible information, which is a 
stronger guarantee that the previous approach, symmetric mul-
tiple access channels are not suitable models for wireless chan-
nels, which presently limits the range of applications.

COOPERATION IN NETWORKS OF RELAYS
In this section, we consider a network of cooperating partners 
and allow for passive as well as active cooperation. In particular, 
we have a legitimate transmitter and a legitimate receiver 

wanting to have secure communication in the presence of an 
eavesdropper. In addition, we have a network of N relays, who 
are willing to help the legitimate pair. Here, we divide the possi-
ble ways in which trusted nodes can help the legitimate pair 
into two: passive (deaf) cooperation, where the cooperating 
partner either does not hear the transmitted signal from the 
legitimate transmitter or even if it hears it, ignores it. Coopera-
tive jamming and noise forwarding concepts we have discussed 
so far fall into this category. Active cooperation, where the 
cooperating party explicitly utilizes its overheard information to 
reinforce the message carrying signal in the air by transmitting 
signals correlated with it. For clarity, we restrict our attention 
to cooperation schemes with relays employing decode-and-for-
ward (DAF), although other relaying schemes are also possible.

In [21], for the case of a single deaf helper, necessary condi-
tions for each of cooperative jamming with Gaussian noise and 
noise forwarding to yield a secrecy rate higher than the secrecy 
capacity of the underlying Gaussian wiretap channel are 
obtained. In particular, the following conclusion is reached: 
Depending on the relative location of a helping node with 
respect to the destination and the eavesdropper, a helping node 
may either be a useful cooperative jammer or a useful noise for-
warder but not both at the same time, or it may not be useful at 
all as a deaf helper. Another problem with significant practical 
importance is the problem of relay selection in multiple relay 
networks in the secrecy context. For example, [16] proposes a 
scheme that enables an opportunistic selection of two relays to 
increase security where one relay uses DAF strategy while the 
other uses cooperative jamming strategy. In [17], again the idea 
of employing cooperative jammers in a multiple relay network 
to improve security is adopted, where the eavesdroppers may 
collude. Reference [21] considers applying both cooperative 
jamming and noise forwarding strategies in multiple relay net-
works to improve the secrecy rates that were achieved when 

[FIG8] Coding for cooperative jamming. Each legitimate user randomizes his encoding 
with auxiliary messages.
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