Forty-Ninth Annual Allerton Conference
Allerton House, UIUC, Illinois, USA
September 28 - 30, 2011

Recruiting Multi-Antenna Transmitters as
Cooperative Jammers: An Auction-Theoretic
Approach
Igor Stanojev and Aylin Yener
The Pennsylvania State University
University Park, PA 16802
ixs11@psu.edu, yener@ee.psu.edu
Abstract—This paper proposes and investigates a distributed
mechanism that motivates otherwise non-cooperative terminals to
participate as cooperative jammers assisting a source-destination
pair that communicates over a wireless medium, in the presence
of an eavesdropper from whom the communicated messages
need to be kept secret. The cooperation incentive is provided
by an opportunity for potential jammers, possibly equipped
with multiple antennas, to utilize the spectrum belonging to the
ongoing secure transmission for their own data trafﬁc. A fully
decentralized framework is put forth through a competition of
potential cooperative jammers for spectrum access by trying to
make the jamming offer that most improves the secrecy rate of
the source-destination pair. Effective arbitration of cooperative
jamming is performed using auction theory, with the source in
the role of the auctioneer, and the jammers acting as bidders. The
proposed scheme can be alternatively seen as a practical basis
for the implementation of cognitive radio networks operating
according to the property-rights model, i.e., spectrum leasing.

I. I NTRODUCTION
Protecting conﬁdential message transmission from malicious eavesdropping is a necessity in many communications
scenarios. In his pioneering work [1], Shannon applied the
concept of mutual information as a measure of information
secrecy. Assuming that the eavesdropper obtains the same
signal as the legitimate receiver, Shannon arrived at a somewhat pessimistic conclusion that the legitimate parties need
to share a secret key of the same rate as the communicated
message in order to perfectly conceal it from the eavesdropper.
In [2], Wyner formally deﬁned the wiretap channel and showed
that a more practical scheme without secret key is indeed
possible, guaranteeing a positive secrecy rate provided that
the eavesdropper’s channel is degraded respective to that of
the legitimate receiver. Reference [3] considered the general
discrete memoryless wiretap channel, and the secrecy capacity
for reliable communication revealing no information to the
eavesdropper, was established. The Gaussian wiretap channel
was studied in [4].
Among different communication channels, the broadcast
nature of the wireless medium makes it particularly susceptible to malicious eavesdropping. A number of studies
on more complex wireless scenarios, such as the multiuser
and multi-antenna models, exists in literature [5]-[14]. Of
particular interest to this work is the cooperative jamming
paradigm [5], wherein it was recognized that the broadcast
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property of the wireless medium can also be exploited to
improve the secrecy rates. In particular, cooperative jamming
prescribes creating judicious interference through deployment
of cooperative jammers transmitting noise [5] [6] or structured
codewords [12] [15] [16], so as to impair the eavesdropper’s
ability to decode the conﬁdential information and thus increase
secure communication rates between legitimate parties. This
approach, however, requires deployment of dedicated and/or
altruistic jamming nodes, willing to unconditionally utilize
their resources for the communications they do not beneﬁt
from [6] [16], which may not be realistic for scenarios
involving mobile stations with limited batteries.
Motivated by this fact, a scheme was recently proposed
in [17] to demonstrate that jammers can be recruited to
provide signiﬁcant improvements of secrecy rates even when
the assumption of altruistic or dedicated jammers is alleviated.
Following the lines of the spectrum leasing paradigm [18], incentive for potential cooperative jammers is provided through
an opportunity to use the spectrum belonging to the ongoing
secret transmission for the trafﬁc of their own data. This
mechanism is facilitated through dividing the spectrum and
orthogonalizing the transmission of the cooperative jammers
own data to the secure communication that takes place between
the source and the destination with the assistance of the
cooperative jammer. The Stackelberg leader-follower gametheoretic framework is used to model and analyze this system.
Implementing multiple transmissions through a spectrum
division is known to be a suboptimal approach. On this
line, in this paper we shall consider a scenario where the
legitimate parties and the cooperative jammers communicate
simultaneously. To facilitate such a scenario, the nodes which
can serve as cooperative jammers are possibly equipped with
multiple antennas, and thus capable of leveraging spatial
dimension for simultaneous noise and data transmission to
multiple receivers, namely their destination, the destination
involved in the secure transmission and the eavesdropper, under the constraint of maintaining the agreed level of jamming
service. A fully decentralized framework is put forth through a
competition of potential jammers for spectrum access by trying
to make the jamming offer that most improves the secrecy
rate of conﬁdential communication. Effective arbitration of
cooperative jamming is performed using auction theory, with
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the source and the jammers acting as the auctioneer and
bidders, respectively. Due to its many advantageous properties,
as discussed in Section III, we employ the sealed-bid secondprice, i.e., the Vickrey auction [19] and analyze the proposed
scheme performance in equilibrium.
It is also noted that the proposed solution can be alternatively applied as a practical implementation framework for
cognitive radio networks operating according to propertyrights model [18]. The role of the primary node is played by
the source transmitting a conﬁdential message and that of the
secondary by the jamming nodes. The retribution for spectrum
access from secondary to primary nodes is in the form of
cooperative jamming to the primary secure transmission, thus
avoiding the regulatory issues or money transactions that
commonly hinder the implementation of the property-rights
concept.
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Figure 1.

System model with a single potential jammer.

II. S YSTEM M ODEL
In this section, we provide the general description of the
proposed scheme and the overview of the relevant parameters.
A. Model Overview
The model of interest consists of a source S communicating
with a destination D in the presence of an eavesdropper E from
whom the communication must be kept secret. Moreover, N
nodes Jk , k = 1, ..., N , have data to transmit towards their
intended receivers DJ,k and can act as potential cooperative
jammers for the S-D secure communication, as illustrated in
Fig. 1 for N = 1. Potential jammers are equipped with Mk
antennas, Mk = 1, 2, .., while all the remaining terminals
are single-antenna. The source S is willing to employ a
cooperative jamming service from a node Jk , if it is potentially helpful to increase its secrecy rate. Simultaneously, the
awarded jammer is allowed to exploit the source’s bandwidth
for transmission of its own data, under the constraint of
maintaining the jamming level agreed upon during the auction
phase, as detailed later.
In line with the wiretapping channel model with cooperative
jamming [6], the jamming is performed via noise transmission.
To accommodate for simultaneous noise and data transmission,
a single-antenna jammer J dedicates a fraction of its transmission power for the transmission of the noise stream, and
the remaining power for its data. In case of a multi-antenna
potential jammer, it can also exploit spatial dimension and
apply beamforming methods. A potential jammer is interested
in providing the cooperative jamming solely in order to attain
the opportunity to transmit its own trafﬁc with as much rate
as possible, as will be elaborated in Section IV-A.
A potential jammer may use the secrecy rate of the SD communication assisted by its jamming as a bid to be
submitted to the source to enable the auction-based assignment
of the jammed transmission. This also implies that the potential jammers avail information about the channel parameters
impacting the source’s secrecy rate, as detailed in Section
IV-C. It is noted that any multiple-access scheme can be
employed to ensure the collision-free bid submissions. Having

collected all the bids from the jammers, the source decides to
assign the jammer that offered the highest jamming-assisted
source’s secrecy rate, if the latter is larger than the source’s
’reserve price’, i.e., the source’s secrecy rate with no jamming.
B. Physical Layer Parameters
The channel gains between nodes are modeled as independent complex Gaussian random variables. The channel gains
between node S and nodes D, E and DJ,i are denoted as hSD ,
hSE and hSDJ ,k , respectively, while the Mk × 1 vectors of
channel gains between node Jk and nodes D, E and DJ,k are
denoted as hJk D , hJk E and hJk , where Mk is the Jk ’s number
of antennas and k = 1, .., N . Average transmission powers for
the source S and the jammer Jk are PS and PJk , respectively.
The independent additive white Gaussian noise variance for
each link is σ 2 . Throughout the paper we assume signaling
using Gaussian codebooks and the cooperative jamming in
the form of Gaussian noise.
III. AUCTION -T HEORETIC P RELIMINARIES
To provide a framework for distributed resource allocation
where potential jammers are competing for bandwidth access,
the jammers are modeled as rational and selﬁsh entities,
interested solely in maximizing their own utilities, as detailed
in Section IV-A. The scenario at hand can be conveniently
investigated in the framework of auction theory [20] [21]. This
section provides a brief overview of the fundamental gameand auction-theoretic concept of dominant strategy equilibrium
(DSE) [20], essential to the outcome of the Vickrey auction,
and the Vickrey auction [19] itself. It is noted that the Vickrey
auction is applied here due to its convenient properties [19],
as detailed in Section III-B, but the concepts presented in this
work are not constrained to Vickrey principles and can be
applied using any type of auction.
A. Auctions and Dominant Strategy Equilibrium
Auction theory provides means to identify meaningful operational points corresponding to equilibrium states for the
competitive decision processes. Identifying such equilibrium
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points can be used to predict the system behavior and to allow
its design. Following standard game-theoretic deﬁnitions, an
equilibrium point deﬁnes a set of bidders’, i.e., selﬁsh and
rational players’ in the game-theoretic jargon [20], strategies
from which no bidder has incentive to unilaterally deviate.
Several equilibrium solutions may be deﬁned with different
robustness properties with respect to the information that a
certain bidder is assumed to know regarding the other bidders.
Here, we are interested in the dominant strategy equilibrium,
DSE, a concept that poses the strictest requirement in terms of
robustness: DSE strategies are required to remain preferable
to every bidder, i.e., jammer, irrespective of the amount of
information available on other bidders [20].
DSE have thus two essential properties: on one hand, they
provide a reliable prediction of the system behavior due to the
robustness feature mentioned above; on the other hand, they
enable implementation with no requirement for exchanging
information regarding other jammers’ types. In other words,
the DSE solution requires that strategy for a jammer is the best
response against any number of other bidders, their parameters
and chosen strategies. Notice that this strategy is chosen by a
rational bidder even if the other players don’t exercise rational
behavior [20].
While ﬁnding a DSE solutions for a general class of auctions
is generally prohibitive, for Vickrey auctions, also known as
sealed-bid second-price auctions, solution can be typically
found.
B. Background on Vickrey Auction
In sealed-bid second-price auctions, i.e., Vickrey auctions
[19], the bidding item is awarded to the highest bidder at the
price of the second highest bid, i.e., at the price of the highest
losing bid. The most attractive property of Vickrey auction
is its ’truth telling nature’: namely, a dominant strategy for
each bidder is to report to the auctioneer its evaluation of
the bidding item truthfully. In particular, [19] deﬁnes truthful
bidding as bidding with the "price at which a bidder would
be on the margin of indifference as to whether he obtains
the article or not,..., a highest amount he could afford to pay
without incurring a net loss". To provide a brief intuition on
the truthful bidding property of Vickrey auctions, notice that
if bidding less than the value of indifference, the bidder can
only reduce his chance of winning while not affecting the
price it would pay if he was the winner. On the other hand, if
bidding with a value larger than that of indifference, the chance
of winning increases but only if yielding an unproﬁtable
or unfeasible outcome. As a consequence, implementation
of a dominant strategy for Vickrey auctions at each bidder
requires no information on the other bidders’ strategies or their
evaluations of the bidding item, as this knowledge would not
impact the truthful bidding strategy, i.e., the DSE strategy.
The Vickrey model generally results in an efﬁcient goods
allocation, as reported in [19]-[23], almost identical to that
of a classic English ﬁrst-price ascending auction [22] [23].
Attractive properties of Vickrey auctions have also inspired
related research within the wireless community. The work in

[18], most related to the one at hand, was already discussed
in Section I. Furthermore, [24] exploits Vickrey auction to
determine the optimum partner selection in a self-conﬁguring
cooperative network. Vickrey auction was implemented in [25]
to design a wireless network model that combats selﬁshness
and enforces cooperation among nodes. In [26], an algorithm
based on the Vickrey auction was applied to the problem of
fair allocation of a wireless fading channel. As a ﬁnal remark,
we notice that Vickrey auctions can be vulnerable to malicious
behavior of the auctioneer, e.g., the ’lying auctioneer’ issue,
and the bidders, e.g., the bidder collusion issue, and appropriate mechanisms should be applied for its protection; see, e.g.,
[27] for a related discussion.
IV. S YSTEM P ERFORMANCE IN DSE
In this section, we ﬁrst deﬁne the utility of a potential
jammer in Section IV-A. Relation between the source’s secrecy rate assisted by cooperative jamming and the assisting
jammer’s data rate is analyzed in Section IV-B. This relation is
used to ﬁnd the dominant strategy equilibrium and the auction
outcome under Vickrey rule in Section IV-C.
A. Jammer’s Strategies and Goal
A potential jammer is interested in cooperative jamming
solely to attain the opportunity to transmit its own trafﬁc with
as much rate as possible. Denoting the information rate achievable by the kth jammer, if it is selected by the source, as RJ,k ,
the consequent jamming-assisted secrecy rate of the source
S as RS,k and the source’s secrecy rate without cooperative
jamming, i.e., its reserve price, as RS , that jammer’s utility
can be formulated as:
uk = RJ,k · 1 (RS,k = max (RS , RS,i=1,..,N )) ,

(1)

where the indicator function 1(·) equals 1 or 0 according
to whether its argument is satisﬁed or not, respectively. The
deﬁnition (1) says that, if the jammer Jk wins the auction, he
accrues an utility equal to RJ,k , whereas otherwise the utility
is zero. It will be shown in the following subsection that (1)
reﬂects a trade-off for a bidder Jk between maximizing its
transmission rate RJ,k and the probability of being selected
for transmission by providing the largest bid RS,k .
B. Source Secrecy Rate RS versus Jammer Data Rate RJ
1) Single-Antenna Jammer: For a single-antenna jammer,
the only available degree of freedom, i.e., its strategy, is the
fraction of its available power it will dedicate to jamming,
denoted as αk , with 0 ≤ αk ≤ 1. Thus, the power αk PJk is
used for transmitting the noise and (1 − αk )PJk is dedicated
for its data transmission. Focusing on a single jammer and
dropping its index for clarity, the source’s secrecy rate and
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fraction α for RS > 0 is easily derived using (2) as:
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Figure 2.

the jammer data transmission rate read, respectively [6]:
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2) Multi-Antenna Jammer: For a multi-antenna jammer,
the strategy is given by the pair (wN , wD ) of the M × 1
beamforming vector gains for the noise and data stream,
2
2
respectively, with PJ = wN  + wD  . The source’s
secrecy rate and a potential jammer’s data rate now read:



2
|hSD | PS
−
RS =
log2 1 +
2
σ 2 + |(wN + wD )H hJD |

+
2
|hSE | PS
log2 1 +
(6)

2

σ 2 + w H
N hJE


 H 2
 w hJ 
D
(7)
RJ = log2 1 +

2 ,
2
σ 2 + |hS | PS + wH hJ 
N

, (3)

where [x]+ = max(0, x). Notice that the destination D
experiences interference induced by an entire power PJ , while
the eavesdropper is impaired only by αPJ , both scaled by appropriate power channel gains. On the other hand, interference
at DJ entails the jammer’s noise transmission αPJ , as well
as the source’s transmission PS . Recall that we consider the
worst-case scenario [6], wherein the eavesdropper is the only
node that can attempt to decode any data transmission, while
the destinations D and DJ treat transmissions other than their
intended one as interference. Moreover, the reserve price RS
is given by (2) with PJ = 0.
It is easily seen from (2) that the source secrecy rate is
a non-decreasing function of α, and strictly increasing for
RS > 0, while the jammer’s data rate in (3) decreases with
α. Recalling (1), this also reﬂects a trade-off for Jk between
maximizing its transmission rate, which calls for small α, and
the probability of being selected for transmission by providing
the largest bid in the form of secrecy rate, which calls for
large α. The function RJ is thus a monotonically decreasing
function of RS , as also depicted in Fig. 2 where each point
corresponds to a unique fraction α. For the illustration purpose,
the dashed lines for RS < 0 are obtained ignoring the [·]+
operator in (2). The point corresponding to α on Fig. 2
is determined as the solution of RS (α ) = RS , i.e., it is
the fraction of PJ that would yield the secrecy rate in the
absence of jammer. Consequently, the legibility of a jammer
participation in auction is conditioned with α < 1. The

H

where (·) denotes the Hermitian transpose.
In order to determine the best strategy available to a jammer
when deciding on wN and wD , we exploit results of [28],
where a general system with multiple multiple-antenna transmitters and multiple single-antenna receivers was discussed.
Each receiver has utility, not to be confused with (1), that
increases with the power of received signal from its intended
transmitter and decreases with the power of signal received
from an unintended transmitter. Relying on the paradigm
of gain regions [28], it was shown that the Pareto optimal
utility region, that is the region corresponding to the set of
operating points where utility of one receiver cannot be further
improved without simultaneously degrading performance of
at least one of the remaining receivers, has to satisfy the
following conditions on transmitting beamforming gains wi ,
for each transmitter i:
 n

wi

=

pi

ei,l λi,l hi,l hH
i,l

Pi v max

(8)

l=1

n

λi,l

=

1, pi , λi,l ∈ [0, 1],

(9)

l=1

where n is the number of receivers, the value ei,l ∈ {−1, 1}
depends on whether the lth receiver is intended for a transmitter i or not, ei,l = 1 and ei,l = −1, respectively, hi,l
is the channel vector gain from transmitter i to receiver l,
v max (Z) is the eigenvector of matrix Z corresponding to its
largest eigenvalue, i.e., the principal eigenvector of Z, and
Pi is the transmitting power of transmitter i. Conditions (8)(9) can be further simpliﬁed by setting the power-control
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parameter pi = 1 and pi = 0 if the largest eigenvalue of matrix
n
H
l=1 ei,l λi,l hi,l hi,l is positive or negative, respectively [28].
To apply the concept of [28] to the model of interest herein,
rates (6) and (7) are chosen as the receivers’ utilities and the
jammer is modeled as two M -antenna transmitters, one transmitting the noise with a beamforming vector wN and another
2
2
transmitting data with wD , with PJ = wN  + wD  [28].
For the former one, intended receiver is the eavesdropper E
and the unintended receivers are D and DJ , while for the latter
one, intended receiver is DJ and the unintended receiver is D,
as seen in (6) and (7). We also recognize that the utility, in
terms of [28], of the destination D and eavesdropper E can
be merged into RS given by (6), as also suggested by [28],
while the utility of the jammer’s destination DJ is given by
RJ in (7). Thus, exploiting (8)-(9), the resulting Pareto region
RS − RJ must satisfy the following conditions:

H
wN = αPJ v max λ1 hJE hH
JE − λ2 hJD hJD

− (1 − λ1 − λ2 ) hJ hH
(10)
J
wD =

H
(1 − α)PJ v max (−λ3 hJD hH
JD + (1 − λ3 )hJ hJ )
(11)

α, λi ∈ [0, 1], i = 1, 2, 3, λ1 + λ2 ≤ 1.

(12)

Notice that there is no need for power-control for the vector wD in (11) as the largest eigenvalue of the matrix
H
−λ3 hJD hH
JD + (1 − λ3 )hJ hJ is always positive [28], while
the power-control for the vector wN in (10) is implicitly
controlled by α. The Pareto region obtained with (10)-(12)
results in a region RS − RJ that has a similar shape as that
of a single antenna jammer in Fig. 2, with the extreme rates
RS (α = 1) and RJ (α = 0) generally increased. Notice that,
unlike for a single-antenna case, here a jammer is always
able to enhance the performance of the secure S-D link, for
example, by applying a zero-force beamforming vector that
would create no interference at the destination D [28].
C. Dominant Strategy Equilibrium under Vickrey Mechanism
Here we investigate DSE solutions for the model at hand
when the Vickrey auction mechanism is used.
1) Single-Antenna Jammer: As elaborated in Section
IV-B1, for a single-antenna jammer to be legible for placing
the bid, α < 1 needs to be satisﬁed, where α is deﬁned in (4)
and (5). Under the Vickrey, i.e., the second-price auction rule,
the DSE bidding strategy is to bid with the indifference value
RS∗ = RS (α∗ = 1), i.e., to dedicate all transmission power to
the artiﬁcial noise transmission. This can be explained using
a similar argument as in Section III-B: choosing α < 1 would
yield a smaller secrecy rate RS (α) than RS∗ , and thus a reduced
chance of winning the auction, i.e., attaining the spectrum
access for transmission of its data, while not affecting the
second-best price R̂S it would pay if it was the winner. Bidding
with larger RS than RS∗ would increase the chance of winning,
but only if yielding an unfeasible outcome.
Recovering the jammers’ indices and assuming that there
∗
is a jammer that bids with RS,k
> RS , the auction winner

∗
). The winner has to provide the
is k̂ = argmaxi=1,..,N (RS,i
∗
second-best rate, i.e., R̂S,k̂ = maxj=k̂ (RS,j
, RS ). The data
rate obtained by the winning jammer is R̂J,k̂ = RJ,k̂ (α̂k̂ ),
where α̂k̂ is the solution of RS,k̂ (α̂k̂ ) = R̂S,k̂ . Applying this
equality to (2) we get:

σ2
α̂k̂ = − 
+

hJ E 2 PJ
k̂
k̂





2
2
2
σ 2 + hJk̂ D  PJk̂ σ 2 + hJk̂ E  PJk̂ + |hSE | PS


.
2R̂S,k̂




hJ E 2 PJ σ 2 + hJ D 2 PJ + |hSD |2 PS
k̂
k̂
k̂
k̂
(13)
Notice that the DSE and (13) imply that a bidding jammer
requires the knowledge of source’s parameters, namely PS ,
hSE , hSD . On the other hand, a jammer requires no knowledge
of any parameters related to other bidding jammers, which is in
line with Vickrey principles and the nature of the DSE. Finally,
∗
if there was no jammer k = 1, .., N providing RS,k
> RS , the
source transmits with no jamming assistance.
2) Multi-Antenna Jammer: Following a similar reasoning
as for the single antenna-jammer in Section IV-C1, the bid
in the DSE for a multiple-antenna jammer is obtained by
dedicating all transmission power to noise transmission. Recalling (10)-(12), the DSE is thus the solution of optimization
problem:

s.t. wN =

RS∗ = maxRS (wN , wD )
(14)


H
H
PJ v max λhJE hJE − (1 − λ)hJD hJD
wD = 0
λ ∈ [0, 1],

where RS (wN , wD ) is given by (6). No power-control is
required for wN as the largest eigenvalue of the matrix
H
λhJE hH
JE − (1 − λ)hJD hJD is always positive.
Recovering the jammers’ indices and assuming that there
∗
is a jammer that bids with RS,k
> RS , the auction winner
∗
is k̂ = argmaxi=1,..,N (RS,i ). The rate that the winner has
to provide to the source is the second-best bidding rate, i.e.,
∗
R̂S,k̂ = maxj=k̂ (RS,j
, RS ). The data rate R̂J,k̂ obtained by
the winning jammer is then the solution of the following
optimization problem:
R̂J,k̂ = maxRJ,k̂ (wN , wD )

(15)

s.t. RS,k̂ (wN , wD ) = R̂S,k̂
and conditions (10)-(12) hold,
where RS,k̂ (wN , wD ) and RJ,k̂ (wN , wD ) are given in (6)
and (7), respectively. Finally, if there were no bid satisfying
∗
RS,k
> RS , no jamming assistance would be provided to the
source, and the latter transmits with the secrecy rate RS .
V. N UMERICAL R ESULTS
This section provides some insights into the proposed
cooperative jamming via the auction-based spectrum leasing

1110

4

Average S-D secrecy rate, E[RS] [bit/sec/Hz]

scheme using numerical results. The source’s secrecy rate and
the winning cooperative jammer data rate in DSE, averaged
over channel realizations, E[RS ] and E[RJ ] are illustrated in
Fig. 3-(a) and Fig. 3-(b), respectively, as a function of the
number of potential jamming nodes N , for different number
of antennas Mk = M and parameters PS /σ 2 = PJk /σ 2 = 10
dB, k = 1, .., N , with power channel gains for each link equal
to 0 dB. The beneﬁts for both the secrecy rate and the chosen
jammer’s data rate with the proposed scheme are clearly
visible. Fig. 3-(a) conﬁrms that the secrecy rate increases with
number of potential jammers N and the number of jammer’s
transmitting antenna M . For M = 1 the beneﬁts are relatively
small, as the jammers are often not legible for auction, i.e.,
αk < 1 is not satisﬁed. Notice that for N = 1, there is no
improvement of the source’s secrecy rate, as the second-best
bid is in fact source’s reserve price, i.e., its secrecy rate with
no cooperative jamming assistance. As expected, Fig. 3-(b)
shows that the winning jammer’s rate decreases with N , due to
competitiveness of the scheme; this conclusion holds also for
M = 1, if only the scenarios resulting in successful spectrum
lease are considered. Interestingly, increasing number of antennas M leads to decreased jammer’s rate for N ≥ 2. Namely,
large M leads to the second-price secrecy rate relatively close
to the source’s information rate, and the winning jammer has
to dedicate most of its resources to the noise transmission for
jamming the eavesdropper.
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[9] R. Liu, I. Marić, R. D. Yates and P. Spasojević, “The Discrete Memoryless Multiple Access Channel with Condifential Messages,” in Proc.
IEEE Int. Symp. Inf. Theory, ISIT, Seattle, WA, July 2006.
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