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Abstract—We investigate the fundamental communication lim-
its when messages are sent via a Gaussian two-way channel,
which must at the same time be kept secret from an external
eavesdropper. In this two-way wiretap channel that models
two legitimate transceivers and an eavesdropping receiver, there
are two techniques to provide confidentiality for the messages:
one entails the legitimate nodes to jam the eavesdropper, i.e.,
cooperative jamming, while the other entails generating keys
from the feedback signals received by the two legitimate nodes
and using them to encrypt the messages. Previous work has
shown that both methods can be used concurrently to improve
the secrecy rates of a channel with a degradedness condition. In
this work, we consider the general case, and derive a new outer
bound for the secrecy capacity region of this channel. A case
is identified where the loss in secrecy rate, due to ignoring the
backward (feedback) link at each legitimate transmitter from
the other, is bounded by a constant which only depends on
the channel gains. This is the case when the power of the two
legitimate nodes increases proportionally. In all other cases, we
show that ignoring feedback signals causes unbounded loss in
the secrecy rate. The loss is measured as the gap between the
achievable rate when the feedback signals are taken into account,
and the upper bound when the feedback is not used, and hence
is not affected by the choice of the achievable scheme. This result
therefore establishes that, for the Gaussian two-way channel with
an external eavesdropper, the encoders need to be designed with
memory. This is in contrast to the result for this channel in the
absence of an eavesdropper.

I. INTRODUCTION

The notion of information theoretic secrecy was first pro-
posed by Shannon in [1], which can be used to study the funda-
mental limits of reliable transmission rates when the message
must be kept secret from an eavesdropper with unbounded
computation power. Wyner studied the wiretap channel in
[2] using this notion and showed that the characteristics of
the underlying communication channel can help limit the
information leaked to the eavesdropper and provide a secure
rate guarantee.

This approach is recently taken to study a number of
more sophisticated models. The most relevant work to this
one is [3], which proposed the Gaussian two-way wiretap
channel studied in this work. In this model, two transceivers
exchange messages via a Gaussian two-way channel [4]. An
eavesdropper has access to a noisy version of the sum of the
channel inputs of the two transceivers. To protect the messages
from being leaked to the eavesdropper, there are two methods
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the transceivers can use. We can ask one transceiver to transmit
noise to jam the eavesdropper. We can also generate keys
from the feedback signals received by the transceivers and
use these keys to encrypt the messages. The first method,
called cooperative jamming, is clearly effective in this model.
However, whether it is necessary to use the second method is
less clear, as its merit has only been established for models
where the first method is not useful [5]-[7]. Moreover, it is
known that, for a Gaussian two-way channel in the absence of
eavesdroppers, the signals received by the transceivers are not
needed for computing the transmitted signals [8]. Guided by
these intuitions, most previous efforts on this model focus on
studying the secrecy capacity when the channel is restricted
to using the first method only. Reference [3] derived the
achievable rate region of the model with cooperative jamming
only. When only one node has a message to send, a computable
upper bound on the secrecy rate was derived in [9] for a
degraded case and recently in [10] for the general case. Again,
both bounds only apply in the case where the sender of the
message ignores all its received signals.

An insight obtained by [9] is that for the degraded case, it
is actually possible to achieve a higher secrecy rate when the
source node utilizes its received signals to encrypt its message,
than the upper bound obtained without utilizing these signals.
This result establishes the necessity of using both methods
concurrently in the degraded case to achieve the secrecy
capacity. Yet, it remains unclear if this is true for the general
case. In addition, to justify the additional complexity at the
source node required by using both methods, it is desirable to
quantify the potential gain in secrecy rate from this approach.
To answer these questions, clearly, we need an computable
outer bound for the secrecy capacity region of this model when
there is no restriction on the methods used by the transceivers.

The main contribution of this work is the derivation of this
outer bound. The bound is applicable regardless of whether the
two legitimate nodes utilizes the received signals to compute
their transmitted signals, hence it is more general compared
with all existing bounds. By comparing the bound with the
achievable rate region, we identify one case where the impact
is limited on the secrecy rates when the feedback signals are
ignored by the transmitters. Specifically, when the channel is
fully connected with independent link noise, the rate achieved
using only cooperative jamming is within a constant from the
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Fig. 1. Two-way wiretap channel

outer bound, if the powers of the two legitimate nodes increase
proportionally. The constant is only a function of the channel
gains. However, more strikingly, we prove that, in other cases,
the loss caused by ignoring these feedback signals can be an
unbounded function of the transmission power. Therefore, we
conclude that utilizing feedback signals in the Gaussian two-
way wiretap channel can be immensely beneficial in general.

Throughout the paper the notation C(xz) is defined as
C(z) =3 logy(1+x). z; denotes the ith component of vector
x, while z* denotes {x1,...x;}.

II. SYSTEM MODEL
The channel model is shown in Figure 1. The channel
transitional probability is given by
Pr(Z|X,Xs) Pr(Y|X, X, Z) Pr(Yy| X, X, Z) (1)

Let M; represent the local randomness at node j. At the ith
channel use, the encoding function of Node 1 is defined as:

Xi = fi(Y;~H, Wi, My) )
The encoding function of Node 2 is defined as

Xpi=gi(Y'™, Wa, My) 3)
Note that, since we have M;,j = 1,2, f; and g; are

deterministic encoders.

Let n be the total number of channel uses. Node 2 must
decode Wi reliably from XJ?,Y",MQ,WQ. Node 1 must
decode W5 reliably from YJZL,X ™ My, W;. Let the decoder

outputs be Wi and Ws respectively. Thus, we require

lim Pr(W; #W;) =0, j=1,2 4)
From Fano’s inequality, this means:

H(W1|X?,Yn,M2,W2) < nep 5)

H(W2|Y;L7X”,M1,W1)<n52 (6)

where ¢; > 0 and lim,, .o e; =0, j = 1,2.
Both messages must be kept secret from the eavesdropper.
Hence

I(W]_7W2;Zn) < nes (7)

where €3 > 0 and lim,, ., €3 = 0.

Define R;,j = 1,2 as lim, .o =~H(W;). The secrecy
capacity region is defined as all rate pairs { Ry, Ro} for which
(4) and (7) hold.

The Gaussian two-way wiretap channel model was first
proposed in [3] and is defined as:

Yy =X+ Ns++vaX, Y=X+N +BX; (@8
Z =X+ Vho X+ N> 9)
where \/a, /B3, v/h1,Vhs are channel gains. N;,i = 1,2,3

are Gaussian random variables with zero mean and unit
variance, representing the channel noise. We assume that given
Ny, Nj is independent from Nj:

p(N1, N2, N3) = p(N2)p(N1|N2)p(N3|N2)  (10)

We use p to denote the factor between N; and Ns. Similarly,
1 denotes the correlation between No and N3. Hence —1 <
p,n < 1. From (1) and (10), we observe that the channel is a
special case of the channel model in Figure 1.

Let the power constraint of Node 1 be P. Let the power
constraint of Node 2 be P,.

1 < ) 1< )
- < .
- Y E[X}] <P - Y E[Xj <P A
k=1 k=1

Remark 1: When Yy is ignored by Node 1, the channel
becomes the so-called “relay channel with a confidential
message to the relay”, which was considered in [10], [11].
[

ITII. OUTER BOUNDS
Theorem 1: For the channel model in Figure 1, R; is upper
bounded by

max min{/(X;Y), [(X;Y|Z, Xy) + I(Xp; Yy, Z|X)}
Pr(X,X )
(12)

Proof: The proof is provided in Appendix A. |

Remark 2: Ignoring Yy at Node 1 is equivalent to viewing

Y} as a constant. From (12), R, in this case is upper bounded
by

max min{I(X;Y),I(X;Y|Z, X;) +I(Xs; Z|X)}
Pr(X,Xy)
13)

which is the upper bound in [10]. [
Corollary 1: The secrecy capacity region of the channel
model in Figure 1 is bounded by

Upr(x,x,) 1(R1, R2) : such that (15) (16) holds}  (14)

0<R <I(X;Y), 0<Ry<I(XyYy) (15)
[ T(XY|Z, X)) + 1 (X 2,Y5|X)
Ry + Ry < mm{ I(Xp: Y32, X) +1(X;2,Y|X})

(16)

Proof Outline:

First, we add a public noiseless broadcast channel to the
two-way wiretap channel as shown in Figure 2. The broadcast
channel takes input from node 1 and provides outputs to node
2 and the eavesdropper. Since the channel is noiseless, the
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Fig. 2. Two-way wiretap channel with a public noiseless forward link

outputs equal the input, denoted by X. Then we apply the
second term in Theorem 1 to this new channel model, and find
that:

R < I(X,X¢;Y, Xc|Z, Xo, X5) + I(Xy; Yy, Z, Xc| X, X¢)

7)
It can be verified that (17) is upper bounded by:

I(X:Y|Z, X5) + 1(Xy3 Yy, Z|X) (18)

This means introducing a public noiseless forward channel
brings no change in the expression of the upper bound of R;.

We next prove (18) is also an upper bound on R;+ Rs. This
is proved by showing if Ry = ry, Ry = ro is achievable, then
Ry =71 + 7y is also achievable. A rigorous proof is provided
in [12]. The intuition is that we can use the message W5 as a
one-time pad to encrypt the data from node 1. The encrypted
data is then transmitted over the public noiseless link. Since
this link has unlimited rate, the additional number of channel
uses required by this transmission is negligible. Hence we can
show that (18) is an upper bound on the sum rate. |
We next specialize these results to the Gaussian case.

Corollary 2: When Y} is ignored by Node 1, the secrecy
rate [?y is upper bounded by

P (14 0% —hp)® o 2P
(I+02—=p2)(MP+1+02) 1+ 02
19)

inf C
g2>0

Proof Outline: Define Ny as a Gaussian random variable
such that Ny ~ N(0,02) and is independent from N;,i =
2, 3. Recall that Z is the signal received by the eavesdropper.
We next consider a channel where the eavesdropper receives
Z + Ny. Since Z+ Ny is a degraded version of Z, we can find
an upper bound of the original channel by deriving an upper
bound for this new channel.

This upper bound is then found by applying the bound (13).
The corollary follows from the fact that all terms in the upper
bound (13) is maximized when X, X; are independent and
each has a Gaussian distribution with zero mean and maximum
possible variance. |

Remark 3: When 02 — oo, (19) converges to C'(P), which
corresponds to the first term in (13). Due to this fact, (19) is
written as one term instead of the two terms as in (13). [

Remark 4: We introduce N4 to further tighten the bound.
For example, consider the case where p = 7 = 0. In this case
the upper bound can be expressed as

) + C (ahoP,) (20)

. P
orgnoigl ahiP+1
where o = 1/(1 + o2). Consider choosing the remaining
parameters as h; = 1, hy = 10, P = 100, P. = 5. It can be
verified that the minimum is smaller than 2.96 and is attained
around o = 0.09. That is to say that the minimum is not
attained at 0 = 0. [J
Corollary 3: Define R; 5,7 = 1,2 as
P(l+o0%2—+/h
Ry = inf C ( )’
’ 02>0 (I+02=p2)(MP+1+0?)
(h2+1+a —2\/ 77
C 21
* ( 1402 - @1
2
P.(14+02—+/h
Ro oy = inf C ( 7 27])
’ 02>0 (1+02—n2) (hoP. +1+02)
P(hi+1+0%-2Vh
+c< (s 1”) (22)

1+ 02— p?
The secrecy capacity region of the Gaussian two-way wiretap
channel is upper bounded by
Ry <min{C (P),Riu},Res <min{C (P,
Ry + Ry < min{ Ry yp, Ra2,up}

) Roupt (23)
(24)

Proof Outline: Again we consider a channel where the
eavesdropper receives Z + N, and derive an outer bound for
this new channel. N, is as defined in the proof of Corollary 2.

The present corollary then follows from the fact that all
terms in the outer bound in Corollary 1 are maximized simulta-
neously when X and Xy are independent, X ~ N (0, P), and
Xy ~ N(0,P,). The corollary then is a direct consequence
of Corollary 1 when evaluated at this input distribution. H

Remark 5: The introduction of N4 is useful in tightening
the bound. For example, consider the case where p =71 = 0,
h1 =1,hy =10, P =100, P, = 5.

In this case the first term inside the minimum of the upper
bound on Ry, which is C(P), is about 3.3291. The second
term inside the minimum of the upper bound on R; takes the
form:

P

o © () r OB an k1) 05)

where o = 1/(1+ 2). It can be verified that the minimum is
smaller than 3.24 and is attained around a = 0.32. Hence the
upper bound on R; is dominated by the second term inside
the minimum and is not attained at 02 = 0. [J

Remark 6: When n = p = 1,h; = ho = 1, Corollary 3
specializes to Ry + Ry < min{C(P),C(P,)}, which is the
bound derived in [9] as a limiting case of the two-way relay-
eavesdropper channel where the relay power goes to oo. [J
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IV. ACHIEVABLE RATES

Define the notation [z]T as max{z,0}. Define
f(P1, Py, by ho) and RY, 5 = 1,2 as:
hy Py
Py, P —alC(P) — [O(—21
f(Pr, Py by ho) = ofC(Py) [C(thz—H)
1—a ha Py
- P, — _ et 2 1+t 2
—o(R) - ORI o)
Rl = OISnoac%(l f(P7P7’ahlah2)aR2 = Orgngé(l ,f(PT')P7 h27h1)
(27)

Define the region R as the convex hull of the rate pairs:
(0,0), (R3,0), (0, R3). Then we have the following theorem:

Theorem 2: The rate region R is achievable.

Remark 7: The achievable scheme is composed of two
phases. During phase one, with a time sharing factor of 1 —a,
Node 2 sends a key to Node 1. During phase two, Node
1 utilizes this key to encrypt its message and transmits the
result to Node 2. Hence when o« = 1, R is achieved when
both nodes ignore their received signals when computing their
transmitting signals. The proof is omitted here due to space
limitation and is provided in [12]. []

V. COMPARISON WHEN p =7 =0

Corollary 4: When p =n =0, P, = kP, k is a positive

constant, and h; # 0,7 = 1,2, the loss in secrecy rates when
received signals are not used to compute transmitting signals
at Node j, 7 = 1,2 is bounded by a constant, which is only a
function of h; and hs.
Proof is by letting @« = 1 in Theorem 2 and proving the
corresponding R} and R3 is within a constant from the
sum rate upper bound. Details is omitted here due to space
limitation and is provided in [12].

Corollary 5: Even in the case where cooperative jamming
is possible (h; # 0,5 = 1,2), when P is not proportionally
increasing with P,, ignoring Yy at Node 1 can lead to
unbounded loss in the secrecy rate.

Proof: We only need show that it is possible to achievable

a secrecy rate for Node 1 that exceeds the upper bound given
by Corollary 2 by an amount which is an unbounded function
of P. Consider the case when h; = hy = 1. Then by
evaluating (19) at 02 = 0 and 0? — oo with p = n = 0,
we find the secrecy rate 1?1 is bounded by
min{C(P),C(P,) + 0.5} (28)

when Y7} is ignored by Node 1. Choose P, and P such that
C(P)+0.5 <0.4C(P) (29)

For this power configuration, from (28), we observe that R;
is upper bounded by 0.4C(P).
Let the « in Theorem 2 be 0.5. R} then becomes:

0.5C (P) — 0.5 [C (P,i 1) -C(P)+C (pP+T 1)]+

A sufficient condition for R} = 0.5C(P) is that

P P,
C(PT+1>+C<P+1)>C(PT) 3D
It can be verified that a sufficient condition it to hold is:
P 2 2
1 ( P 1) 1 32
(PT+1+>/\7+ > (32)

which means vVP > P. + 1. Choose P, = P4 For
sufficiently large P, both this requirement and (29) can be
fulfilled. In this case, the achievable rate is 0.5C'(P), which
is greater than the upper bound 0.4C(P). The difference is
0.1C(P), which is not a bounded function of P. Hence we
have proved the corollary. |

VI. CONCLUSION

In this work, we have derived an outer bound for the two-
way wiretap channel. By comparing it with the achievable rates
for the Gaussian model, we have identified one case where
the impact of ignoring feedback signals at the transmitters is
limited. In the general case, we have proved that doing so leads
to unbounded loss in secrecy rate. Therefore we conclude that
utilizing feedback signals can be highly beneficial for two-way
secure communication.

APPENDIX A
PROOF OF THEOREM 1

Let € = &1 4+ €3, where 1 and 3 were defined in (5) and
(7). To simplify the notation, we use M to denote { Mo, W5 }.
Then we have:

H (Wy) — ne (33)
<H (Wh|Z") — H (W1|Z", X}, Y™, Mj) (34)
=I (Wy; M, X}, Y™ Z") (35)
=1 (Wi; My, Y"|Z") (36)
<I (Wi, My, Y5 My, Y™ Z™) (37)

=1 (WlaMlvyjn;MZ/,anzn) _I(WlaMlayfn;Zn) (38)

where (34) follows from (5) and (7). (36) is because X}’} isa
deterministic function of Y™~ and M}, as shown in (3).
We next rewrite the first term in (38) as:

1 (Wla Mlvyfn; Yn‘vaMéa Ynila anl)

+ I (W, My, YY" 27 M;) (39)
The first term in (39) equals:
I(WlaMlaY]ZL;Yn|Xf7n7Zn7M2/>Yn_1vzn_1) (40)
— b (Yo | X g, Xy Mo, Y1, 27 Wi, My, YY) (41)
=h (YrL|ZnaXf,n) - h(}/n|Xf,naXn7Zn) (42)

In (40), we use the fact that X ,, is a deterministic function
of {M}, Y™ 1}, as shown by (3). In (41), we use the fact that
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X, is a deterministic function of {W;, M, Yf" _1}, as shown
by (2). In (42), we use the fact that

Y’I’L - {Xf,’ﬂ7Xn7 ZTL} - {Mé7yn_11 Z"’L—17 W17M17an}
(44)

is a Markov chain. In particular, (1) allows us to remove Y7 ,,
from the condition term. Applying this result, we find that (38)
is upper bounded by

I( X Yo|Zn, Xgn) +1 (W17M1,Yf”;Y”_1,M2’|Z") (45)
The second term in (45) can be rewritten as:

1 (Wi, My Yyt gz ) +

I(Yfa”;yn_17Mé|W1aMlvyﬁ_17zn) (46)
The second term in (46) equals:
T (Vi Y70 M3IXG, Wa, My, Y, 2) 47)
<h (Yf,n|Xna Zn) - h(Yf,n|Xf,n; Xna Zﬂa W17 Ml,
Y;l—l,Z’nfl,Ynfl,MQI) (48)
=h (Yf,ann’Zn) - h(Yf,n|Xf,an7Zn) (49)
=1(Xsn; YinlXn, Zn) (50)

In (47), we use the fact that X, is a deterministic function of
{Wl,Ml,Yf”_l}, as shown by (2). In (48), we use the fact
that X7 ,, is a deterministic function of { M}, Y =1}, as shown
by (3). In (49), we use the fact that

Yf,n - {Xf,'rana Zn} - {WhMl’an*l’Z"_17Y"_1,M2/}
(51

is a Markov chain. Applying this result, we find that that (45)
is now upper bounded by

1 (Xn§ Yn‘Zvn Xf,n) + I(Xf,n; Yf,n|Xn7 Zn)

+1(Wl,Ml,YJ?—l;Y”*,M2’|Z") (52)
The last term in (52) can be rewritten as

I (Wl, My YRy M§|Z”*1)

1 (W, My Y 2 Y Mg, 2

1 (W, My, Y 2,20 (53)

The second term and the last term in (53) can be upper
bounded together as:

— I (Zp; My, Y"1 2771
Zo[ Wi, My, Y74 My, Y, Z”*l)
Z|Z" 1 Wa, My YY) (54)
Zo| Wi, My, Y}~ My, Y, Z"—l)
(55)
Zoa| X X s Wi, My, Y My, Y Z”‘1>

_n (

+h(
<—h(

+h (Zal 2zt wa, M YY)
— (

+h( (56)

Zn|Xn7Zn71aW17Mlann_l)

< — b (Zal X, X Wi, My, Y MG, Y 200

41 (2] X0) (57)
=I(Xfn; Zn|Xn) (59

In (56), we use the fact that X,, is a deterministic function
of {W7, Ml,anfl}, and Xy, is a deterministic function of
{M}, Y"1}, In (58), we use the fact that

Zn - {Xn»Xf,n} - {leMlvyfnilvMévynilv anl}
(60)

is a Markov chain. Applying this result to (53), we find that
that (52) is now upper bounded by:

1 (Xn§ KL‘Xf,n’ Zn) + I(Xf,n§ Yf,na Zn|Xn)

), (Wl,Ml,Y]?_l;Y"‘l,M2’|Z"_1) 61)

Hence we have shown

H(W;)—ne<I (Wl,Ml,Yf”;Y",MﬂZ”)
< I(Xn; Yo X, Zn) + I (Xfn; Y, Zn|X0)
1 (W, MyUYPTR YL MG|ZR ) (62)

Applying this result repeatedly for n —1,n—2, ..., 1, we have

HWy) —ne <Y (I(Xi;YilXpi, Zi) + 1(X 5,65 Vi, Zil X5))
i=1

(63)

The remaining steps follow from the standard single letteriza-
tion of (63). For details, see [12].
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