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Abstract—We consider a source-destination pair that can
communicate only through an unauthenticated intermediate
relay node. In this two-hop communication scenario, where the
cooperation from the relay node is essential, we investigate
whether achieving non-zero secrecy rate is possible. Specifically,
we treat the relay node as an eavesdropper from whom the source
information needs to be kept secret, despite the fact that its
cooperation in relaying this information is needed. We find that
a positive secrecy rate is indeed achievable, with the aid of the
destination node or an external node that jams the relay, i.e., by
cooperative jamming. We derive an upper bound on the secrecy
rate by means of an eavesdropper-relay separation argument. We
remark that this upper bound is the first of its kind in Gaussian
channels with cooperative jamming. The upper bound is strictly
smaller than the channel capacity without secrecy constraints.
The achievable secrecy rates are found using stochastic encoding
and compress-and-forward at the relay. Numerical results show
that the gap between the bound and the achievable rate is small
when the relay’s power is larger than the power of the jammer
and the source. In essence, this paper shows that a cooperative
jammer enables secure communication to take place using an
untrusted relay which would be otherwise impossible.

I. INTRODUCTION

Recent advances in wireless ad hoc networking have led
to sophisticated physical layer strategies to improve reliable
communication rates and range of communication. Many
of these approaches rely on cooperation from neighboring
nodes in relaying information for source-destination pair(s)
[1]. Cooperative communication scenarios typically assume
a complete trust between cooperating nodes and allow the
information to potentially be decoded at the cooperating nodes.
On the other hand, in practice, it is likely to encounter public
ad hoc networks where relays needed for connectivity may
be unauthenticated despite operating with known protocols.
In such cases, secrecy of the information flowing through the
relay needs to be guaranteed, despite the fact that the relay is
a cooperating node.

It was first recognized in [2] that information transmitted
from a source to a destination can be protected from an
eavesdropping node -even if it has access to codebooks and has
unlimited computational capability- as a consequence of the
relative quality of the channels to the legitimate receiver and
the eavesdropper. The field of information theoretic secrecy
has recently been rejuvenated primarily due to its potential
impact on information security for wireless communication

scenarios, see for example [3], [4]. The majority of communi-
cation models in information theoretic secrecy, including the
aforementioned references, assume the existence of an external
eavesdropper from whom the information must be kept secret.
Reference [5] considers the classical three node relay channel
where the relay is treated as the eavesdropper. While the results
presented in [5] mostly lead to the conclusion that an untrusted
relay should not be employed, recent work showed that in relay
channels with orthogonal components, the untrusted relay can
help increase the achievable secrecy rates [6], establishing that
cooperation is useful even with unauthenticated nodes.

In this work, we consider a communication model in which
the assistance of the intermediate relaying node is essential
in communication. That is, unlike the classical relay channel,
there exists no direct link between the source and the destina-
tion. At the same time, the relay node is unauthenticated and
we wish to treat it as an eavesdropper. Such a Gaussian relay
channel is degraded, and treating the relay as an eavesdropper,
the secrecy capacity of this system is zero [5].

While, at the outset, this pessimistic result seemingly closes
this problem, in this work, we will show that this is not the
case. Specifically, we will show that by enlisting the help of a
third party who is friendly, whether it be the destination node
itself, or an external node, the secrecy capacity of this two-hop
relay network indeed can be made strictly positive.

The technique with which we will accomplish this is “co-
operative jamming” [7], which deliberately introduces noise
into the communication medium with the intent of hurting the
eavesdropper more than the legitimate receiver. Cooperative
jamming has been used up to date in several single hop
problems, including multiple access, two-way and relay wire-
tap channels [3], [4]. Other recent work that use similar ideas
include [8], [9], [10]. In [8], a separate jammer is added to the
classical Gaussian wiretap channel model. The jamming signal
is revealed to the legitimate receiver via a wired link so that
an advantage over the eavesdropper is achieved. Reference
[10] does not assume the wired connection, and employs a
scheme tantamount to the two user multiple access channel
with an external eavesdropper where one of the users perform
cooperative jamming. References [9], [3] consider the case
where the destination carries out the jamming. In all these
cases, no upper bound on the secrecy rate is known for the
Gaussian case.
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In this work, we derive an upper bound for the secrecy
rate of a relay channel, which does not have a direct link but
enjoys the help of a cooperative jammer. A key assumption
we made is the “independent encoding assumption”, which
means neither the source nor the jammer uses the signals
they received in the past to compute the transmitted signal
in the future. This essentially simplifies the system, and is
likely representative of a more practical scenario.

Under this assumption, the bound we found is strictly
smaller that the capacity without secrecy constraints. We also
compare it with the achievable rates based on compress-
and-forward at the relay. We find that the gap between the
achievable rates and the upper bound becomes smaller as the
relay has more power.

We use the following notation throughout this work: We use
H to denote the entropy, h to denote the differential entropy,
and ε to denote any variable that goes to 0 when n goes to
∞. We define C(x) = 1

2 log2(1 + x).

II. CHANNEL MODEL
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Fig. 1. A Two-Hop Network with a Cooperative Jammer
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Fig. 2. Cooperative Jammer is co-located with node 2 (destination)

The system model is shown in Figure 1. We assume the
nodes are half-duplex and communication takes place over
two phases. During the first phase, shown with solid lines,
the source transmits. The jammer also transmits in order to
confuse the relay node. In the second phase, shown with
dashed lines, the relay transmits. The destination (node 2)
receives the jamming signal over a noisy channel during the
first phase and uses it as side information during phase two to
decode the message W . Note that if the destination has perfect
knowledge of the jamming signal instead of a noisy one during
the first phase, then the channel becomes the two-way relay
channel model shown in Figure 2.

Under the independent encoding assumption, Figure 1 can
be expressed with the channel model shown in Figure 3. After
we normalize the channel gains, the relationship between the
transmitted and the received signals is given below:

Yr = X1 + X2 + Zr (1)

YR = Xr + ZR (2)

YJ = X2 + Z2 (3)

Untrusted Relay

Transmitter

Jammer
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Zr ZR
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YR

X1
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Fig. 3. Equivalent Channel Model for Figure 1.

where Xi, i = 1, 2 are signals transmitted by node i; Yr,Xr

are received and transmitted signals by the relay respectively,
and Z2, Zr, ZR are independent Gaussian random variables.
Zr, ZR has unit variance. Z2 has variance σ2

2 . YJ , YR are
signals received by the destination in phase 1 and phase
2 respectively, with YJ resulting from the jamming signal.
We further assume the transmitters have the following power
constraints:

1
n

n∑
k=1

E
[
X2

i,k

] ≤ Pi, i = 1, 2
1
n

n∑
k=1

E
[
X2

r,k

] ≤ Pr (4)

III. UPPER BOUND ON SECRECY RATE

In this section, we derive the upper bound for the secrecy
rate of the channel shown in Figure 3. The upper bound is
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Fig. 4. Two-Eavesdropper Channel
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Fig. 5. Channel Model After Transformation

obtained via the following transformation steps:

1) First, we add a second eavesdropper to the channel, as
shown by Figure 4. Its received signal Ye is given by
Ye = X1 + X2 + Ze. Here Ze is a Gaussian noise
with the same distribution as Zr. Ze can be arbitrarily
correlated with Zr. It can be proved by following a
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slightly modified version of [11, Theorem 3] that doing
so will not decrease the secrecy rate. In essence, this is
because any coding scheme that works in the original
system will still work in the new two-eavesdropper
system.

2) Next, we remove the first eavesdropper at the relay.
Doing so will not decrease secrecy rate either, since we
have one less secrecy constraint.

Remark 1: A key condition for the argument above to work
is that the two eavesdroppers cannot hear each other [11].
This argument would not work if the jamming signal X2

were allowed to depend on the signals received previously.
In this case, there would be a feedback link from YR to X2

in Figure 4. The eavesdroppers could hear each other via this
feedback link and we would not be able to guarantee that the
secrecy rate would not decrease.

Next, the signal Xn
r is provided to the destination by a

genie. Similarly, the signal Xn
2 is revealed to both the relay

and the destination. The secrecy rate is then bounded by:

H (W |Y n
e )

≤H (W |Y n
e ) − H (W |Xn

r Y n
R Y n

J ) + nε (5)

=H (W |Y n
e ) − H (W |Xn

r Y n
J ) + nε (6)

≤H (W |Y n
e ) − H (W |Y n

r Xn
r Y n

J ) + nε (7)

=H (W |Y n
e ) − H (W |Y n

r Y n
J ) + nε (8)

≤H (W |Y n
e ) − H (W |Y n

r Xn
2 Y n

J ) + nε (9)

=H (W |Y n
e ) − H (W |Y n

r Xn
2 ) + nε (10)

=H (W |Y n
e ) − H (W |Xn

1 + Zn
r ) + nε (11)

≤H (W |Y n
e ) − H (W |Y n

e ,Xn
1 + Zn

r ) + nε (12)

The genie information Xr causes the signal YR to be
useless to the relay, as shown by (5)-(6). Revealing the genie
information X2 to the relay and the destination essentially
removes the influence of the jamming signal from the relay
link, as shown by (7)-(12). These are essentially a consequence
of the link noises being independent. The resulting channel is
equivalent to the one shown in Figure 5. It can be viewed as a
special case of the channel in [3], [10], and similar techniques
can be used here to bound its secrecy rate. Let Ỹ n

r = Xn
1 +Zn

r .
Then we have:

H (W |Y n
e ) − H

(
W |Y n

e Ỹ n
r

)
= I

(
W ; Ỹ n

r |Y n
e

)
(13)

≤I
(
WXn

1 ; Ỹ n
r |Y n

e

)
(14)

=I
(
Xn

1 ; Ỹ n
r |Y n

e

)
(15)

=h
(
Ỹ n

r |Y n
e

)
− h (Zn

r |Xn
2 + Zn

e ) (16)

≤h
(
Ỹ n

r |Y n
e

)
− h (Zn

r |Xn
2 + Zn

e ,Xn
2 ) (17)

=h
(
Ỹ n

r |Y n
e

)
− h (Zn

r |Zn
e ) (18)

Here (15) follows from the fact that Xn
1 determines W . The

first term in (18) is maximized when Xn
1 and Xn

2 are i.i.d.
Gaussian sequences. Let the variance of each component of

Xn
i be Pi,i = 1, 2 Let ρ be the correlation factor between Zr

and Ze. Then (18) is equal to

1
2

log2
(P1 + 1) (P1 + P2 + 1) − (P1 + ρ)2

(P1 + P2 + 1) (1 − ρ2)
(19)

It can be verified that, for arbitrary ρ, equation (18) is an
increasing function of P1 and P2. Therefore, the upper bound
is maximized with maximum average power. Equation (19)
can then be tightened by minimizing it over ρ. The optimal ρ
is given below:

2P1 + P1P2 + P2 −
√

4P2P 2
1 + 4P2P1 + P 2

2 P 2
1 + 2P 2

2 P1 + P 2
2

2P1
(20)

As a result, we have the following theorem:
Theorem 1: The secrecy rate of the channel in Figure 3 is

upper bounded by (19), where ρ is given by (20). P1 and P2

are the average power constraints of the transmitter and the
jammer.

Remark 2: The bound (19) is strictly smaller than the trivial
bound C(P1) obtained by removing the secrecy constraints. To
show that, simply let ρ = 0. (19) becomes

C (P1) +
1
2

log2

1 + P1
(P1+1)(P2+1)

1 + P1
(P2+1)

(21)

The second term is always negative.
Remark 3: Fix P2, and increase P1. The bound (19) can be

approximated by

1
2

log2(
P2 + 2(1 − ρ)

1 − ρ2
) (22)

where ρ = 1 + P2/2 −
√

P2 + P 2
2 /4 (23)

On the other hand, if we let P2 = cP1, and increase P1

(and hence P2), then the bound (19) can be approximated by
C(P1) − C (1/c). In other words, the difference between the
bound and its approximation converges to 0 as P1 → ∞.

IV. COMPARISON WITH ACHIEVABLE RATES

In this section, we find an achievable secrecy rate and
compare it with the upper bound. We begin by considering
the general relay channel and then specialize it to the two
phase half-duplex model in Figure 2.

Theorem 2: Consider the general relay channel defined by
p(Yr, Y |X1,X2,Xr), where X1,X2,Xr are the signals trans-
mitted by the source, the jammer, and the relay respectively. Yr

is the signal received by the relay. Y is the signal received by
the destination. Then the following secrecy rate is achievable
using compress-and-forward:

0 ≤ R1 ≤ max
p(X1)p(X2)p(Xr)

[
I
(
X1;Y Ŷr|Xr

)
−I (X1;Yr|Xr)

]+

(24)

where Ŷr is chosen such that I
(
Ŷr;Yr|XrY

)
< I (Xr;Y )
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Remark 4: The coding scheme is the same as the coding
scheme in [6]. The expression is the same except that it is
maximized over p(X1)p(X2)p(Xr).

For the Gaussian case, we have the following corollary:
Corollary 1: For the channel in Figure 3, the following

secrecy rate is achievable:

0 ≤ Re ≤ max
0≤P ′

i
≤Pi,i=1,2

(25)

[
C

(
P ′

1

(1 + σ2
2 + σ2

c ) − σ4
2/ (P ′

2 + σ2
2)

)
− C

(
P ′

1

(1 + P ′
2)

)]+

where σ2
c =

P ′
1 + 1 + P ′

2σ
2
2/
(
P ′

2 + σ2
2

)
Pr

(26)

Proof: Proof follows from Theorem 2 by replacing Y
with YJ , YR. We then have the following facts:

I
(
X1;YJYRŶr|Xr

)
= I

(
X1;YRŶr|XrYJ

)
(27)

I (Xr;Y ) = I (Xr;YRYJ) = I (Xr;YR|YJ) (28)

Then letting X1 ∼ N (0, P ′
1),X2 ∼ N (0, P ′

2), Ŷr = Yr + ZQ,
ZQ ∼ N (0, σ2

c ), we get the desired result.
Remark 5: It can be seen from (26) that the relay should

always transmit at maximum power Pr. However, the optimal
transmission power of the source may be less than P1. This
can be seen as follows: For a given jamming power P ′

2, the
achievable rate is not a monotonically increasing function of
P ′

1. This is because, if P ′
1 → 0 or P ′

1 → ∞, Re → 0,
indicating that even if the source power budget is infinity, the
optimal transmission power is actually finite. Let this value
be P ∗

1 . P ∗
1 may or may not fall into the interval [0, P1]. If it

does, then the source should transmit with power P ∗
1 rather

than P1. If not, then the corresponding optimal value needs to
be determined.

Remark 6: If the power of the relay Pr → ∞, and the
jammer is close to the destination, which means σ2

2 → 0, then
the achievable rate converges to

C(P1) − C(
P1

1 + P2
) (29)

1) If we further fix P2 , and let P1 → ∞, then difference
of the upper bound and the achievable rate converges to

C

(
P2 + (ρ − 1)2

1 − ρ2

)
− C (P2) (30)

where ρ is given by (23). We observe that the difference
is only a function of P2. By comparison, the gap
between the achievable rate and the trivial upper bound
C(P1) is C( P1

1+P2 ), which is unbounded.
2) If we instead fix P2 = cP1, and let P1 → ∞, then

the difference of the upper bound and the achievable
rate converges to 0. In this case, our upper bound is
asymptotically tight.

Relay’s Power Jammer’s Power
Fig. 6 Large Proportional
Fig. 7 Large Fixed
Fig. 8 Limited Proportional
Fig. 9 Limited Fixed

TABLE I
SCENARIOS CONSIDERED IN THE NUMERICAL RESULTS

V. NUMERICAL RESULTS

Shown in Table I are the four cases of interest in practice,
corresponding to different power budgets of the relay and the
jammer. The numerical result of each case is shown in the
figure listed in the table. We assume that the jammer and
the destination are co-located as shown in Figure 2. For the
external cooperative jammer case, the upper bound still holds,
but the gap between the upper bound and achievable rates
would be wider.

As illustrated by all the four figures, the upper bound is
close to the achievable rate when relay’s power is larger
than the power of the source and the jammer. In this region,
typically, the achievable rate increases linearly with the source
SNR. Figure 6 and Figure 7 demonstrate the asymptotic be-
havior described in Remark 6. In Figure 6, the gap between the
upper bound and achievable rate goes to zero as P1 → ∞. In
Figure 7, the upper bound almost coincides with the achievable
rate. The gap, given by (29), equals 9.98× 10−4 bits/channel
use.

Also shown in all four figures is the cut-set bound without
secrecy constraints. The improvement provided by the new
bounds depends on the power budget. In general, the gap
between the bounds is small if jammer’s power is large. Note
that since we have normalized all channel gains and include
them into the power constraint, the power budget difference
can be considered a consequence of the difference in link
gains.

Figure 8 and Figure 9 demonstrate the behavior of the
achievable rates when the relay power is finite. Because the
upper bound does not reflect the power of relay, the cut set
bound without secrecy constraint is still needed to bound the
secrecy rate in these cases. Figure 9 illustrates the power
control problem described in Remark 5. Without power control
at the source node, the achievable rate will eventually decrease
to zero. Note that this behavior crystallizes only when the
relay’s power is limited.

VI. CONCLUSION

In this paper, we have considered a relay network without a
direct link, where relaying is essential for the source and the
destination to communicate despite the fact that the relay node
is untrusted. Imposing secrecy constraints at the relay node,
contrary to the previous work, we have shown that a nonzero
secrecy rate is indeed achievable. This is accomplished by
enlisting the help of the destination (or another dedicated
node) who transmits to jam the relay, and uses the jamming
signal as side information. We have derived an upper bound
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Fig. 7. Secrecy Rates, Pr is ∞,P2 = 30dB

for the secrecy rate under the assumption that no feedback is
used for encoding at the source or destination. The new upper
bound is strictly tighter than the upper bound without secrecy
constraints. Numerical results show that our upper bound is in
general close to the achievable rate, and is indistinguishable
from it, when the relay power is in abundance.

In this work, we considered the case where the source or the
jammer does not make use of the relay transmission. Finding
upper bound for the secrecy rate when feedback is used for
encoding is of current interest to us. This would serve to
quantify the rate loss when feedback is not used for encoding.
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