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Abstract—In this paper, we study a cache-aided combination
network, where a layer of relay nodes connects a server to a
set of end users, under three different secrecy requirements.
Both the relays and the end users are equipped with caches.
First, we consider secure delivery where we require that an
external entity must not gain any information about the database
files by observing the transmitted signals over the network
links. Second, we consider secure caching where we require
that an end user must not be able to obtain any information
about a file that he did not request. Last, we consider both of
these requirements simultaneously. We jointly optimize the cache
placement and delivery phases in order to minimize the delivery
load over each of the two hops, and demonstrate the impact of
the network topology on the system performance under these
secrecy requirements.

I. INTRODUCTION

Coded caching [1] is a potential solution to alleviate network

congestion for 5G systems and beyond. During the cache

placement phase that takes place in off-peak hours, cache

memories of the network nodes are populated with functions

of the data files expected to be requested in the near future.

During peak periods, when the users request data contents,

known as the delivery phase, the network load can be reduced

thanks to the cached contents. In addition to the multicast

network considered in [1], several network topologies with

caching capabilities have been investigated. In particular,

references [2]–[5] have investigated a model where multiple

relay nodes connect to a server, and serve each user via

unicast links. In this symmetric two-hop network, known as

a combination network, the server is connected to a set of h

relay nodes, and each end user is connected to exactly r relay

nodes. References [2]–[4] have studied combination networks

with caches at the end users only. In reference [5], we have

introduced caches at the relay nodes in addition to those at

the end users. Utilizing maximum distance separable (MDS)

codes [6], we have decomposed the combination network

into h virtual sub-networks, and jointly optimized the cache

placement and delivery policies to provide an upper bound on

the transmission rates during the delivery phase. In this paper,

we will consider the same model with security guarantees.

Information security is one of the major concerns in today’s

communication systems. Streaming services require paid sub-

scribers for access to their database contents. This calls for

cache-aided systems that not only reduce the delivery load

but also keep the content secret from unauthorized parties. In

this paper, we investigate securing a combination network with

caches at both relay nodes and end users under three different

scenarios. In the first scenario, we consider the case where the

database must be kept secret from any external eavesdropper

that overhears the delivery phase, i.e., secure delivery [7]. In

the second scenario, we consider the case where end users

must not be able gain any information about the files that they

did not request, i.e., secure caching [8] [9]. Last, we consider

both requirements simultaneously. Utilizing the decomposition

approach in [5], we jointly optimize the cache placement

and delivery phases using one-time padding [10] and secret

sharing schemes [11]. Note that in secrecy for cache-aided

combination networks, previous work to date consists of our

recent effort [12], where the proposed schemes are limited to

resolvable combination networks with no caching relays [3].

Our study demonstrates the impact of the network topology

on the system performance under secrecy requirements. In

particular, we demonstrate that satisfying the secure caching

constraint in a combination network does not require encryp-

tion keys and is possible even when the memory size of the end

user is less than the file size. This is in contrast to references

[8] and [9] for a multicast network and a device-to-device

system, respectively. Additionally, we observe that the cost

of imposing the secure delivery requirement is negligible in

combination networks, similar to the shared multicast link

[7]. Finally, we observe that the caches can help disengage

the server during the delivery phase even with confidentiality

requirements. For all the considered scenarios, our proposed

schemes are optimal over the second hop.

The remainder of the paper is organized as follows. Section

II describes the system model. In Sections III, IV and V,

we detail the achievability techniques for the three secrecy

scenarios. In Section VI, we discuss our results. Section VII

concludes the paper.

II. SYSTEM MODEL

A. Network Model

Consider a combination network, where a server, S, is

connected to K end users via a layer of h relay nodes as

illustrated in Fig. 1. In particular, each end user is connected to

a distinct set of r relay nodes, r < h. Thus, we have K =
(

h
r

)
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Fig. 1: A combination network with K = 10, h = 5, r = 2, and
caches at both relays and end users.

and each relay node is connected to K̂ =
(

h−1
r−1

)

= rK
h

end users. Similar to references [2]–[5], all network links are

unicast and noiseless. We denote by R={Γ1, ..,Γh} the set of

relay nodes, and by U={U1, .., UK} the set of all end users.

In addition, we define N (Γi) to represent the set of end users

connected to Γi, where |N (Γi)|= K̂ for i = 1, .., h, and the

set relay nodes connected to user k as N (Uk), |N (Uk)| = r.

The function Index(, ) : (i, k) → {1, .., K̂}, where

i ∈ {1, .., h} and k ∈ N (Γi), is defined as a function

that orders the end users connected to relay node Γi in an

ascending manner. For example, for the network in Fig. 1,

N (Γ2) = {1, 5, 6, 7}, N (Γ4) = {3, 6, 8, 10}, and

Index(2, 1) = 1, Index(2, 5) = 2, Index(2, 6) = 3,

Index(2, 7) = 4, Index(4, 3) = 1, Index(4, 10) = 4.

We use the notation [L] , {1, .., L}, for a positive integer L.

B. Caching Model

The server has a database of D files, W1, ..,WD, each of

size F bits. The files are independent and uniformly distributed

over the set [2F ]. We consider the case where the number of

users is less than or equal to the number of files, i.e., K ≤ D.

Each relay node has cache of size NF bits, while each end

user is equipped with a cache memory of size MF bits, i.e.,

N and M denote the normalized cache memory sizes at the

relay nodes and end users, respectively. The system operates

over two consecutive phases.

1) Cache Placement Phase: The server places functions of

its database files in the relay nodes end users caches. The

allocation is done ahead of and without the knowledge of the

actual demand of the individual users.

Definition 1. (Cache Placement): The cached contents by

relay node i and user k, respectively, are given by

Vi = νi(W1,W2, ..,WD), Zk = φk(W1,W2, ..,WD), (1)

where νi : [2F ]D → [2F ]N and φk : [2F ]D → [2F ]M , i.e.,

H(Vi) ≤ NF and H(Zk) ≤MF. �

2) Delivery Phase: Each user requests a file independently

and randomly [1]. dk denotes the index of the requested file

by user k, i.e., dk ∈ {1, 2, .., D}, and d represents the demand

vector of all users. The server responds to users’ requests

Fig. 2: A combination network with secrecy requirements.

by transmitting signals to the relay nodes. Then, each relay

transmits unicast signals to its connected end users. From the

r received signals and Zk, user k must be able to decode Wdk
.

Definition 2. (Coded Delivery): The mapping from the

database files and the demand vector d into the transmitted

signal by the server to Γi is given by the encoding function

Xi,d = ψi(W1, ..,WD,d), i = 1, 2, .., h, (2)

where ψi : [2F ]D × [D]K → [2F ]R1 , and R1 is the rate,

normalized by the file size, F , of the transmitted signal from

the server to each relay node. The transmitted signal from Γi

to user k ∈ N (Γi), is given by the encoding function

Yi,d,k = ϕk(Xi,d, Vi,d), (3)

where ϕk : [2F ]R1 × [2F ]N × [D]K → [2F ]R2 , and R2 is the

normalized rate of the transmitted signal from a relay node to

a connected end user. User k recovers its request by

Ŵdk
= µk(Zk,d, {Yi,d,k : i ∈ N (Uk)}), (4)

where µk : [2F ]M × [D]K × [2F ]rR2 → [2F ] is the decoding

function. �

We require that each end user k recover its requested file

reliably, i.e., for any ǫ > 0,

max
d,k

P (Ŵdk
6=Wdk

) < ǫ. (5)

In the following sections, we treat the system under each

of the three different secrecy requirements. We provide brief

descriptions of the schemes and results, noting that full details

can be found in [13].

III. CODED CACHING WITH SECURE DELIVERY

In this section, we investigate the system with secure deliv-

ery requirement. This means that an external eavesdropper who

overhears the delivery phase must not gain any information

about the files, see Fig. 2. More formally, for any δ > 0, we

have the secrecy constraint

I(X ,Y;W1, ..WD) < δ, (6)

where X ,Y are the sets of transmitted signals by the server

and the relay nodes, respectively.

In order to satisfy (6), we place keys in the network caches

during the cache placement phase. These same keys are used to
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encrypt, i.e., one-time pad [10], the transmitted signals during

the delivery phase.

A. Cache Placement Phase

We start by providing a scheme for M = 1 + t2(D−1)

K̂
+

(t1−t2)r(D−1)N

K̂(N+K̂−t1)
, where t1, t2 ∈ {0, 1, .., K̂} and t1

K̂
≤

N

D+K̂−t1
. Other values of M are achievable by memory

sharing [1]. First, the server encodes each file, Wn, using an

(h, r) MDS code to obtain the encoded symbols {f i
n : i ∈ [h]}

[6]. Each symbol has a size of F
r

bits and any r symbols are

sufficient to reconstruct the file. Then, we divide each encoded

symbol into two parts, f i,1
n with size NF

D+K̂−t1
bits and f i,2

n

with size F
r
− NF

D+K̂−t1
bits. Next, the server places f i,1

n in

the cache of relay node Γi. User k, with k ∈ N (Γi), caches

a random fraction of t1

K̂
bits from f i,1

n , which we denote by

f
i,1
n,k. f i,2

n is divided into
(

K̂
t2

)

disjoint pieces each of which

is denoted by f
i,2
n,T , where T ⊆ [K̂], and |T |= t2. The server

allocates the pieces {f i,2
n,T , ∀n} in the cache memory of user

k if k ∈ N (Γi) and Index(i, k) ∈ T . The size of each piece

is
F
r
− NF

D+K̂−t1

(K̂t2)
F bits.

To facilitate secure delivery, the server generates h
(

K̂

t2+1

)

independent keys. Each key is uniformly distributed with

length
F
r
− NF

D+K̂−t1

(K̂t2)
bits and denoted by Ki

TK
, where i=1, .., h,

and TK ⊆ [K̂], |TK | = t2 + 1. User k stores the keys

Ki
TK

, ∀i∈N (Uk), whenever Index(i, k) ∈ TK . In addition,

the sever generates the random keys Ki
l each of length

NF (K̂−t1)

(D+K̂−t1)K̂
bits, for i = 1, .., h and l = 1, .., K̂. Ki

l will

be cached by relay i and user k with Index(i, k) = l. These

allocations satisfy the memory capacity constraints [13].

B. Coded Delivery Phase

After announcing the demand vector d in the network, for

each relay Γi, at each transmission instance, we consider S⊆
[K̂], where |S|= t2+1. For each S, the server sends to Γi,

XS
i,d = Ki

S

⊕

{k:k∈N (Γi), Index(i,k)∈S}

f i
dk,S\{Index(i,k)}. (7)

In total, the server transmits the signal Xi,d =
⋃

S⊆[K̂]:|S|=t2+1{X
S
i,d} to Γi. Then, Γi forwards the

signal XS
i,d to user k whenever Index(i, k) ∈ S. In addition,

the relay Γi sends {f i,1
dk

\ f i,1
dk,k

} to user k encrypted by the

key Ki
l such that Index(i, k) = l. Thus, we get

Yi,d,k =
{

Ki
l ⊕ {f i,1

dk
\ f i,1

dk,k
}
}

⋃

S:Index(i,k)∈S

{

XS
i,d

}

. (8)

During decoding, user k decrypts its received signals

using the cached keys. Then, it recovers the pieces
{

f
i,2
dk,T

: T ⊆ [K̂] \ {Index(i, k)}
}

from the signals received

from Γi, utilizing its cached contents. Thus, user k recovers

f
i,2
dk

. In addition, user k directly gets f
i,1
dk

from its the signal

transmitted by relay i. Thus, it can obtain f i
dk

. Since, user k

receives signals from r relay nodes, it decodes the encoded

symbols f i
dk

, ∀i ∈ N (Uk), and is able to successfully

reconstruct its requested file Wdk
.

Remark 1. The server sends h
(

K̂
t2+1

)

signals, each of which

is encrypted using a one-time pad whose length equals to the

length of each transmission, thus the prefect secrecy is ensured

[10]. Observing these signals without knowing the encryption

keys does not reveal any information about the database files

[10]. The same applies for the messages transmitted by the

relay nodes. Thus, (6) is satisfied. �

C. Secure Delivery Rates

We denote the secure delivery rates in the first and second

hop with Rs
1 and Rs

2, respectively. Each relay node is respon-

sible for
(

K̂
t2+1

)

transmissions, each of length
|fi,2

n |

(K̂t2)
, thus

Rs
1F =

(

K̂

t2+1

)

(

K̂

t2

)

|f i,2
n |=

K̂ − t2

(t2 + 1)

(

F

r
−

NF

D + K̂ − t1

)

. (9)

Over the second hop, Γi forwards
(

K̂−1
t2

)

from its received

signals to each connected end users, in addition to transmitting

a message of size
N(K̂−t1)F

(D+K̂−t1)K̂
bits from its cached contents

to each user. Therefore, we have

Rs
2F=

(

K̂−1
t2

)

|f i,2
n |

(

K̂

t2

)

+
NF (K̂−t1)

(D+K̂−t1)K̂
=
F

r

(

1−
M−1

N−1

)

. (10)

Consequently, we have the following theorem.

Theorem 1. The normalized transmission rates with secure

delivery, for N ≥ 0, M = 1 + t2(D−1)

K̂
+ (t1−t2)r(D−1)N

K̂(N+K̂−t1)
,

t1, t2∈{0, 1, .., K̂} and t1

K̂
≤ N

D+K̂−t1
, are upper bounded by

Rs
1 ≤

K̂−t2
r(t2+1)

(

1−
Nr

D+K̂−t1

)

, Rs
2 ≤

1

r

(

1−
M−1

D−1

)

. (11)

In addition, the convex envelope of these points is achievable

by memory sharing. �

For the special case of no caches at the relays, i.e., N =
t1 = 0, we obtain the following upper bound on the secure

delivery rates.

Corollary 1. The normalized transmission rates with secure

delivery, for N = 0, M =1+ t(D−1)

K̂
, and t∈{0, 1, .., K̂}, are

upper bounded by

Rs
1 ≤

K̂
(

1− M−1
D−1

)

r
(

K̂M−1
D−1 + 1

) , Rs
2 ≤

1

r

(

1−
M − 1

D − 1

)

. (12)

In addition, the convex envelope of these points is achievable

by memory sharing. �

IV. COMBINATION NETWORKS WITH SECURE CACHING

Next, we consider secure caching, i.e., an end user must not

be able to obtain any information about the files that he did
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not request, see Fig. 2. Formally, we must have, for δ>0

max
d,k

I(W−dk
; {Yi,d,k : i ∈ N (Uk)}, Zk) < δ, (13)

where W−dk
= {W1, ..,WN}\{Wdk

}, i.e., the set of all files

except the one requested by user k.

For achievability in this scenario, we utilize secret sharing

schemes [11], [14] to ensure that no user is able to obtain

information about the files from its cached contents. The basic

idea of secret sharing schemes is to encode the secret in such a

way that accessing a subset of shares does not suffice to reduce

the uncertainty about the secret. In particular, we utilize a class

of secret sharing schemes known as non-perfect secret sharing

schemes, defined as follows.

Definition 3. [11] [14] For a secret W with size F bits, an

(m,n) non-perfect secret sharing scheme generates n shares,

S1, S2, ..Sn, such that accessing any m shares does not reveal

any information about the file W , i.e.,

I(W ;S) = 0, ∀S ⊆ {S1, S2, ..Sn}, |S| ≤ m. (14)

Furthermore, W can be losslessly reconstructed from the n

shares, i.e.,

H(W |S1, S2, .., Sn)=0. (15)

�

For large enough F , an (m,n) secret sharing scheme exists

with shares of size equal to F
n−m

bits [11], [14].

A. Cache Placement Phase

As a first step, the server encodes each file using an (h, r)
MDS code. We denote by f i

n the resulting encoded symbols,

where n is the file index and i = 1, 2, .., h. For M = tD

K̂−t
(1−

Nr
D
) and t∈{0, 1, .., K̂−1}, we divide each encoded symbol

into two parts, f i,1
n with size NF

D
bits and f i,2

n with size F
r
−

NF
D

bits. The parts {f i,1
n : ∀n} will be cached by Γi and

will not be cached by any end user. f i,2
n is encoded using an

(

(

K̂−1
t−1

)

,
(

K̂

t

)

)

secret sharing scheme [11], [14]. The resulting

shares are denoted by Si
n,T , where n is the file index i.e.,

n ∈ {1, .., N}, i is the index of the encoded symbol, i.e.,

i = 1, .., h, and T ⊆ [K̂], |T | = t. Each share has size

Fs =
F
r
− NF

D
(

K̂
t

)

−
(

K̂−1
t−1

)

=
t
(

1− Nr
D

)

r(K̂ − t)
(

K̂−1
t−1

)

F bits. (16)

The server allocates the shares Si
n,T , ∀n in the cache of user k

whenever i ∈ N (Uk) and Index(i, k) ∈ T . Such allocations

satisfy the memory capacity constraints [13], and gives t =
KrM

h(D+M) .

B. Coded Delivery Phase

Each user requests a file from the server. First, we focus on

the transmission from the server to Γi. At each transmission

instance, we consider S ⊆ [K̂], where |S| = t + 1. For each

S, the server sends to Γi, the signal

XS
i,d =

⊕

{k:k∈N (Γi), Index(i,k)∈S}

Si
dk,S\{Index(i,k)}. (17)

In total, the server transmits to Γi, the signal Xi,d =
⋃

S⊆[K̂]:|S|=t+1{X
S
i,d}. Then, Γi forwards XS

i,d to user k

whenever Index(i, k) ∈ S. In addition, Γi sends directly f
i,1
dk

to user k. Therefore, we have

Yi,d,k = {f i,1
dk

}
⋃

S:Index(i,k)∈S

{

XS
i,d

}

. (18)

User k can recover {Si
dk,T

: T ⊆ [K̂] \ {Index(i, k)}, |T | =
t} from the signals received from Γi, using its cache’s con-

tents. Adding these shares to the cached ones, i.e., Si
dk,T

with

Index(i, k) ∈ T , user k decodes f
i,2
dk

from its
(

K̂
t

)

shares.

Thus, user k obtains the encoded symbols f i
dk

, ∀i ∈ N (Uk),
and reconstructs Wdk

.

C. Secure Caching Rates

With the secure caching requirement, we denote the first

and second hop rates by Rc
1 and Rc

2, respectively. Each relay

is responsible for
(

K̂
t+1

)

transmissions, each of length Fs bits,

thus the transmission rate, in bits, from the server to each relay

node is

Rc
1F =

t
(

K̂
t+1

) (

1− Nr
D

)

F

r(K̂ − t)
(

K̂−1
t−1

)

=
K̂

(

1− Nr
D

)

F

r(t+1)
. (19)

Each relay forwards
(

K̂−1
t

)

of these signals to each of its

connected end users. In addition, each relay node sends NF
D

bits from its cache to each of these users. Therefore, we have

Rc
2F =

(

K̂ − 1

t

)

t
(

1− Nr
D

)

r(K̂ − t)
(

K̂−1
t−1

)

F +
NF

D
=

1

r
F. (20)

Consequently, we have the following theorem.

Theorem 2. The normalized rates with secure caching, for

0 ≤ N ≤ D
r

, M= tD

K̂−t
(1 − Nr

D
), and t∈{0, 1, .., K̂−1}, are

upper bounded by

Rc
1 ≤

K̂(D+M − rN)

r
(

(K̂+1)M+D− rN
)

(

1−
Nr

D

)

, Rc
2 ≤

1

r
. (21)

The convex envelope of these points is achievable by memory

sharing. �

Remark 2. Secret sharing schemes ensure that no user is

able to reconstruct any file from its cache contents only, as

the cached shares are not sufficient to reveal any information

about any file. In addition, the only new information in the

received signals by any end user is the shares from to its

requested file. Thus, (13) is satisfied. �

For the special case of no relay caches, we obtain the

following corollary.

Corollary 2. The normalized rates with secure caching, for

N=0, M= tD

K̂−t
, and t∈{0, .., K̂−1}, are upper bounded by

Rc
1 ≤

K̂(D+M)

r
(

(K̂+1)M+D
) , Rc

2 ≤
1

r
. (22)
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The convex envelope of these points is achievable by memory

sharing. �

V. SIMULTANEOUS SECURE CACHING AND DELIVERY

In this section, we consider both secure caching and secure

delivery simultaneously. In the proposed achievability scheme,

we utilize both one-time pads and secret sharing.

A. Cache Placement Phase

For M= 1+ tD

K̂−t
(1− rN

D+K̂
), and t ∈ {0, 1, .., K̂−1}, after

encoding each file using an (h, r) MDS code, we divide each

encoded symbol into two parts, f i,1
n with size NF

D+K̂
bits and

f i,2
n with size F

r
− NF

D+K̂
bits. Only Γi caches the parts {f i,1

n :

∀n}. We encode f i,2
n using an

(

(

K̂−1
t−1

)

,
(

K̂

t

)

)

secret sharing

scheme from [11], [14]. The resulting shares are denoted by

Si
n,T , where n is the file index, i is the index of the encoded

symbol and T ⊆ [K̂], |T | = t. Each share has size

Fs =

F
r
− NF

D+K̂
(

K̂
t

)

−
(

K̂−1
t−1

)

=
t
(

1− Nr

D+K̂

)

r(K̂ − t)
(

K̂−1
t−1

)

F bits. (23)

The server places the shares Si
n,T , ∀n in the cache of user k

whenever i ∈ N (Uk) and Index(i, k) ∈ T .

The server generates h
(

K̂
t+1

)

independent keys such that

each key is uniformly distributed over the set [2Fs ] with

length Fs bits and is denoted by Ki
TK

, where i = 1, .., h,

and TK ⊆ [K̂], |TK | = t + 1. User k caches the keys Ki
TK

,

∀i ∈ N (Uk), whenever Index(i, k) ∈ TK . Furthermore, the

sever generates the random keys Ki
l each of length NF

D+K̂
bits,

for i = 1, .., h and l = 1, .., K̂, to be cached by relay i and

user k with Index(i, k) = l. This scheme satisfies the memory

constraints [13], and gives t = K̂(M−1)(D+K̂)

(D+K̂)(M+D−1)+rND
.

B. Coded Delivery Phase

The delivery phase begins with announcing the demand

vector to all network nodes. For Γi, at each transmission

instance, we consider a S ⊆ [K̂], where |S| = t + 1. For

each S, the server transmits to Γi, the following signal

XS
i,d = Ki

S

⊕

{k:k∈N (Γi), Index(i,k)∈S}

Si
dk,S\{Index(i,k)}.

(24)

Thus, the server transmits to Γi, the signal Xi,d =
⋃

S⊆[K̂]:|S|=t+1{X
S
i,d}. Then, Γi forwards the signal XS

i,d to

user k whenever Index(i, k) ∈ S. In addition, Γi sends f
i,1
dk

encrypted by Ki
l to user k such that Index(i, k) = l. After

decrypting the received signals, user k get f
i,1
dk

and can extract

the set of shares {Si
dk,T

: T ⊆ [K̂] \ {Index(i, k)}, |T | = t}
from the signals received from Γi. These shares in addition

to the ones in its cache, i.e., Si
dk,T

with Index(i, k) ∈ T ,

allow user k to decode f
i,2
dk

from its
(

K̂

t

)

shares. Since, user k

receives signals from r different relay nodes, it obtains {f i
dk

,

∀i ∈ N (Uk)}, then decodes Wdk
.

C. Secure Caching and Secure Delivery Rates

We refer to the first and second hop rates as Rsc
1 and Rsc

2 ,

respectively. The server sends to each relay node
(

K̂
t+1

)

signals,

each of length Fs bits, thus we have

Rsc
1 F =

(

K̂

t+1

)

t
(

1− Nr

D+K̂

)

F

r(K̂−t)
(

K̂−1
t−1

)

=
K̂F

r(t+1)

(

1−
Nr

D+K̂

)

. (25)

Over second hop, each relay node is responsible for forwarding
(

K̂−1
t

)

from its received signals to each of its connected end

users, in addition to delivering NF

D+K̂
bits from its cache, thus

Rsc
2 F =

(

K̂ − 1

t

) t
(

1− Nr

D+K̂

)

F

r(K̂ − t)
(

K̂−1
t−1

)

+
NF

D + K̂
=

1

r
F. (26)

Therefore, we can obtain the following theorem.

Theorem 3. Under secure delivery and secure caching re-

quirements, for 0 ≤ N ≤ D+K̂
r

, M= 1 + tD

K̂−t
(1 − rN

D+K̂
),

and t ∈ {0, 1, .., K̂−1}, the rates are upper bounded by

Rsc
1 ≤

K̂
(

rND+(D+K̂)(M+D−1)
)(

1− Nr

D+K̂

)

r
(

rND+(D+K̂)[D+(M−1)(K̂+1)]
) ,

Rsc
2 ≤

1

r
. (27)

In addition, the convex envelope of these points is achievable

by memory sharing. �

When there are no caches at the relays, we obtain

Corollary 3. Under secure delivery and secure caching re-

quirements, for N = 0, M= tD

K̂−t
+1, and t ∈ {0, 1, .., K̂−1},

the transmission rates are upper bounded by

Rsc
1 ≤

K̂(D +M − 1)

r
(

(K̂ + 1)(M − 1) +D
) , Rsc

2 ≤
1

r
. (28)

In addition, the convex envelope of these points is achievable

by memory sharing. �

Remark 3. Corollaries 1-3 effectively generalize our previous

results in [12] that were limited to resolvable networks, to any

combination network, i.e., we have shown the achievability of

the rates in [12] for any combination network. �

VI. DISCUSSION AND NUMERICAL RESULTS

A. Secrecy Cost

In Fig. 3, we compare the achievable rates under different

secrecy scenarios. We observe that the cost of imposing secure

delivery is negligible for realistic system parameters. As M

increases, the gap between the achievable rates without secrecy

and those with secure delivery requirement vanishes. Same

observation holds for secure caching as well as simultaneous

secure caching and secure delivery.
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Fig. 3: Rates under different system requirements for N = 0, D=

20, K=15, h=6 and r=2.

B. Optimality over the Second Hop

The achievable rates over the second hop are optimal, i.e.,

achieve the minimum delivery load per relay. In particular,

under secure delivery, each user caches a fraction M−1
N−1 of each

file, and the total data received by any end user under secure

delivery equals
(

1−M−1
N−1

)

F , which is the minimum number

of bits required to reconstruct the requested file [7]. Similarly,

in the two remaining scenarios, from the lower bounds in [8]

and [9], it is known that, under secure caching requirement,

the number bits received by any user is lower bounded by the

file size. Thus, the rates over the second hop, Rc
2 and Rsc

2 , in

(21) and (27), respectively, are optimal.

C. Impact of Network Topology

Under secure caching requirement only, we do not need to

use keys in order to ensure the secure caching requirement, in

contrast with the general schemes in references [8] and [9].

This follows from the network structure, as the relay nodes

unicast the signals to each of the end users. In particular, the

received signals by user k are formed by combinations of the

shares in its memory and ”fresh” shares of the requested file.

Thus, at the end of communications, user k has r
(

K̂
t

)

shares

of Wdk
, and only r

(

K̂−1
t−1

)

shares of the remaining files, i.e.,

the secure caching requirement is satisfied, without the need

to encrypt. In addition, for the case where M = 0, i.e., no

cache memory at the end users, secure caching is possible via

routing, unlike the case in [8], where M must be at least 1.

D. Disengaging the Server from the Delivery Phase

One of the main advantages of caching relays is the ability

to keep the server silent during the delivery phase while

satisfying the users requests [5]. Without secrecy requirements

in [5], we have shown that whenever M + rN ≥ D, i.e.,

the memory of each user and its connected relay nodes

is sufficient to store the whole library, all the end users’

requests can be satisfied while the sever is silent during the

delivery phase. Under the secure delivery requirement, we

need M + rN
(

D−1
D+K̂

)

≥ D in order to disengage the server

from the delivery process because the transmission from the

relay nodes to the end users must be protected by shared keys

between them. On the other hand, under the secure caching

requirement, to achieve zero rate over the first hop, we need

rN ≥ D, where we distribute the library over the relays’

caches and the unicast nature of the network links ensures

confidentiality. In this case, there is no need to utilize the

cache of the end user. When the system requires both secure

caching and secure delivery, we need rN ≥ D+K̂ and M ≥ 1
to achieve Rsc

1 = 0.

VII. CONCLUSION

In this work, we have investigated combination networks

with caches at both relay nodes and end users under secure

delivery constraints, secure caching constraints, as well as

both secure delivery and secure caching constraints. We have

provided achievability schemes, for each of these require-

ments, by jointly optimizing the cache placement and delivery

phases, utilizing one-time padding and secret sharing schemes.

We have illustrated the impact of the network structure and

relaying on the system performance after imposing different

secrecy constraints. Furthermore, we have shown that the

caches at the relays in addition to the ones at the end users

can completely replace the server during the delivery phase.
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